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Abstract

Wireless sensor networks (WSNs) promise to greatly enhance and simplify the collection of
sensor data in many applications. Individually, nodes are relatively limited, with minimalist
computational power, communication bandwidth and energy. Lots of effort continues to be
made to manage these limitations whilst providing a powerful overall system. Unfortunately,
these limitations and solutions introduce new security challenges that must be solved. This
work enhances authentication in WSNs for high security scenarios.

A review of available security solutions for wireless sensor networks found an over-
emphasis on link-layer security. This is insufficient as attackers can easily imitate any node
if a single key in the network is compromised. End-to-end security offers an improvement
by allowing the sink to authenticate the source of a message as well as its integrity. The
impracticality of using public key cryptography for all communication requires that different
symmetric keys are shared between the sink and individual nodes. This can cause signifi-
cant communication overhead in the network, unbalanced energy use and network lifetime
reduction.

The first contribution addresses this problem with the concept of Broadcast Key Estab-
lishment (BKE). BKE allows the sink to distribute key material using a broadcast that is used
to securely generate different keys on each node. The evaluation shows that this method
significantly reduces overheads, extends the life of the network and causes less disruption.

The combination of wireless communication and exposed resources on nodes has re-
sulted in new attack threats. For example, attackers can inject arbitrary messages and waste
computational resources via cryptographic algorithms. The second contribution, Distance-
Based Message Authentication, focuses on physical layer security to reject messages, based
on distance measurement, as early as possible. Practical experiments evaluate ranging ac-
curacy and optimisations.

This work therefore improves WSN authentication by efficiently distributing keys, for end-
to-end authentication, and protects resources against depletion attack.



A university should, | believe, provide an experience of living as well as an oppor-
tunity for learning, Without this, education is dehumanized, the student himself
defrauded.

- Albert Sloman, 1963 [1].
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Chapter 1

Introduction

Wireless sensor networks (WSNs) are an emerging technology with a wide variety of
sensing applications. Examples include pollution monitoring, flood detection, build-
ing evacuation support and smaller networks such as body area networks on patients.
The underlying scenarios vary considerably, resulting in technological differences
between networks, but all are highly constrained. These constraints include limited
processing power, energy availability and bandwidth. Applying existing security pro-
tocols in this environment is challenging. Worse still, new security threats continue to
emerge that now target the resources directly. This chapter provides an introduction

to these issues and an outline of the thesis.

1.1 The Challenge of Wireless Sensor Networking

Sensor networks allow data, recorded by numerous distributed sensors, to be collected at
a central point known as the ‘sink’. Organisations that wish to deploy a sensor network
face two challenges. The first challenge is financial; the network needs to be affordable to
purchase and install in the first place. The second challenge is maintenance; the network
should require as little maintenance as possible after it has been installed. These challenges
are especially important if the organisation wishes to deploy a large number of nodes.

An organisation could deploy a cabled network, but this would require the installation of
cables, which is not only expensive but can also be prohibitive in some environments. With-

out cables, nodes need to be independently powered and connected by wireless communi-



CHAPTER 1. INTRODUCTION 2

\

N
/I
§ &

4
6 680 06 44

,«'
4
\

Figure 1.1: Multi-hop communication in a WSN.

cation. This could be satisfied using conventional computing equipment, but such equipment
can be undesirably expensive and is not optimised for long-term battery operation; frequent
visits to change batteries would be necessary. The wireless sensor network (WSN) philos-
ophy seeks to address these issues by reducing the cost of sensor nodes and providing
significant energy efficiency to allow long intervals between servicing.

The multi-hop networking architecture, where nodes forward messages on behalf of other
nodes (see Figure 1.1), is found in most WSNs. This approach eliminates the need for a
communications infrastructure whilst enabling the use of low-power radio communication.
Energy efficiency is therefore even more important since individual nodes need to survive
for long periods, not only to perform their own tasks, but also to forward messages on behalf
of other nodes.

These properties have resulted in a deliberately constrained architecture with limited
computational and communication capabilities. In turn, this necessitated a fundamentally
different approach to hardware and software design compared to conventional computers.
These system characteristics mean that conventional computer network and security proto-
cols do not work well in WSNs. The majority of research has thus focused on addressing
these differences, particularly to extend energy reserves and to maximise the efficiency of
communication channels.

WSNs are now at the point where the original academic scenarios are being replaced

with industrial scenarios. These industrial scenarios have greater security demands. For
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example, data generated by the nodes has to be authenticated to prove that it has not been
injected or modified by an adversary. In other cases there may be a need to encrypt data
transmissions to protect the privacy of the sensory subjects. Key distribution has to be man-
aged correctly in order to properly support this. As is common in many research areas, a
great deal of WSN research has not considered security in detail. Existing cryptographic
countermeasures have been adapted that are not matched to the WSN architecture, result-
ing in serious inefficiencies, infeasibilities and new attack vectors.

Whilst these security problems can be tolerated in some applications, high security ap-
plications are now emerging. These include scenarios where there is a real risk of an attack
leading to consequences such as death, major contamination or huge financial loss. Ex-
amples include wireless security systems and industrial process control in installations such
as oil refineries. The potential impact of an attack is thus very severe, providing a clear
motivation for a review of WSN security and the introduction of revised and additional coun-
termeasures.

Although a number of high security applications exist that this work is applicable to, the
main application motivating this work is the use of WSN technology to provide the sensing
and communication aspects in physical intrusion detection (PID) systems. One such PID
system is trialled in an office complex at the University; it is discussed in more detail in
Chapter 2.

In the remainder of this chapter, the limitations of WSN architecture are introduced in
greater detail with an overview of the research challenges posed. The countermeasures
proposed within this research are then outlined along with a summary of the contributions

made into the research community.

1.2 Research Challenges

In high security scenarios, it is a strong requirement to authenticate the source and integrity
of sensor reports. The WSN architecture presents two problems. Firstly, existing counter-
measures do not work well. Second, attackers can aim to deplete resources and prevent

network operation. These issues are now examined briefly.
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Figure 1.2: Telos Revision B sensor node (branded Tmote Sky),

The constrained WSN node architecture is a result of design goals that favour a low-
cost and low-power platform. A low-cost platform means a greater number of nodes can be
deployed. A low-power platform helps to reduce the need for battery changes and therefore
maintenance. The constrained node architecture has a number of implications that affect all
subsequent layers of design and has resulted in a radically different hardware and software
approach.

A typical node is designed to operate from a pair of AA power cells that, together, pro-
vide a 3 Volt power supply and a typical energy capacity of 1500 mAh. The target energy
lifetime is usually in the order of years, rather than the hours that might be expected from a
computing device such as a laptop or PDA. Typical node hardware is thus highly constrained
to reduce energy requirements; for example, the popular Telos revision B node design (also
known as the Tmote Sky [2], see Figure 1.2) is used within this research and utilises a 4AMHz
microcontroller, 10kB of RAM, 48kB of program memory and a 1mW wireless transceiver.
This contrasts significantly with a conventional computer system, which may have an effec-
tively unlimited energy supply, a 2GHz processor, 4GB of RAM, 500GB of program memory
and a 32mW wireless transceiver.

The resulting WSN architecture hinders WSN security for three principle reasons:

1. Security protocols require computational resources, in particular to execute crypto-
graphic algorithms. Computational resources and operating system features are scarce

in WSNSs.
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2. Extra communication burden is needed by security protocols to add authentication or
negotiate keys. Communication bandwidth, payload length and channel availability can

be very limited in a WSN.

3. The wireless communication medium provides an attack vector that is open to anybody

with a transmitter.

Some WSN security problems have already been tackled with some success. Industry-
strength cryptographic authentication is often based around common block ciphers and hash
functions. The popular AES (Rijndael) block cipher and the SHA hash family have been
implemented in WSNs for a number of years and are computationally efficient enough for
regular use. A number of solutions for distributing and managing the necessary keys have
also been devised. Public key algorithms that support these protocols, or can be used
independently, have been optimised significantly. However, some important issues have
been overlooked.

Too much focus in existing research has been on link-layer security, but in high secu-
rity scenarios the sink needs to authenticate the source and integrity of messages on an
end-to-end basis. End-to-end authentication can be useful such that the compromise of a
node does not affect the connectivity of other nodes when its keys are revoked. End-to-
end cryptography requires that the keys be shared differently. In the link-layer case, keys
have to be established between neighbouring nodes; in the end-to-end case they must now
be established such that each node shares a different key with the sink. A re-appraisal of
key management protocols was therefore required as it was clear that there was a lack of
straightforward and efficient protocols for this scenario.

Aside from the complexity of protocols, the communication overhead of the protocol has
to be minimised to avoid affecting the application. When keys need to be established, a
message needs to be sent between endpoints. Protocols tend to do this for every single
relationship: at least one message would need to be sent for each node in the network,
resulting in a bottleneck effect. Nodes closer to the sink are forced to use more resources
than those further away; their energy is used more quickly and overall network connectivity
is put at risk.

The first contribution of this research was to propose and evaluate the concept of Broad-
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cast Key Establishment, where individual keys (shared between each node and the sink)
can be privately replaced using a single broadcast message sent to all nodes. This better
balances energy and communication overheads, reduces the load on important nodes and
is much easier to integrate into existing protocols and networks than existing solutions.

Another authentication issue arises from the communications medium used. Any attacker
is theoretically able to inject a packet into the network and drain resources. Such messages
might waste communication resources if forwarded across the network before being cryp-
tographically rejected at the destination. More seriously, the potential to waste computa-
tional resources is considerable if expensive cryptographic mechanisms are invoked. These
mechanisms might be part of authentication protocols or key establishment schemes such
as Diffie-Hellman. Public key mechanisms, such as modular exponentiation, are particu-
larly troublesome on typical WSN nodes since they require many seconds of computation
and introduce real time performance difficulties. An additional layer of protection would be
beneficial to help protect from this new breed of denial-of-service threat.

Recent security developments in WSNs have embedded defences into the physical layer.
The second contribution of this research builds on these developments by proposing and
evaluating the concept of Distance-Based Message Authentication. This protocol involves
securely measuring the distance between a sender and receiver during message exchange
at each hop. If the measured distance is below an acceptable threshold, the message is
accepted, otherwise it is rejected. This mechanism allows messages to be rejected more
easily, thus protecting higher layers from denial-of-service attack in scenarios where attack-

ers can be excluded from the deployment area by means of physical boundaries.

1.3 Main Contributions

There are two main contributions in this research.

1. The concept of Broadcast Key Establishment has been proposed, implemented and
evaluated to address the inefficiency of end-to-end key establishment in high security
WSNs. The initial protocol based on the Diffie-Hellman protocol was implemented in

conjunction with an efficient broadcast loss recovery approach. The protocols have
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been found to better balance load, extend the life of nodes closer to the sink and keep

the network connected to the sink for longer. See Chapter 5 for more details.

2. Distance-Based Message Authentication has been proposed, simulated, implemented
and evaluated to provide a new low-level message authentication mechanism based on
secure distance measurement. The concept allows messages to be rejected based on
a distance measurement threshold rather than costly cryptographic mechanisms. The
initial simulation showed that the communication overhead is similar to existing MAC
protocols, particularly those using long-preamble duty-cycle approaches. The issues
of ranging accuracy and optimisation strategies were also investigated. Chapter 6

details this work.

1.4 Publications

Publications have been made on the Broadcast Key Establishment aspect of this work.
Diffie-Hellman Broadcast Key Establishment (BKE/D) was first briefly proposed as DHB-
KEY [3] at EuroSSC, then again [4] at EWSN’08. An evaluation of DHB-KEY was then
carried out [5] at IEEE WSNS’08 (IEEE MASS’08).

Publications have been made on the Distance-Based Message Authentication aspect of
this work. The concept was first proposed as the Round-Trip-Time Message Authentication
Protocol (RTTMAP) [6] at IFIP N2S’09 with a simulation-based feasibility analysis. An imple-
mentation of RTTMAP (RTTMAP-N) using Nanotron transceivers and chirp spread spectrum
was then presented [7] at EWSN’10. An evaluation of the ranging accuracy in RTTMAP-N
was then conducted and optimisation strategies involving link selection were proposed and
evaluated [8] at IEEE WSNS’10 (IEEE MASS’10).

Additional publications were also made to convey the research to more general audi-

ences [9] and also in collaborative works such as IPsec 6LoWPAN [10].

1.5 Outline

This thesis is organised as follows.
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Chapter 2 Case Study Presents a case study on the primary motivational application: phys-
ical intrusion detection systems. Existing systems are reviewed in terms of security.

The performance and security of WSN technology is then explored using an experi-

mental test bed.

Chapter 3 Performance Evaluation Fundamentals Measures and characterises the com-

putational and communication performance of WSN technology for later sections.

Chapter 4 Background Provides a review of existing research and development in WSNs,
and in security approaches available before this work began and developed concur-

rently. It motivates the need for both efficient key establishment and physical layer

authentication.

Chapter 5 Broadcast Key Establishment Details the first contribution of this thesis: Broad
cast Key Establishment. The various approaches including Diffie-Hellman Broadcast

(BKE/D) are evaluated in terms of energy and communication performance to deter-

mine the benefits of the concept.

Chapter 6 Distance-Based Message Authentication Details the second contribution of this
thesis: Distance-Based Message Authentication, more specifically Round-Trip-Time
Message Authentication (RTTMAP). The implementation is detailed along with an eval-

uation of the performance of ranging in the real world and various measures to optimise

the protocol.

Chapter 7 Conclusion Concludes the work with analysis and new research questions.



Chapter 2

Case Study

The core application for this work is physical intrusion detection (PID). PID systems
have strong security needs as the application itself is used for security purposes.
Using wireless communication for PID systems carries an increased level of risk as
the communication channels are exposed. This chapter presents a case study on PID
systems, the usefulness of WSNs in that context and the related security challenges.
The experimental test bed, deployed for evaluation purposes, is then detailed. The
security analysis shows the benefits offered by the main contributions of this thesis:

Broadcast Key Establishment and Distance-Based Message Authentication.

2.1 Physical Intrusion Detection

Physical intrusion detection (P1D) systems vary slightly in design and purpose, but they all
share a common goal: to monitor a set of areas for changes and to report any changes to
users. They generally share a common architectural design with numerous sensors linked
to a central control unit (analogous to a sink in a WSN). The control unit is responsible
for interpreting sensory events, such as a door opening or movement being detected, and
raises alarms depending on its settings.

Systems mostly differ in complexity, size and context. Smaller systems, installed in many
homes and businesses, provide straightforward alarm systems. These are armed by users
and then triggered by sensor events. The objective is to deter burglars and then to attract

attention if a burglary actually takes place. Complex systems can alert relatives, key holders
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or the police using telecommunication links. Larger systems cover premises, such as air-
ports, or even national borders, with much firmer security requirements. Active at all times,
these are continually monitored by security personnel at a control station. It is common for
these larger systems to be integrated with closed circuit television (CCTV), access control
and fire detection systems.

Very often, PID systems are referred to simply as Burglar Alarms. This term is perhaps
misleading for larger PID systems; however, the underlying technology, design objectives

and threat model are very similar. A PID system provides three core features:

Monitoring A set of areas are monitored for changing circumstances using sensors. Any
events or faults are reported to a control unit via a low latency communication mecha-

nism.

User Interface A user interface is provided for authorised users. The user can configure

settings and be notified about events.

Tamper Detection Tampering has to be detected or avoided.

2.1.1 Threat Scope

The previous section discusses the intended functionality. An attacker, by contrast, will aim

to attack these features such that an attack can go unnoticed. These three main threats are:

Avoidance The attacker avoids detection in the first place, meaning that no attack against

the system is needed.

Physical Tampering The attacker physically accesses and alters the system in such a way

that it cannot function correctly.

Electronic Attack The attacker remotely attacks the system to obtain unauthorised access

or inject false data.

Whilst the work of this thesis helps with all these points, the later threat is the primary
focus: secure communication within PID systems; especially those used in large, industrial-
scale, deployments where there is a need for high security. It is still useful to demonstrate

the insecurity of the simplest systems, so these are also discussed in the coming sections.
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2.1.2 Attacker Capability

To carry out an electronic attack, an attacker has a number of capabilities that can be used
either individually or in combination. A review of the current systems and current WSN se-
curity will later relate to these capabilities. The assumed capabilities are purposefully strong
as this thesis focuses on high security applications where attackers have strong motivation

and lots of resources. The following assumptions are therefore made:
Eavesdropping The attacker can record all communication after the system is deployed.

Injection The attacker can transmit any number of messages to any node', on any fre-

quency and at any power level from the outside.

Power The attacker has superior (but realistic) computing power and access to abundant,

and portable, energy.

Equipment The attacker can procure and use any feasible hardware or software, including

clones of reverse-engineered devices?.

2.1.3 Electronic Security Requirements

To avoid these electronic attacks, a number of countermeasures are needed. The following
countermeasures are either already available or need to be developed. These are based on
the review of existing research work (see Chapter 4) and the review of the existing technol-
ogy (see below). Some of these countermeasures are quite common (discussed by Schneier

[11, p. 2] for example) whilst others are more specific to the scenario.

Source Authentication When the control unit receives a message it must be sure it is from

the intended sensor and not injected by an attacker.

Integrity The control unit must be able to determine that a message sent by a genuine

sensor has not been modified or replayed by an attacker.

Trust Isolation The control unit must be able to trust the rest of the network in the event

that certain participants have become untrustworthy.

'whether or not that message is accepted is another matter
2although without confidential data, such as keys
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Jamming Detection The system should be able to raise an alarm in the event of a jamming

attack.

Cryptanalysis Resilience Any electronic mechanism and codes used to protect the system

must be difficult to break by an attacker.

Key Security It must be possible for the system to replace existing keys in the network in a

secure fashion.

Tamper Detection Attempts to physically attack a sensor must be detected so that the sen-

sor and its keys can be revoked or other action taken.

Resource Protection An attack mounted by an adversary should not result in significant
resource loss unless the attacker expends considerable resources in carrying out the

attack.

In addition to these requirements, there are a number of requirements that must be met
by any security mechanism. These are particularly relevant to the constrained wireless

platform.

Energy Efficiency Participants that operate from batteries must not require battery changes

frequently.
Scalability The network should be scalable without requiring additional infrastructure.

Upgradability The network should be capable of being reprogrammed to allow changes to

protocols, security mechanisms and sensory applications.

2.2 Existing Systems

Until recently, the complexity of PID systems largely depended on the sensors. For exam-
ple, some sensors can reject false detection caused by animals. Others implement complex
algorithms to monitor intruder proximity to fences. The vast majority of existing PID systems
are mains powered, perhaps with some battery backup, and use sensors that are connected
with cables to the control unit. This design has been widely available for decades, but wire-

less systems are gaining momentum for two principle reasons.
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Expense and Complexity Installation of cables can be expensive and difficult. Installation
along, and through walls, can cause damage and breach planning laws (for example,
in listed buildings). In industrial deployments, particularly near flammable substances,
cables may need to comply with standards that significantly increase expense. In
temporary deployments, the need for cable runs can prove inconvenient and issues
such as health and safety quickly come into play. It may also be desirable to hide

sensors to avoid alerting intruders to their location.

Reliance on Cables All cabling must remain intact, which leads to two problems. First, an
attacker often need only snip wires to disable the system, or at least render it unable
to distinguish between fault and attack. Avoiding this can permit ‘confirmed’ alarms
that result in faster and more accurate emergency response. Second, cabling can be
damaged by accidents and disasters. This results in false alarms, re-installation cost
and business disruption. Obviously this problem can be avoided by increasing cabling

redundancy, but at additional cost and complexity.

Wireless networking lends itself to this problem by introducing a communication medium
that does not rely on physical links and is therefore potentially cheaper, less complex and

more robust.

2.2.1 Strengths and Weaknesses

Some wireless systems have already been marketed and begin to address the issues out-
lined. The risk of electronic attack must be tackled because the communication channels
are more easily accessed when compared to secured cables. It is therefore important to
either protect against, or detect, electronic attacks. These safeguards vary considerably
between systems.

Insurance companies and monitoring centres use a security grading system to measure
these safeguards. This is included in the European standard EN50131 [12], which defines
the minimum technical capabilities that a system must satisfy. These grades scale from
Grade 1, for simple deterrent systems, to Grade 4, for advanced systems used in scenarios

like government installations and bullion stores. As the grading increases the assumed abil-
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ities of the attacker are matched by more stringent technical requirements. For example, a
Grade 4 system must detect the substitution of a device within 10 seconds, whilst in a Grade
3 system such detection is optional. The standard does not define specific mechanisms,
leaving such decisions to the manufacturer. The size of the system is irrelevant.

Cabled systems are beneficial from a communication and security point of view. They
use a fixed communication structure, which is either star based, where all sensors have
unique cables connected to the control unit, or bus based where sensors are connected to
a common communications cable, such as in the iD Plus system [13]. This can be tested
on deployment and usually remains reliable unless damaged. The cables can be armoured,
hidden and secured using electronic techniques to detect tampering or false sensors. Un-
fortunately, these properties do not translate well into wireless systems. Critically, since the
security grade of a system is set at the lowest grade present, hybrid systems do not benefit
from cabled security if the wireless portion is less secure.

In larger scenarios, cabled systems are therefore more commonplace as they need to
comply with very strong security requirements that wireless systems do not yet meet, are
easier to test and remain stable once installed. This is particularly important as the require-
ments form a foundation for ‘confirmed activations’, which are mandated by some police

forces before they will respond.

Deployed Security Mechanisms

It is generally difficult to obtain detailed standards information or implementation details of
deployed security systems as many organisations hide these for security® or commercial
reasons. Nevertheless, it is possible to determine some properties by analysing radio trans-
missions and evaluating published documentation, attacks and reviews. In this section, the
terms key and code are used interchangeably.

Wireless systems are generally not graded to a high level because assurance is needed
that a highly capable attacker cannot circumvent or manipulate the system. Although con-
siderable effort can be made to cryptographically protect transmissions, wireless remains

a significant challenge as exposure to jamming and injection attack is significantly higher.

30r, as any security researcher will tell you: obscurity...
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No wireless system has yet achieved Grade 4 and only one, a ZigBee and IEEE 802.15.4
based system [14], claims to achieve Grade 3. This situation has occurred since EN50131
mandates the use of message authentication codes (MACs) at Grade 3 and above, yet many
systems do not use them.

At lower grades, the standard merely mandates a given number of codes and a per-
centage probability that an attacker will discover a code [12]. MACs provide a far stronger
approach because they do not simply include the code as the signature directly. The code
is used as a key to generate the signature, based on the content of the message; then that
signature, not the code, is appended to the message. Since the key is never transmitted
over the air, and the signature changes for different message payloads, attackers are forced
to use a different method to compromise the key in order to spoof messages; guessing or
eavesdropping is infeasible. Unfortunately, some systems do not even meet Grade 1, let
alone Grade 4.

Simple wireless systems use unidirectional communication and have limited security
functionality. There are three simple approaches commonly used in these systems to pre-
vent electronic manipulation: pre-distributed network keys or ‘house codes’, pre-set node
keys with learning mechanisms and rolling codes. These approaches have been shown to
achieve varying degrees of success.

The house code concept is little more than a network group ID but is sometimes miss-
marketed as a network encryption key. This mechanism really only ensures that multiple
systems in the same area can co-exist on the same radio channels, which is an approach
also used in systems such as door bells and home automation. In some systems this ‘key’ is
only 8 bits in length and set using hardware DIP switches within the control panel, sensors,
key-fobs and siren unit. Some users might think that having eight switches provides a large
number of combinations, but in reality an 8-bit code only provides 256 different combinations.
By contrast, bicycle locks often provide at least 1000 combinations and require the attacker
to be physically present to break them. Obviously, it is not ideal to protect a site with less
security than a bicycle lock. Such systems do not even meet Grade 1 of EN50131, which
mandates 100, 000 codes as a minimum.

Another approach is the concept of pre-set codes, which are usually much longer; for
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example, 16 million combinations from 24 bits. Rather than using a network-wide code, each
sensor has a unique code. These codes are either preset in the factory or reset each time the
batteries are replaced. When a sensor is joined to the system, a learning mode is enabled
in the control panel for a short period. Data sent to the control unit during that period allows
it to recognise new codes, and thus those devices, in future. This approach helps to avoid
the additional cost of bidirectional communication or user interfaces on individual sensors.

Weaker systems transmit their codes in plaintext alongside sensor data. Therefore, it is
easy for a capable attacker to recover the code. This is part of the reason such systems
do not achieve higher security grades. More advanced mechanisms, for example, message
authentication codes could be used with the key; but there is still a risk of offline attack. Re-
covering the codes is far more feasible with 24-bit codes than it is with proper cryptographic
keys, which are usually 128 bits or greater. Another risk is replay attack using recorded,
genuine, messages.

These attacks are avoided by more advanced systems that use the concept of rolling
codes where the codes are changed in a deterministic fashion on both sensor and control
unit. If an attacker overhears a code, it is immediately useless provided the control unit has
received it. Knowledge of earlier codes should not give the attacker knowledge of future
codes. Unfortunately the security of this mechanism has been subject to implementation
faults by various manufacturers; for example, the KeeLoqg mechanism used extensively in
car key-fobs was found to be vulnerable to attack [15]. Another issue is that the attacker can
selectively jam the communications channel during a physical intrusion, capture valid codes
and then use them for carefully timed false transmissions.

It is not unusual for security to be stronger in one element of a system compared to an-
other. For example, the security provided to key-fob communication is often strong to avoid
user imitation. But, this level of protection is not always provided for sensor communication.
Therefore, an attacker is left with a harder time disabling the system by spoofing the user
but he can still selectively jam sensor transmissions and inject personalised replacements.

As a deterrent, it is possible for a manufacturer to encrypt all communication using a site
(network) key; however, this makes adding new devices harder as the site key would need

to be programmed into new devices by the user. Recall that an 8-bit key is insufficient. Large
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and expensive input mechanisms are therefore needed, unless the devices can be con-
nected to a computer. Whilst it may be tempting to use a manufacturer key, this approach is
insecure as the keys can be extracted by reverse-engineering any available device. Although
difficult to achieve for an amateur, a more determined professional might have access to the
necessary equipment. Indeed, this approach was recently taken [16] against the anti-piracy
mechanisms built into the PlayStation 3 games console. Whilst the PlayStation attack could
have been prevented using public key cryptography, such an approach would not be work-
able in a security system as it is self-contained and therefore would require both private and
public keys to be present.

In systems installed by qualified engineers it is obviously possible for complex configu-
ration to be carried out, enabling procedures such as key pre-distribution. However, should
keys (codes) need to be replaced the process has to be repeated, or new key material has
to be negotiated over the network, which increases communication and, sometimes, com-
putational overhead.

Then there are other problems. If an attacker can generate deliberate false alarms, he
can force the user to either disable certain features of the alarm system or stop using it all
together. For example, an attacker may be able to add his own devices during the learning
period with the objective of causing false alarms. Or, he may deliberately jam the channel to
force the users to disable jamming detection; a function that systems sometimes provide to
avoid false alarms in the presence of strong nearby signals. This makes it easier to jam the

system and inject custom messages.

General Limitations

Scalability is an issue in all PID systems, but many wireless systems are less scalable
than expected. Unless all the devices are within a few dozen metres, most systems do not
operate. Some manufacturers have added repeater devices, but multi-hop networking is not
possible as the sensors only have transmitters, not receivers. Some mesh network systems
have emerged, such as the Ricochet [17] system from Texecom that can support very large-
scale deployments, and enhance security by providing multiple pathways. Others rely on a

hybrid approach where a bus cable is installed and wireless devices are added using access
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points, much like the design of Wi-Fi networks.

The lack of bidirectional communication results in a transmission approach known as
‘shout-and-pray’ [14] since the sensors are not able to determine if transmissions reach
the control unit. This is particularly critical to real-time constraints as sensors may employ
power saving measures that restrict transmission intervals, therefore resulting in high en-
ergy demand after detections or undesirable delays in alarms. There is clearly a need for
bidirectional communication to help solve these problems, amongst others described earlier.

Battery life is of concern to manufacturers for other reasons. It is generally recognised
that the transmission interval for supervisory or control messages has to be minimised as
much as possible to extend battery life. This often results in transmissions occurring as little
as once per hour, conflicting with the minimum specified by EN50131 and thus lowering the
system grading. One particular manufacturer [18] uses separate ‘wake-up’, video and data
channels to avoid waking idle sensors when transmitting unrelated data.

Finally, should users require new functionality, the sensors cannot normally be upgraded
with new software, for example, to add new features or permit inter-operation with new de-
vices. Complete replacement of major components, or even the whole system, is often
required.

From this evaluation of physical intrusion detection systems, the following are a set of
issues identified that require attention. This list is not exhaustive, particularly since security

attacks evolve over time and differ between applications:

e Codes should be used as cryptographic authentication keys rather than plaintext pass-

words.*

e Keys should be set locally, either by users or automatically, rather than being set by the

manufacturer.
e Key length should be sufficient to prevent brute-force attack.
e Keys should be changed regularly to avoid cryptanalysis.

e Jamming needs to be more gracefully handled.

4The EN50131 standard mandates message authentication codes in Grade 3 systems and above.
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¢ Bidirectional communication is necessary.

Multi-hop communication is beneficial.

Real-time performance needs improvement.

Energy efficiency is vital.

Software upgrades are desirable for new functionality, security and protocols.

False and inconclusive alarms should be minimised.

‘Confirmed activations’ need to be reported with high reliability.

Wireless sensor network technology can help solve these problems. WSNs are low-
power and obviously offer wireless communication. However, new possibilities are added
due to the re-programmability of nodes and the presence of a transceiver rather than trans-
mitter. It is therefore easier to change security protocols, improve routing, replace keys and
add other functionality. For example, multi-hop mesh networks can be introduced to over-

come jamming and respond better to failures.

2.3 Necessary Improvements

Existing commercial systems are generally effective in energy efficiency and nodes gener-
ally last half a decade before battery changes become necessary. Some manufacturers have
even designed devices such as key-fobs that do not have removable batteries and are thus
replaced entirely. Energy efficiency has been a major focus of WSN research and develop-
ment; an energy lifetime of several years has already been realised via use of low-power
MAC protocols and minimalist architecture.

Other non-security areas are also well developed. Tamper detection of the devices them-
selves is well supported by manufacturers. Jamming detection could be conducted locally by
sensors as well as the control unit. Scalability is a natural ability of WSNs as individual nodes
can both transmit and receive, allowing the implementation of a variety of network protocols.

Upgradability is also relatively straightforward as WSN node design is more general-purpose
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than the average embedded system. In addition, various over-the-air reprogramming proto-
cols have been proposed that are energy-efficient, reliable and secure. However, in other
areas there are shortcomings surrounding the wireless communication medium.

Using established security principles it is possible to immediately improve wireless se-
curity, although not to an acceptable degree. Source authentication and message integrity
can be provided by using message authentication codes (MACs). The necessary industrial-
strength cryptographic primitives, such as AES-256, are already implemented in common
transceiver chips, such as the Chipcon CC2420, and popular operating systems like TinyOS.

The main problem in WSN systems is that these primitives are used at the link-layer;
messages are encrypted or authenticated for individual hops only. This approach is neces-
sary when nodes need to co-operate to support aggregation functions, for example, but it
is insufficient protection when compromise occurs. The security of multiple nodes and keys
along the communication path cannot be guaranteed and compromise allows impersonation
of any node in the network.

Revoking a compromised key prevents it from being used, but the lack of trust isolation
results in large portions of the network becoming disconnected as that node is no longer
allowed to forward messages. It is important to keep the network in operation, especially if
an attack is underway, so that un-compromised nodes can still report data about the attack.
Disconnecting large sections of the network is simply unacceptable. Node specific keys
and end-to-end security solves this problem by isolating trust to individual end-points and
permitting continued network operation even if parts have been compromised.

The next problem is that keys have to be replaced to avoid cryptanalysis and allow use of
finite security mechanisms (such as counters). The existing key establishment mechanisms
available for WSNs would require a large number of messages in the network, which raises
a number of issues as discussed and tackled in Chapter 5. It is also not possible to use
mechanisms from, for example, Wi-Fi (IEEE 802.11) or the Internet; these networks have
different communication patterns, system constraints and weaknesses.

To protect resources and energy from attack, countermeasures have to be put in place
that have minimal resource requirements themselves. Because WSN nodes are able to re-

ceive as well as transmit messages, attackers are provided with a potential vector to launch
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Figure 2.1: Intrusion detection node with passive infrared movement sensor.

energy-draining attacks that have been proven against some security protocols; this is dis-
cussed in Section 5.8. One way to close this attack vector is to use improved security at the

physical layer, which is the subject of Chapter 6.

2.4 Demonstration Test Bed

A physical intrusion detection system was constructed using WSN technology to prove the
concept and act as a test bed for experiments. A TinyOS application was developed for the
sensor nodes such that they provide four core functions. (1) Participation in a multi-hop wire-
less network, forwarding messages on behalf of other nodes. (2) Management of security
sensors and generation of sensor reports in response to detections. (3) Periodic transmis-
sion of heartbeat messages to confirm their health and connectivity. (4) Security services to
provide secure authentication and key management. This application was modified to test
different security enhancements.

Up to 25 sensors were deployed at any one time in an office complex at the University.
Some nodes were fitted with magnetic door contacts and others with infrared movement
detectors. An example of a movement detection node is shown in Figure 2.1.

A PC, running Linux, was used as the control unit, or ‘sink’ in WSN terminology. A
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Figure 2.2: Intrusion detection software running on a PC.

node, connected using USB, acted as a network interface card (NIC). The sink software was
written in Java and provided a graphical overview of the system as shown in Figure 2.2. The
software shows the deployment overlaid on a site graphic and node icons flash in the event
of an event or fault. Additional software components were added as needed.

The system provides two alarm types:

Intrusion Alarm The sink receives an intrusion detection message. This alarm indicates a

confirmed breach of security®. The location of the intruder is known.

Fault Alarm The sink does not receive a heartbeat message for a specified period. This
alarm indicates a possible breach of security as the alarm could be the result of jam-
ming or have a non-security related cause. The exact location of the problem is un-

known.

If an attacker needs at least a few minutes to leave a building after entering a restricted
area, a delay of many seconds before reacting to a fault alarm is reasonable. Experiments

(see Section 5.6) show that a wireless sensor system in a building experiences a fluctuating

SUnder the assumption that detectors have no detection errors.
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link quality and message losses occur frequently. The delay allows the system to avoid
reacting to fault alarms caused by temporarily unavailable communication links. The network

might recover during the delay period and the fault alarm can be cancelled.

2.4.1 Requirements Met

The use of the test bed and a review of existing research allowed for the requirements to
be evaluated. WSNs already meet some of the requirements by implementing bidirectional
communication and cryptographic algorithms, for example. However, in other areas this

research has addressed shortcomings in the following ways:

Transport Layer Authentication The use of end-to-end authentication replaces link-layer
authentication as the primary cryptographic security mechanism. A message authen-
tication code, using a key specific to the sensor, is applied over the data and header
fields. This satisfies the requirements to provide source authentication, integrity, trust
isolation and revocation. An attacker cannot inject or modify a message without the
specific sensor key. If the key is compromised, it can be revoked without affecting the

trust of messages originating from other sensors.

Efficient Key Distribution Keys are changed regularly. Changing the sensor keys is nec-
essary to achieve cryptanalysis resilience. This also covers the use of finite primitives
such as anti-replay counters. However, changing the keys on nodes must be done
carefully to improve energy efficiency, avoid scalability problems and because the ap-
plication itself needs priority network access. Efficient key distribution has been pro-

vided by using the concept of Broadcast Key Establishment as described in Chapter 5.

Physical Layer Security Resource protection is provided to protect two main areas, which
are energy and keys. The cryptographic functions used to authenticate messages
and generate new keys can be abused by an attacker to waste energy. An attacker
can waste resources by injecting arbitrary messages, which need to be processed
in order to reject them. There is also a risk that keys can be stolen and used by a
remote attacker to inject messages. Physical layer security prevents this by adding an

additional authentication layer, which must succeed before exposing the node to these
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attacks. The concept of Distance-Based Message Authentication was added to the
system design to prevent the injection of messages by an attacker located outside the

deployment area. See Chapter 6.

There are two areas that were not investigated in detail. Tamper detection has only been
investigated in a communications sense. No effort was made to physically protect nodes
such the theft of keys could be avoided or detected; however, this could be easily achieved
with specially engineered packaging. Jamming detection has not been investigated, al-
though it is noteworthy that a WSN is no worse placed to handle this when compared to

existing wireless systems.

2.5 Summary of Findings

Wireless physical intrusion detection systems are beneficial due to the reduced reliance on
cables, the ability to recover from partial connection failure, less expense in some installa-
tions and lower complexity.

Existing commercial systems use insufficient security safeguards to prevent electronic
manipulation by hostiles. Some users are forced to disable jamming detection functions.
Some systems use unbalanced security protection with secure key-fobs but insecure sensor
communication, for example. There is also a need for significantly improved key manage-
ment, with the correct type of keys and authentication protocols.

Other issues with existing systems included the lack of scalability, an absence of multi-
hop networking and a lack of software update functionality. An implementation was created
to show that using a WSN to solve this problem is feasible. However, the existing WSN
security algorithms are not matched to this domain. Although some aspects can be modified,
there is a penalty in communication overhead and there are vulnerabilities to energy-draining

attacks.
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2.6 Conclusion

This chapter has shown that existing wireless physical intrusion detection systems lack basic
features such as sufficient security, scalability and re-programmability. The concept of using
a WSN to solve this problem has been shown using a real WSN deployment. Problems
regarding the security approach have been identified as motivation for the contributions of

this thesis.



Chapter 3

Performance Evaluation Fundamentals

When security protocols are applied in a WSN, they have an impact on resources.
This resource consumption is linked to two key performance areas: computational
performance as a result of applying cryptography and communication performance
as a result of sending messages. This chapter introduces these performance funda-
mentals, discusses the underlying theory and performs experiments to enable the re-
view of schemes throughout the thesis. In particular, the popular CC2420 transceiver
and MSP430 microcontroller are scrutinised. The newer NA5TR1 transceiver is also

investigated.

3.1 Node Architecture

A conventional computer with conventional networking is simply unable to meet the mini-
malist WSN energy and cost requirements. Tackling this issue has resulted in a chain of
fundamental redesign at almost all levels. The core requirements have lead to a hardware
architecture that is highly constrained, which in turn has led to heavily constrained commu-
nication and software approaches.

The hardware design on WSN nodes® is driven by the demands of low power and cost.
The traditional approach in embedded systems, such as PDAs, is to replace resource-hungry
processors, such as those based on the Intel x86 architecture, with those in the MIPS and

ARM family. One particular WSN example is the original GumSTIX node design; this utilised

6The terms node and mote tend to be used interchangeably.

26



CHAPTER 3. PERFORMANCE EVALUATION FUNDAMENTALS 27

an Intel XScale PXA255 [19] processor, a member of the ARM family. This delivers a
favourable power consumption of around 400mW, compared to desktop-class processors
at around 50W, but it still drains a typical battery in a matter of hours. Whilst PIC-class de-
vices, such as the Microchip PIC [20], can achieve a power consumption of ImW or less,
they are too constrained to be useful. Instead node designers aimed for the middle ground
with chips such as the Texas MSP430 [21] that provide ‘just’ sufficient computing capability,
but with an acceptable power consumption of around 6mW.

A similar approach was taken with the communications hardware. Rather than using
high-throughput /EEE 802.11 ‘Wi-Fi’ transceivers, WSN nodes tend to use lower power
IEEE 802.15.4 [22] transceivers. A popular example is the Chipcon CC2420[23], with a
typical power consumption of 19mA when active. The penalty in lower power is primarily in
bandwidth, which is only a theoretical maximum of 250 kbps rather than upwards of 10 Mbps
possible in Wi-Fi.

Obviously WSN developers must be able to design and exchange software for this hard-
ware with ease. To support this, a number of standardised designs emerged. Popular de-
signs include the Telos [2] and MICA [24] nodes. These designs specify the exact hardware
specification and interconnections to create a working sensor node. Several less popular de-
signs have emerged from industry, such as the SunSPOT and Eneida [25] nodes. Some are
more modular in nature, such as the Tyndall stack system [26] or the Coalesenses iSense
[27], allowing fast prototyping with different parts like FPGAs and sensors. Multi-processor
node architectures, such as in [28], have been proposed to support parallel processing and
energy balancing. Smaller designs have been attempted, such as the 7-cc [29] that fits into

1cm?3 without batteries.

3.2 Computational Performance

The constrained hardware architecture of WSN nodes is inadequate to support ‘conven-
tional’ embedded operating systems such as ‘Embedded’ Linux or Windows CE, for example.
Programmers are thus forced to program much closer to the hardware level. This difference

results in more severe effects when algorithms perform poorly. This section details these
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differences and then measures the performance of cryptographic algorithms.

A new breed of minimalist operating systems were developed for WSNs, the most pop-
ular being TinyOS [30] and Contiki [31]. These lack many of the features in conventional
operating systems’, such as full multi-tasking and memory management. Additionally, ap-
plications are often compiled at the same time as the operating system, which is radically
different to normal operating systems that are compiled separately.

In particular, there is a greater focus on event-driven and task-based programming rather
than multi-tasking. Event-driven programming is characterised by a lack of polling in func-
tion design and a greater emphasis on interrupts and callbacks. Task-based programming
schedules tasks in a queue and executes them consecutively rather than concurrently. Spe-
cial programming language extensions have been developed to support this, such as nesC
[32].

These differences mean that slow operations either block system resources undesirably
or have to be split between different task invocations; a complex challenge in some cases.
Such longer bursts of processing are a fundamental concern, particularly in public key cryp-
tography where operations can last several seconds on constrained platforms.

Special operating system extensions have been developed to attempt to support this.
Contiki has protothreads [33]. TinyOS has extensions to support task pre-emption [34] that
allows low-priority tasks, such as public key computation, to be suspended when high priority

tasks are scheduled.

3.2.1 Cryptographic Cost Principles

Raw computational energy cost can be calculated by multiplying the current drain of the mi-
crocontroller by the processing duration of the relevant algorithm. Different algorithms may
use different microcontroller features resulting in differing current drain, but this has been ab-
stracted for simplicity reasons. This section first provides the formulae to generate the data
shown in Table 3.1. The variables in Table 3.2 are then populated with values obtained from
the data sheet of the microcontroller and timing experiments with the algorithms themselves.

This thesis utilises three classes of cryptographic function: encryption, hash and public

"Arguably this means they are not ‘proper’ operating systems.
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key. The delay for each must take two issues into account. (1) The overhead delay of the
function and (2) the length of any input data. The input data length is irrelevant for some
operations, but the length of the input data in the case of encryption and hash functions can

obviously change.

| Purpose Variable Units |
Cost of hashing or encrypting one byte €e mAs
Cost of hash/cipher function overhead ey mAs
Cost of hashing or encrypting one message including overhead eg mAs
Cost of scalar point multiplication en mAs

Table 3.1: Computational performance evaluation output variables. Note the use of capital
letters to indicate that the encryption cost applies to a whole message, rather than just a
single byte.

| Purpose Variable Units |
Average current drain of microcontroller when active mg mA
Processing duration for hashing or encrypting one byte d, sec.
Setup duration for hash/cipher function d, sec.
Processing duration for scalar point multiplication dp sec.

Table 3.2: Computational performance evaluation input variables.

Public Key Operations

The scalar point multiplication (SPM) is the most expensive operation required by the elliptic
curve cryptography functions found in this thesis. The expensive function found in traditional
public key algorithms is modular exponentiation. Although the input data is of a fixed length,
the values can have some bearing on the execution time. A well-designed cryptographic
function will have a fixed execution time, for different key material, to avoid side channel
attack.2 However, the processing duration d,, is specific to the configured key length and

curve parameters. Thus:

eM:madm (3.1)

8Where an attacker can detect the duration, or other property, of the computation to shorten an attack.
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Encryption and Hashing

The total cost e to encrypt or hash a whole message can be obtained by adding an over-
head cost e, for setup functionality, to the main cost for processing bytes. The main cost is

derived from a per-byte cost e, and the length of the message n.

EE = €N+ €, (3.2)

The overhead cost ¢, is calculated based on the overhead delay d, multiplied by the

energy drain m, of the microcontroller:

eg = Myd, (3.3)

The per-byte cost e, is derived from the per-byte delay d.:

€e = Myd, (3.4)

Care must be taken since some functions work in terms of blocks and there may be no
performance gain from encrypting or hashing a partial block. Therefore the length of the

message n may need to be rounded up as appropriate.

3.2.2 WSN Microcontroller Performance

The above equations require the energy drain of the microcontroller and the relevant delays.
The energy performance of the microcontroller can be derived from its data sheets; this is
shown in Table 3.3. Although data is available on the performance of cryptographic functions
on WSN platforms, such as by Granjal et al. [35], newer developments have led to faster
performance that must be considered. Reference implementations were therefore required
to obtain the computational delays, and in turn, the energy consumption figures. These were
tested on the Tmote Sky platform to obtain performance on the MSP430 at 4 MHz.

As the SHA and AES algorithms are so fast, the accuracy of software time measurement
is an issue due to software delays. Therefore, the timing measurements used an oscillo-

scope to measure general-purpose lines that were flipped between each operation. The
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time taken to process each byte in SHA-256 is 32us, shown in Figure 3.1°. The time taken
to encrypt each block in AES-128 is 870us, shown in Figure 3.2. To check the results, the
operations were then run multiple times and less accurate timer functions from TinyOS were
used to confirm the measurements. Since it is obviously impossible to test every combi-
nation — it would constitute a brute force attack — the correct output of the functions was
verified using relevant test vectors. For example, the AES Known Answer Test (KAT), from
NIST, contains sample input and output block values for given keys.

The MIRACL [36] library provides an efficient implementation of the most recent cryp-
tographic functions. It supports elliptic curve public key cryptography, symmetric ciphering
using AES and the SHA hash family.

The performance of these is shown in Tables 3.4, 3.5 and 3.6. For convenience the
energy costs have also been shown. These values form the first findings of this thesis and
are used as part of the evaluations found in Sections 5.5, 5.7 and 6.7.

AES is a block cipher that encrypts, or decrypts, in blocks of 16 bytes. It supports key
lengths of 128, 192 and 256 bits. In the MIRACL implementation, the functions have to be
initialised and then each block is processed individually. If AES is used purely in electronic
code book (ECB) mode then this initialisation function need only be called when keys change
since no data from previous block operations is used in subsequent operations. Thus the
overhead per message is zero (d, = e, = 0). In the event that initialisation is required, an
overhead delay is incurred as shown in Table 3.5.

As AES operates in blocks, the time taken for each block operation was recorded. The
values shown in Table 3.5 have to be divided by 16 to obtain the per-byte delay; however, if
the number of bytes n is not a multiple of 16, then »n has to be rounded up to the next multiple
of 16.

For SHA, it is always necessary to initialise the function and then the function operates in
blocks of 1 byte. However, a calculation is then made at the end, which forms the overhead.
This calculation has to be repeated every 512 bytes; therefore, the figures shown in the table
can be taken as is if the message is less than 512 bytes in length. d, and e, need to be
multiplied otherwise.

For the elliptic curve scalar point multiplication (SPM), the EccM implementation was

9Not 320us, which was incorrectly shown in a former publication [6].
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utilised using the sect163k1 parameters. The EccM implementation is slow by modern stan-
dards. A newer implementation, NanoECC [37], is available but was not verified by these

experiments.

3.3 Communication Performance

Transceiver performance is of concern throughout this thesis; it has a significant impact
on the performance of any protocols that communicate and thus the WSN as a whole. For
example, the transceiver performance is a core dependency in calculating the costs incurred
if additional messages have to be sent or if messages have to be extended.

Low-power transceiver standards and chips have emerged as it is not feasible to use
conventional wireless transceivers in WSNs; the required energy drain is simply too great to
be supported. Communication performance is still of concern as it has a high proportional
impact on resources, since low-power microcontrollers and low-capacity energy supplies are
used in WSNs.

Rather than trying to discuss the large number of protocols, this section instead focuses
on the transceiver-related costs and discusses approaches rather than specific protocols.
Many surveys, such as by Demirkol et al. [38], detail numerous subsets of these protocols.'

This section first introduces the approach taken to calculate transmission cost. WSN-
grade transceiver hardware is then introduced and the performance calculated using the

CC2420 and NA5TR1 transceivers.

3.3.1 Communication Cost Principles

The energy cost at the transceiver level can be split into two subtypes: (1) baseline cost
and (2) transmission cost. The baseline cost is incurred as a result of being part of the
system and being able to receive messages. The transmission cost is specific to transmit-

ting messages''. This thesis focuses on transmission cost as it is more influenced by the

OReaders are warned that many of these protocols do not consider security and have not faced proper
scrutiny. The sheer number of protocols, and application cases, make overall security scrutiny and general
comparison particularly difficult.

"This concept is analogous to the ‘line rental’ (baseline cost) and ‘call charges’ (transmission cost) of a
telephone, although this evaluation obviously deals with energy instead of money.
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Microcontroller

m, Clock Speed Voltage
mA MHz Vv

| MSP430 1.9 4

23 |

Table 3.3: Microcontroller performance values.

Implementation Mode dm  cu
secs. mMAs
| EccM SPMsecti63ki 60 114 |

Table 3.4: MSP430F1611 scalar point multiplication performance.

Init. Block Operation

Key Length SecCs. SecCs.

Init. Block Operation
mAs mAs

128 (MIRACL) 0.042  0.00087
192 (MIRACL) 0.0496 0.001
256 (MIRACL) 0.0576 0.001104

0.0798  0.001653
0.09424 0.0019
0.10944 0.0020976

Table 3.5: MSP430F1611 AES performance (per block).

Implementation dy de 9 Ce

Secs. Secs. mAs mAs
AES128 (MIRACL) 0 0.000054375 0 0.0001033125
AES192 (MIRACL) 0 0.0000625 0 0.00011875
AES256 (MIRACL) 0 0.000069 0 0.0001311
SHA256 (MIRACL) 0.01017 0.000032 0.019323 0.0000608

Table 3.6: MSP430F1611 symmetric function performance.

34
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communication requirements of the protocols and applications.

The objective of this section is to derive formulae that can be used to generate the perfor-
mance variables shown in Table 3.7. The performance variables are all expressed in milliamp
seconds (mAs). The formulae depend on numerous variables as shown in Table 3.8.

Transmission energy cost is derived from the modulation duration and required energy
drain in either absolute or relative terms. The current drain during transmit may be the
same as, or less then, that during reception; however, transceivers are rarely left active
at all times, making the baseline receive cost in terms of energy significantly less. Low-
power MAC protocols, such as FrameComm [39] and B-MAC [40], can also involve higher
transmission cost due to extended preambles or repeated transmission. Therefore, this
thesis uses absolute values for transmission cost.

Most modern transceivers transmit messages in frames. Each frame is made up of a
number of bytes, including the message itself and protocol-specific extensions for function-
ality such as preambles and error handling. The raw byte costs are therefore handled first,
followed by frame-specific costs.

Some MAC protocols use a different duration to transmit; for example, they may transmit
for longer and this is handled below. The values are obviously specific to given transceivers

and will vary with different frequencies and coding schemes.

Type Transmit Receive
mAs mAs

Single-Byte ¢, ér

Frame er er

Table 3.7: Communication performance evaluation output variables. Note the use of capital
letters to indicate that the cost applies to a whole frame, rather than just a byte.

| Purpose Variable Units |
Current drain of transceiver when idle m; mA
Current drain of transceiver when receiving m, mA
Current drain of transceiver when transmitting  m; mA
Modulation duration of one byte dy sec.
Modulation duration of frame overhead d, sec.
Transmit duration d, sec.

Table 3.8: Communication performance evaluation input variables.
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Byte-oriented Cost

The cost for a single byte is useful in the event that a raw, un-framed, communications
protocol is used, or if frames have to be extended or modified, as is the case in RTTMAP
(see Chapter 6).

Assuming the transmitter and receiver are both active simultaneously, and return to idle
when done, the cost to transmit e, or receive e, a single byte is derived from the modulation
duration d, for one byte and required energy drain in the relevant state (m, for transmit and

m, for receive).

[ mtdb (35)

e, = m,dp (3.6)

Frame-oriented Cost

The total cost for a frame has to take into account two parts: the frame overhead and the
payload. The frame overhead duration d, is incurred by headers and preambles. The pay-
load duration is calculated by multiplying the per-byte delay d, by the number of payload
bytes n. The total duration is then multiplied by the energy drain in the relevant state; the
answer provides the energy cost for a full-frame transmission e or reception ez. Note the

use of capital letters to denote frames, rather than bytes.

er = my - (dyn + d,) (3.7)

er =my - (dyn +d,) (3.8)

Duration-oriented Cost

In some MAC protocols, the cost of sending a frame is not related to the length of the frame,
but instead on epoch duration. For example, some duty-cycled MAC protocols transmit for

a fixed-length epoch whilst others transmit numerous attempts until the receiver responds.
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Thus, the calculation is based on a specific duration (usually an average) rather than the

message length. The simplified transmit (e7) and receive (er) costs are therefore as follows.

ér = mtdp (39)

er = myd, (3.10)

3.3.2 WSN Transceiver Performance

The CC2420 and NA5TR1 are two low-power chips targeted at WSNs. They use a tenth
of the current compared to typical low-power IEEE 802.11 ‘Wi-Fi’ chip-sets, such as the
Broadcom BCM4326 [41].

The CC2420 supports IEEE 802.15.4 and is found on the common Telos revision B
nodes. The NA5TR1 is a newer design that supports chirp spread spectrum (CSS) in a
non-standard variant of IEEE 802.15.4a. The NA5TR1 supports combined communication
and ranging; this was important for the DBMA experiments in Chapter 6. Both transceivers
operate in the 2.4GHz band.

The low-power design of these chips has resulted in a peculiarity: transmit drain is usu-
ally lower than receive drain. Protocols that do not idle the transceiver or that are time
synchronised will incur no energy overhead from transmission. However, very few protocols
leave the transceiver in receive mode at all times as this is wasteful.

In order to use the equations in the previous section, is it necessary to obtain values for
m,, my, d, and d,. Table 3.9 shows these values for the CC2420 and NA5TR1.

All current values, shown in Table 3.9, assume a system voltage of 2.3 Volts. The modula-
tion duration for a byte d, is derived from the raw bit-rate of the transceiver using the formula
dy = 8pr3- The values for e; and e, have also been computed in Table 3.10.

The preamble duration is taken to include all modulation incurred at the PHY level, ex-
cluding the frame headers and payload. Transceiver start-up and synchronisation are not
taken into account for reasons of simplicity. In the case of IEEE 802.15.4, a 6 byte PHY
(including a 4 byte preamble, 1 byte sync byte and 1 length field) is followed by up to 39 bytes

in header and footer fields. This translates to an overhead of 45 bytes. The NA5TR1 is not
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IEEE compliant, but the Nanotron CSS proposals include a similar format [42]. Therefore,
this comparison assumes identical byte overhead, although these are modulated at 1000

kbps on the NA5TR1 rather than 250 kbps as on the CC2420.

m; m, My dy d,
mA mA mA Sec. Sec.
CC2420 0.020 18.8 17.4 0.000032 0.001440
NA5STR1 0.002 34 30 0.000008 0.000360

Transceiver

Table 3.9: Transceiver performance values showing current drain when idle (m;), receiving
(m,) and transmitting (m;). The modulation duration for a single byte (d,) and for frame
overhead (d,) are also shown.

er et
mAs mAs

CC2420 0.0006016 0.0005568
NASTR1 0.000272  0.00024

Transceiver

Table 3.10: Transceiver energy performance values for receiving (e,) or transmitting (e;)
individual bytes.

3.4 Summary of Findings

WSN hardware is considerably more efficient than conventional computing hardware due to
the minimalist features offered, such as reduced speed. The performance of a WSN security
scheme can be measured in terms of energy cost; this has to take both computation and
communication into account.

The computational cost of a cryptographic function depends on the algorithms used and
the energy drain of the microcontroller; the length of the message has to be carefully consid-
ered in algorithms that process data in blocks. The computational limitations in WSNs can
cause difficulties, particularly with public key operations that take several seconds to execute
on WSN microcontrollers. If the operating system does not support multi-tasking then nodes
may not be able to meet real-time requirements during that time.

WSN transceivers are low-power, but still need to be powered down as much as possi-
ble to save energy; power-saving MAC protocols have been developed to do this, but they

can increase the cost of transmission. The communication cost, at the link-layer, therefore
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depends on the MAC protocol employed as well as the length of messages (or epochs), and

the energy drain of the transceiver'?.

3.5 Conclusion

This chapter has evaluated the performance of typical WSN nodes in terms of communica-

tion and cryptography to assist with the evaluation of the main contributions of this thesis.

2The cost from the microcontroller is also a consideration, but for simplicity has been omitted as it drains
less current than the transceiver



Chapter 4

Background

Research and development in the area of wireless sensor networks has been gather-
ing pace over the past decade. Several journals and large conferences now publish
annually, and whilst industry is yet to mass-produce a generic WSN product, some
elements of the research are being drawn into bespoke and application-specific prod-
ucts. As these industrial systems emerge, the security requirements are becoming
more important and better understood. This chapter provides an overview of wire-
less sensor networking, with a strong focus on the security mechanisms currently

available or proposed.

4.1 Applications for Wireless Sensor Networks

Wireless sensor networks (WSNs) provide significantly greater flexibility and cost savings
compared to cable-based solutions. This makes WSNs quite desirable in some applications
whilst also enabling the conception of a new generation of applications.

Traditionally WSNs used conventional computing devices, more closely resembling lap-
tops or PDAs, networked with existing technologies such as wireless modems, IEEE 802.11
(‘Wi-F7’) or cellular telecommunication systems like GSM. Although this is workable in some
scenarios, such as in short-term scientific deployments, it exposed a number of shortcom-
ings. These networks are expensive to build and require frequent battery changes; the scal-
ability is therefore minimal and the range of potential applications limited. Modern WSNs

tackle this problem using a low-cost and low-power platform to facilitate the benefits without

40
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those drawbacks.
WSN applications vary in ways such as size, density, data patterns and node relation-
ship; the security requirements also differ considerably. The following are some common

examples.

Environmental Monitoring Simple deployments gather basic data such as temperature or
light and forward it to a base station. The benefit of wireless, self-powered, systems in
large or sparse deployments is obvious. In the case of outdoor fieldwork, only a handful
of nodes may be needed [43]. Such networks can be bespoke and use expensive
batteries as there is no real economic benefit in using optimised architectures. Indeed,
more practical issues, such as livestock eating the antennae outweigh the need for
extreme power efficiency. Militaries and industry have shown a desire for larger scale

networks, using thousands of nodes, but such systems have yet to materialise.

Medical Body Area Networks MBANSs already exist in two converging forms. One is a
wireless extension to existing equipment such as pacemakers [44]. Another is the
use of body sensors in a home or hospital to provide alarms in an emergency. These
networks are small, but have a greater chance of widespread take-up and thus cost-
reduction and standardisation. The motivation for energy efficiency is based on the
need for small batteries and difficulties in changing them, especially if embedded in

the body.

Industrial Monitoring and Control Industrial systems exploit WSNs to reduce cabling ex-
pense and improve communication resilience. These networks involve real time re-
quirements and harsher operating environments. Existing standards have been retrofitted
with WSN technology; for example, HART has been extended to WirelessHART [45].
Research is particularly focused on integration with existing technology, such as in
CONET [46], and deterministic performance, such as Ginseng [47]. Organisations are
investigating standards and component reuse, such as at Thales [48] and BT [49].
There are a wide variety of potential topologies, from a mesh network in a factory to a
chain topology monitoring a pipeline or railway. The term supervisory control and data

acquisition (SCADA) is often used to refer to this overall area.
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Wireless Security Systems Wireless security systems have grown from domestic wireless
security products to those covering entire facilities. The benefits of rapid deployment,
ease of camouflage, integration with existing WSN systems and the potential for con-
tinued operation whilst under attack, for example by using mesh networking, make the

approach valuable. This area was discussed in detail in Chapter 2.

WSNs can also be found in a growing number of other areas, and some of these are
beginning to become considerable research areas in their own right. Vehicular networks
(VANETS) link road vehicles together to exchange traffic flow and safety data. Hybrid RFID
systems, such as in stock control, are emerging that combine elements of WSN technology
with passive RFID tags [50].

The security threats are very much application specific. There is almost no need for se-
curity in the environmental case since there is less motivation to attack the system; failure of
the system is only likely to affect scientific experimentation rather than causing catastrophic
failure of an industrial process. The need for security in medical networks (MBANS) is par-
ticularly important in the presence of confidential patient data and controllable actuators like
pace makers [44].

In high security applications, the risk moves towards severe repercussions including fi-
nancial loss, environment damage or loss of life. The Deepwater Horizon explosion in the
Gulf of Mexico [51] illustrated the potential of an industrial incident; it led to the direct death
of eleven people, cost billions of dollars, polluted a huge area of ocean and put at risk the
livelihood of many residents. This thesis classes wireless security systems in the same
domain since the system may protect such an installation.

The necessary minimalist approach to WSN design hinders the implementation of secu-
rity mechanisms. Not only do the security mechanisms need to meet the requirements of the
application, but they also need to work on the constrained platform typical in WSNs, protect
from attacks against that platform and not use excessive resources. For more details about

the threats and security requirements for the wireless security system, see Chapter 2.
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4.2 Overview of Security Mechanisms in WSNs

Security in WSNs is very different from security in a conventional network. The exposed
nature of the nodes, the larger size of the network, the need for extreme efficiency and the
highly constrained architecture all combine to create a new security research area.

Existing security protocols for conventional networks cannot necessarily be directly ap-
plied since they were not designed for such scenarios. For example, security in an Ethernet-
based network is commonly provided using IPsec or transport layer security (TLS), as well as
physical security. These protocols were designed for large transfers, exploiting much larger
packets compared to those in a WSN. The communication properties are also different. In
a WSN, data flows predominately towards a central point using multi-hop mesh networking;
in an Ethernet the topology tends to be based on dedicated backbone hardware in a star
configuration. WSNs cannot be easily physically isolated either, due to the use of wireless
communication; a potential mechanism to handle this is later expanded upon in Chapter 6.
As WSNs tend to be application specific, a large number of security protocols have been
proposed as designers tailor and optimise schemes for particular scenarios.

This section provides an overview of the current security mechanisms and protocols
implemented in WSNs. The cryptographic building blocks that are commonly used for WSN
security are first introduced, beginning with public key and then symmetric cryptographic
mechanisms. Common applications of these cryptographic mechanisms are then explored
in terms of authentication. This section motivates the need for new key management and
physical layer security schemes, but it does not cover them directly. Detailed discussion of
such matters follows in subsequent sections. The potential attack vectors against a physical

intrusion detection system, that were covered in Chapter 2, are used as part of this review.

4.2.1 Public Key Cryptography

The main cryptographic requirement in a physical intrusion detection system is authentica-
tion. Authentication mechanisms are needed to allow the control unit to verify that received
messages were generated only by genuine nodes and not altered whilst in transit.

From a cryptographic viewpoint, one of the most ideal methods would be to use public key
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cryptography. Public key cryptography, and in particular the RSA [52] method, allows one
node to send messages signed with a digital signature, using a private key. All other nodes
can openly share the corresponding public key and use it to authenticate the messages.
The combination of both keys is known as a key-pair. Since only the sender has the private
key, no other node is able to imitate the sender. This concept eliminates overheads, such as
encryption, in key distribution as the public key need not be confidential.

In the envisaged physical intrusion detection scenario, each node could be deployed with
an individual private key and the public keys could be openly distributed. In the event that
the private key is replaced, the public key could be sent to the sink without the need for
confidentiality.'®

The main problem with this approach is computational complexity. Classical RSA uses
a process known as modular exponentiation, which involves the repeated multiplication of
numbers. As both the multiplicands and exponents are very large, usually over 2000 bits,
conventional functions and microcontroller instructions cannot handle them; this results in
complexity and a long duration, over a minute, of computation on WSN class devices. Un-
surprisingly, there is an appetite to avoid the use of such cryptography [53].

A newer approach based on elliptic curve cryptography (ECC) was proposed by Miller
[54] and then Koblitz [55]. This method allows for equivalent security to RSA, but with smaller
key sizes, reduced computational overhead and better scalability when security levels rise.
Expensive modular exponentiation found in classical RSA is replaced with scalar point mul-
tiplication (SPM).

SPM still takes many seconds to compute, even with the multitude of algorithmic optimi-
sations available [56, 57, 58]. WSN implementations of SPM now exist, such as in EccM
[59] that completes in about a minute or NanoECC [37] that is optimised to complete in a
few seconds. An HTTPS stack [60] that provides a secure web server even exists.

There are some optimisations to public key operations that may reduce their security
strength. One such example is the use of small exponents, such as in TinyPK [61], where
the performance increase is caused by the need for fewer multiplications but reduces the
security level [62].

More appropriate optimisations include transferring the computational load away from

3Properly exchanging new keys is a little more complex than this, but this serves for illustration.
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constrained nodes. For example, some protocols perform only the cheaper public key, com-
pared to private key, operations on the nodes [61] to reduce the computational load; how-
ever, this is not possible in all protocols. Another approach is to pre-compute some values
in advance, which is the case in some ECC approaches like NanoECC [37].

Even the optimised public key implementations represent an overhead in terms of energy
drain. The processing delay also represents a challenge in task-based operating systems
that do not implement a process scheduler. The system may have to block whilst the cal-
culation is completed, causing disruption to real-time performance and network operation
unless handled, for example, by task pre-emption [34].

Hardware implementation is an alternative approach to solving the computational load
problems. Some proposals, such as SecFleck [62], now involve the use of trusted platform
modules (TPMs). TPMs have at least one pre-installed private key, typically of 4096 bits or
more, and highly efficient hardware functions for cryptography using that key. TPMs can be
more secure as the private keys are not accessible over the communications bus. Security
guestions remain; the private key may be permanent and set by a potentially untrusted third
party. Many computer systems now ship with a TPM, for example to support whole-drive
encryption, and this gain in popularity has reduced the cost of the component. However,
even this reduced cost may remain undesirable in the minimalist WSN design philosophy.

There is also another aspect about public key cryptography: attackers can inject random
messages, forcing nodes to run public key algorithms in order to reject them. This represents
a serious resource-drain attack on constrained platforms. If the microcontroller is normally
sleeping, and only wakes for a few milliseconds a minute, an attacker can accelerate energy
depletion by forcing the microcontroller to stay active for many seconds and aggravate real-

time performance by tying up microcontroller resources.

4.2.2 Symmetric Cryptography

Symmetric cryptography provides encryption or authentication based on symmetric block
ciphers and hash functions. Symmetric cryptography takes its name as both end points use
the same key. Symmetric operations complete in milliseconds, on WSN class microcon-

trollers, rather than the seconds or minutes found in public key cryptography. This is mainly
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as a result of symmetric functions being based on logical operations rather than compu-
tationally expensive mathematical functions. This helps to solve many of the processing-
related issues inherent in public key cryptography. Further optimisations exist, with one
example using the cryptographic functions in the CC2420 transceiver [63]. Clearly the use
of symmetric cryptography is more desirable.

Symmetric block ciphers take a block (of bytes) with a key and then generate an en-
crypted result as an output block. Decryption is the reverse operation. The most popular
block cipher is the Rijndael cipher [64], selected by NIST to become the AES standard. AES
succeeded the DES standard, which had become outdated due to its small key length and
advancing attacks. Other block ciphers exist, such as RC5 and Skipjack that are used in
WSNs as part of TinySec [65].

Block ciphers are used in a block mode to achieve secure encryption or authentica-
tion. Block modes divide the data into blocks, sequence the operations of the cipher and
control the data passed back and forth. The later is crucial as it alters the behaviour of
individual block operations, preventing the construction of dictionaries of plain text blocks
and corresponding cipher text blocks that may assist in cryptanalysis. The specifics of such
cryptanalysis are beyond the scope of this thesis.

As the focus of this work is on authentication, the block modes that are most interesting
are those that generate message authentication codes (MACs). These are roughly equiva-
lent to signatures in RSA. A MAC is a secure digest appended to a message that can only
be computed by holders of the symmetric key. Any change in the protected element of the
message results in a different MAC result. If an attacker tries to alter, or inject, a message,
he cannot generate a valid MAC without the key and is left to try to guess a valid MAC,;
the probability of successful attack is very low. Two parties that wish to communicate can
therefore use these MACs to assure that no other party has forged or tampered with their
messages.

There are many block modes that generate a MAC. One is the cipher block chaining
(CBC-MAC) mode used in TinySec [65], with RC5 or Skipjack ciphers, and in IEEE 802.15.4
[22] with the AES cipher. CBC-MAC is only safe if the message length is constant [65], else

attackers can add additional content to the message without the key. Alternative modes have
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to be considered for variable length messages.

Hash-based MAC (HMAC) functions are also symmetric, but are based solely on hash
functions. The key is combined with the message rather than being supplied as a separate
input. The hash function produces a short version of the message that forms the MAC; this
is regarded as secure if it is difficult to compute collisions'.

A popular example is the mandatory HMAC-SHA1-96 standard [66] used in IPsec. This
uses the SHA1 hash function in the HMAC mode. The output is truncated to 96 bits.

Although there is a significant performance gain when compared to public key cryp-
tography, the critical difference is that both parties must use the same key. Secure key
management is therefore critical because confidentiality is mandatory. A full review of key

management is handled in Section 4.3.

4.2.3 Cryptographic Authentication

The most common, and often only, authentication implemented in a multi-hop WSN is at the
link layer. MACs are generated when a node sends a message; the MAC is subsequently
checked by the next node in the path, before being processed or forwarded with a new
MAC. This process is repeated for each hop. The network software has to provide matching
keys at each end of individual links. Transceiver chips supporting IEEE 802.15.4 provide
AES-CBC-MAC in hardware. Alternatively, software-based link-layer security is provided in
schemes such as TinySec.

This approach is useful when intermediate nodes need to aggregate data; however, it
cannot provide true end-to-end security in a multi-hop network. If a single key is compro-
mised, messages can be injected using that key and they are subsequently provided with
new MACs by genuine nodes and then forwarded to the destination without requiring the
attacker to know the other link keys.

Ideally, compromised nodes should lose their ability to generate or alter authentic mes-
sages, but should still be able to assist in network communication by forwarding messages.
This aim is not possible using the outlined approach; if a node is found to be compromised,

any revocation of its keys results in its disconnection from the multi-hop network topology.

4 Collisions occur when multiple inputs are found that generate the same output. This is slightly different to
one-way security, where a hash input should be difficult to determine from the output.
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Any nodes that rely on it to forward messages are also disconnected unless they have alter-
native routes and can be instructed to use them. End-to-end security, by contrast, assigns
keys to end-points, allowing messages to be rejected by such end-points if intermediate
nodes modify or inject them. Thus, message protection bridges multiple hops and the net-
work can remain connected if a node is compromised but continues to forward messages.
This is useful in the physical intrusion detection system; compromised nodes can be left
enabled, and still perform useful forwarding.

There are some IP capable gateways, for example from ArchRock [67], that allow com-
munication between sensor nodes and conventional IP hosts. Although these are marketed
as providing end-to-end |IPsec security, they currently only apply this between the gateway
and the IP hosts. Within the network, the security still relies on link-layer security.

Technically, all /Pv6 implementations were mandated to support IPsec (see RFC4294
[68]). IPsec is an example of a protocol that can use the outlined symmetric ciphers, like
AES, within its sub-protocols known as Encapsulating Security Payload and Authentication
Header. 6LoWPAN is a compressed version of IPv6 for sensor networks. However, the
6LoWPAN standard does not currently support IPsec, even though it claims to be fully IPv6
compliant. Recently, a compressed version of IPsec has been added to the Contiki imple-
mentation of 6LoWPAN [10].

WirelessHART [45] crucially adds end-to-end encryption and authentication using ses-
sion keys that are provided to authorised nodes by a security manager host when they join
the network. WirelessHART assumes that all nodes in the network maintain security and the
emphasis is on authenticating joining devices [69].

It is important to consider that point-to-point authentication is not the only authentication
relationship present in a WSN. Broadcasting, or more generally point-to-multi-point, com-
munication is common in the WSN domain to support the distribution of code updates, com-
mands and search queries. Broadcast authentication has become a major research area;
the limited resources of nodes, such as energy and caches, are vulnerable to resource-
drain attacks. Broadcast authentication is a non-trivial problem, which is described in the
remainder of this section.

Broadcast authentication might be seen as an obvious candidate for public key cryptog-
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raphy. The sink could sign messages with a private key and nodes could verify signatures
with the public key. Although this works, it has the drawbacks outlined earlier: it is computa-
tionally expensive and vulnerable to resource-drain attacks.

Broadcast authentication cannot be solved using normal symmetric authentication. All
nodes would need to hold the same key, thus they could imitate each other. Link-layer
security cannot solve this problem either; it does not provide end-to-end security, so any
node in the system could inject broadcasts.

uTESLA was proposed [70] to solve this using delayed key disclosure from a key chain.
Before deployment, a key chain is generated on the sink. The chain contains a list of keys
obtained from a one-way hash function, seeded with a random key. The last key is then
pre-loaded on all nodes and the keys are used, in reverse order, to sign broadcasts. The key
for a broadcast is released once all nodes have the message, thus an attacker cannot use
the key. The released key is authenticated by applying a hash function to reveal the former
key. Nodes can thus authenticate both the key and message. The one-way chain forces an
attacker to perform an infeasible brute force attack to find valid keys. ©TESLA requires that
nodes cache messages until keys are released as the messages cannot be authenticated
until the keys are available for local use. Attackers can thus flood the caches with false
messages, creating a new resource-drain attack.

A few protocols, especially for code updates, use hash chains (similar in concept to a
key chain) in combination with public key cryptography to avoid these problems. A common
approach [71, 72] is to sign the first part of a broadcast. Each part contains a hash of the
next part, allowing subsequent parts to be authenticated using hash functions instead of
public key cryptography. The resource-drain problem is reduced since public key functions
can be disabled until the end of the update. The entire message must be known in advance;
so whilst the sink could generate a large number of updates in advance, any significant
increase in delay between each message (hours rather than seconds) increases the chance
of an attacker calculating a collision by brute force.

As resource-drain attacks are a difficult problem to solve completely, resource protection
proposals exist that mitigate the problem. Some are integrated into broadcast protocols,

others protect lower layers. The intention in both cases is to reject a large portion of malicious
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messages before they reach the vulnerable broadcast authentication protocol.

AQF-PASS [73] uses multiple 7-bit MACs in broadcasts. Symmetric keys are randomly
distributed through the network and nodes deterministically map their keys to each bit. Al-
though attackers have a 50% chance of correctly guessing bits, the scheme significantly
limits the spread of false broadcasts. The key mapping changes with each message, thus
attackers cannot predict how far a message will propagate before it is dropped. AQF-PASS
provides good protection for nodes far from the sink, but not those that are closer.

Message specific puzzles [74] introduce a processing requirement at the broadcast sender
called a puzzle. The puzzle is formed of a message and a key from a one-way chain. The
solution requires time to complete, but once a solution is provided it can be easily verified.
Since the solution requires knowledge of the next key in the chain, an attacker cannot imme-
diately begin solving the puzzle. Thus an attacker has less opportunity to inject messages

since it takes too long to complete the puzzle before the next solution has been used.

4.2.4 Physical Layer Security

In an effort to avoid attacks on communication protocols, security schemes in WSNs are
increasingly being applied at the physical layer. Attackers often exploit the physical layer to
their own advantage, but honest parties rarely do the same [75].

Physical properties can be used to provide authentication and other security services.
These properties can be used to generate keys, for example from RF frequency selectivity
[76] or sound side channels [77]. Of particular interest are those that use the physical
properties to provide authentication directly.

Jamming, which can be carried out just by scanning for signals and then jamming the
appropriate frequencies [78], can be applied in a more intelligent way to achieve distributed
authentication. Jamming for Good [75] does this in a WSN by observing channel charac-
teristics, specifically received signal strength, and disrupts the Start Frame Delimiters sent
from malicious nodes. This prevents the reception of malicious messages.

Location limitation can be used to deliberately confine communication signals to physical
areas in order to avoid eavesdropping and injection. Physical contact can be included in

protocols to deliver this security property [79]. LED light is used in KeyLED [80] to convey
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keying material. Sound can also be used, even using friendlier sounds such as tweets [81]
if necessary.

Authentication can also be applied based on distance. Research in the smart card do-
main has evaluated distance bounding, based on RF distance measurement, to prevent
communication by distant adversaries [82, 83].

As this domain is highly complex, it is covered in more detail in Section 4.4. The most
important observation is that authentication at such a low layer can mitigate, or even elimi-
nate, many of the attacks in the higher layers. Attackers are either prevented from obtaining

vital data to use for attacks or it is made physically impossible to carry out an attack.

4.2.5 Other Security Areas

There are, of course, many other areas in WSN security that cannot be covered in great
detail.

Although not used in the envisaged high security scenarios, aggregation is used in other
WSN scenarios to reduce communication overhead. In these schemes there may be a
requirement to ensure that data cannot be viewed or manipulated by intermediate nodes.
Secure aggregation can be used to avoid these issues. Homomorphic encryption schemes
[84], for example, allow algebraic operations to be applied to ciphertext.

Given the reliance of some protocols on a global clock, time synchronisation has to be
applied in WSNs to address the problems of clock drift and inactive clocks. Secure time
synchronisation allows the time to be set with protection from the possibility of an attacker
manipulating the timing values. Ganeriwal et al. [85] carry out a security analysis of existing
protocols and provide a selection of potential alternatives.

Routing protocols are an essential part of WSNs. Attackers can exploit routing protocols
to either intercept or modify messages. Secure Routing can address this problem by routing
messages in an externally non-deterministic manner. INSENS [86] sends redundant copies
of messages via different routes; forcing an attacker to compromise more nodes in order to

successfully alter a message, but there is an overhead as more than one copy must be sent.



CHAPTER 4. BACKGROUND 52

4.2.6 Summary of Findings

The main objective in the envisaged scenario from Chapter 1 is to provide a WSN authenti-
cation system that provides modern security strength, protects resources and offers graceful
degradation when under attack.

Public key systems would offer the most convenient solution as they eliminate privacy
problems. Unfortunately, even with elliptic curve optimisations, the overhead is too great
and represents a resource-drain vulnerability.

Symmetric cryptography is well developed on WSN devices and offers a significant per-
formance benefit over public key schemes. However, the need for all end-points to share the
same key means that key establishment must be secure. Symmetric cryptography cannot
be used directly for broadcast due to the same limitation. Key management is therefore an
issue that requires investigation.

All WSN broadcast authentication schemes are vulnerable to some form of resource-
drain attack. Schemes exist to mitigate this problem, but do not offer a complete solution.

Physical layer security can be used to provide authentication at the lowest layer of the
network stack to reject messages before the vulnerable protocols are given the message.
This thesis later proposes Distance-Based Message Authentication so that the distance be-
tween sender and receiver can be used to reject messages based on a simple threshold
method.

The following sections in this chapter therefore focus on key management schemes in

WSNs and physical layer security.

4.3 Key Management

Thus far, two requirements for the high security WSN scenario have been identified. Firstly,
Chapter 1 identified the need for end-to-end security. Second, the previous sections have
identified that symmetrically keyed cryptographic mechanisms are more desirable than the
less-efficient public key mechanisms.

In high security scenarios, keys will have to be changed regularly for a variety of reasons,

such as to avoid cryptanalysis or to enable mechanisms such as finite anti-replay counters.
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Key management is thus a major concern, particularly since existing schemes tend to be
optimised for link-layer keys and not end-to-end keys.

There are many key management schemes. Most are specific to particular WSN deploy-
ment scenarios, exploiting particular security relationships, network topologies and applica-
tion characteristics. Re-usability is thus hard in different scenarios as the different properties
may break these optimisations.

This section specifically reviews the existing WSN key management schemes proposed
or implemented. There are two types of key management. One is key distribution (or key
transfer), which focuses on transporting keys between different parties, and the other is key
agreement, which focuses on computation of keys between parties without transporting the
keys themselves. The section evaluates these schemes for their suitability for end-to-end key
establishment, particularly between each node and the sink. The section ends by motivating

the need for a simple, low-overhead, key management protocol.

4.3.1 Key Management Properties

The goal of symmetric key management is to ensure that all authorised end-points can
obtain the key whilst all other parties cannot. Since the network is multi-hop, all intermediate
nodes on a communication pathway can potentially eavesdrop on messages. Worse, since
the medium is wireless, all adversaries in range can also eavesdrop.

There are some other important properties that are sought; these aim for modern-grade
security strength and to protect the resources of the constrained nodes. These properties

will be used to compare schemes:

Authentication ensures key material is from the intended party. This can be important for
two reasons. First, it assures that messages encrypted with the key material cannot
be decrypted by an adversary. Second, it assures that messages authenticated with

the key material can be accepted by the intended target.

Forward Security ensures that compromise of a current or past key does not compromise
future keys. Backward Security ensures that compromise of a current or future key

does not compromise past keys.



CHAPTER 4. BACKGROUND 54

Communication Efficiency aims to reduce the number of messages required for key man-

agement.

Computational Efficiency aims to reduce the computational overhead required to manage

keys.

Resource-drain Resistance is necessary to ensure that an adversary cannot easily abuse

the key management schemes to drain resources such as energy.

4.3.2 Key Transfer

Key transfer protocols involve the generation of symmetric keys by one party that are then
securely transferred to the necessary end-points. Such a protocol can be initiated by one of
the parties, but is often undertaken by a trusted authority. The actual transfer can be offline
or online.

Key pre-distribution is the simplest approach. Keys are installed on nodes before deploy-
ment, often as part of the programming toolchain. This process is the most secure since
attackers are unlikely to be able to compromise the programming environment.

In order to assign unique keys to each link, prior knowledge of the deployment is needed
if the keys are to be used on the link-layer. This problem does not apply to end-to-end keys
if there is a common end-point (the sink), but the number of keys required on each node
will obviously grow and become infeasible if end-to-end security is required with multiple
end-points.

To address these problems, some protocols accept that a smaller number of keys will
need to be used and shared by multiple links. This removes the requirement for pre-
deployment knowledge and reduces the memory requirements in the network. Probabilistic
key sharing [87] works from a pool of keys generated by the authority. A random subset
of these keys is installed on each node and nodes can negotiate with their communication
partners to identify common keys.

The security level of this approach depends on the number of keys generated and the
size of the subset on each node. The main problem with this approach occurs when nodes

are compromised. A compromised node reveals the keys not only for its own links, but
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also those of many other nodes in the network. A careful balance is thus needed between
assuring that a sufficient number of common keys remain available in the event that keys
need to be revoked against the impact on a single node’s keys being stolen. Small subsets
of keys reduce the impact, but this also reduces the chance that common keys are available.

The number of keys on each node can be reduced by using virtual key rings [88]. In this
approach, fewer keys are installed on each node and nodes can indirectly use the keys of
their neighbours as well. This approach provides better resilience against node capture, but
increases communication overhead.

Fully random key distribution can help an attacker carry out wormhole attacks [89] since
the keys might be found anywhere in the network. An existing message could therefore be
deliberately sent over a faster link (a wormhole) for replay deeper in the network to disrupt
protocols. To avoid this, keys can be assigned with geographic knowledge so that keys are
distributed in a more localised fashion.

Robots can be used with global positioning systems [89] to transfer keys in a phase
between deployment and activation. Nodes that are not in direct communication range are
not provided with identical keys and thus an attacker cannot use captured keys anywhere
else in the network. Unfortunately this scheme requires that the deployment zone is free of
eavesdroppers during key transfer, which is unrealistic or at least inflexible.

Without some knowledge of the deployment geography, keys can instead be installed us-
ing clustered key management. This allocates keys based on network topology to maintain
localism. Some protocols use a cluster structure [90] where inter-cluster messages must
pass through supernodes. This obviously increases communication overhead in some sit-
uations (where nearby nodes are in different clusters) and introduces a point of failure, but
the compromise of a node will only affect one cluster.

With the exception of the scheme using a robot for key distribution, all of the above
probabilistic schemes are unsuitable for end-to-end security. In end-to-end security, it is
important to assure that each node has a unique key. Clearly any scheme that reduces the
number of keys and enforces sharing will not achieve this goal. Few options are left.

Another clear problem with all these protocols is that there is no specified mechanism

to replace the keys. Thus they are not a solution in scenarios where the keys must be
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replaced; for example, due to expiring counter values in anti-replay mechanisms. Other
transfer solutions, operating over the network itself, must therefore be considered.

The approach of WirelessHART [45] is to deliver keys to authorised nodes from a cen-
tralised security manager [69]. This approach makes strong assumptions about the security
of the whole network and obviously incurs communication overhead.

A key can be directly sent over the network in parts (using the XOR operation, for ex-
ample) so that an attacker is forced to compromise multiple pathways in order to access
keys [91]. This is referred to as disjoint pathway key transfer, although is sometimes gener-
alised to multipath communication. This requires high communication overhead to achieve
good security and does not provide for the scenario where an attacker has the resources to
eavesdrop on the whole network.

Transferring keys over a non-radio link is another option to avoid eavesdropping. The
Interactive Guy Fawkes protocol [79] uses a location limited side channel to bootstrap key
material. Location limited side channels can be programming cables, light communication
or even ultrasonic (sound). The main property is that it is impossible or very hard for an
attacker to eavesdrop or inject messages sent over the link.

The applicability of these schemes depends on the application. Sound can be used in a
human body network to provide authentication or key exchange [92, 44]. KeyLED [80] uses
the LEDs and light sensors on nodes to transfer keys. These schemes are slightly over-
idealistic since such a location-limited channel must exist on an end-to-end basis. Given
the necessary range, or potential involvement of intermediary nodes, it is likely that these
schemes have a similar security limitation to RF communication. Light and ultrasonic may
not propagate as well as radio waves but the environment must still be sealed to achieve
location limitation. It could be argued that if such a channel existed, then it could be used for
communication.'®

The recursive key establishment protocol (RKEP) [91] addresses this problem by en-
crypting the radio links on an end-to-end basis via intermediate nodes. The pathways are
thus protected from eavesdropping and an attacker is forced to identify the intermediaries
and focus his attacks to obtain keys. RKEP assumes an underlying key agreement model.

There are some efficiency issues in the RKEP approach, as links have to be established

5Qbviously this would depend on the speed.
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with the intermediate nodes first. Different methods improve performance [93], such as
providing for shorter path lengths or less communication overhead.

Clearly key transfer requires an existing mechanism for confidentiality. Key agreement
protocols, where the key can be recalculated using pre-distributed or exchanged material

are thus an attractive option.

4.3.3 Key Agreement

Key agreement schemes allow two, or more, end-points to agree a key in privacy. Rather
than transferring a generated key in a secure way, these protocols instead use key material
to calculate a key. This material might be pre-distributed or can be transferred directly if
there is a privacy mechanism built in or no privacy requirement.

Protocols exist that allow keys to be generated from pre-distributed key material. Since
the key material has to be used to compute the keys, such schemes are a form of key agree-
ment rather than key transfer. These schemes resist compromise by tolerating a certain
percentage of nodes being compromised.

In the t-degree trivariate polynomial key system [94], a global polynomial is created and
is used to create shares that are distributed. Nodes can use these shares to calculate a
shared key. An attacker cannot feasibly determine the global polynomial unless a certain
number of nodes have been compromised. Re-keying is not possible unless multiple shares
are distributed (weakening the scheme) or new shares are securely distributed. Similar
schemes[95] exist with similar properties.

In an important twist to key management, public key cryptography can be used for two
end-points to agree a secret in privacy. The secret can then be used as a key for symmetric
ciphers, an approach used on the Internet within the transport layer security (TLS) protocol
[96].

The classical Diffie-Hellman [97] protocol can be used to calculate keys by generating
private keys on each end-point, exchanging the public keys and then computing a shared
secret. An elliptic curve variant (ECDH) is also available [54], which makes modern-strength
implementation on WSN nodes feasible. Diffie-Hellman is described in more detail in Chap-

ter 5. Diffie-Hellman achieves privacy but it lacks authentication.
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The lack of authentication means a malicious third party can generate false public keys
and negotiate keys as a middleman (man-in-middle attack). This allows him to generate
and alter messages, which is against the primary objective of the work. Another problem
is that nodes have to exchange public keys with the sink when keys are refreshed, creating
undesirable communication overhead.

Group key establishment, which is an extension of Diffie-Hellman, can be used for a
larger number of nodes to agree a common secret [98]. It is less useful in an end-to-end
scenario, but offers an option for cluster-based communication.

Aside from computation-based schemes, physical protocols can be used to implement
physical key agreement.

RF characteristic extraction can allow two nodes to agree a key. One scheme [76] is
designed so that the two end-points can obtain the same radio characteristics whilst an
eavesdropper is unable to obtain any useful data. Unfortunately this scheme cannot extend
to end-to-end security unless both end-points are able to communicate temporarily in a
single-hop.

A similar scheme that uses accelerometers is available that involves a user shaking
nodes [77]. The scheme requires some tolerance to sensor data difference. Unfortunately it
requires that a user actively shakes the nodes, or some environmental stimulus is available
that only shakes those two nodes privately. This approach is useful for group re-keying in
a confined area, like a body network, but it is unrealistic to assume that an environmental
stimulus is available in a building that is solely observable by the sink and individual end-
points. Some location-limited mechanism, such as a cable, would be needed that defeats

the purpose of a WSN.

4.3.4 Comparison

In Table 4.1 a comparison of the schemes from the previous two sections is presented. The

comparison is undertaken on the basis of suitability for end-to-end key management, so the

findings may not match those claimed elsewhere in terms of link-layer management.
Re-keyability is a core requirement in high security scenarios. Use of a key for too long

can result in cryptanalysis risk. In other cases, the use of finite resources such as counter
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values requires key replacement eventually. Thus, observe that almost half of the protocols
are unsuitable since they rely on offline installation of material, which is difficult to repeat after
deployment. In the case of the robot key deployment strategy, this is theoretically possible
but would only be secure if the link between the robot and each node was itself secured.

Keys need to be exclusively held by each node as they are symmetric. Of the schemes
that offer re-keying, it is possible to eliminate some schemes. Group key establishment is
intended for use to agree a key amongst more than two end-points, so it unsuitable for the
outlined need for a different key on each end-point. The common stimulus approaches can-
not be relied upon as an attacker may have access to the shared stimulus. For a similar
reason, KeyLED and sound re-keying are also partially unsuitable as it is hard to enforce
this limitation, due to the need for soundproof rooms or the removal of windows for exam-
ple. Recursive key establishment and disjoint pathways can be partially eliminated as the
‘trusted’ intermediaries have some knowledge of key material.

Authentication is highly desirable as it ensures that key management messages have
originated from a trusted source. The only available option is Interactive Guy Fawkes as it
involves interaction with a trusted person, but this requires physical intervention. Authenti-
cation thus remains an open issue.

Forward and backward Security is in all of the protocols, although it obviously does not
apply if re-keying is impossible. In the case of recursive key establishment, the protection is
limited since knowledge of the keys used by intermediaries can allow an attacker to decrypt
keys passed through them.

In terms of communication overhead, this analysis is based on RF communication over-
head; thus schemes that use side channels are considered to be free, although there may
be a cost in terms of energy to use hardware, such as accelerometers or LEDs. The cost
impact, as a result of the key architecture chosen, means that although the communication
needed to use virtual key rings or cluster head (zoned) keying is low, all subsequent mes-
sages using the established security must involve additional communication. These have
therefore been marked as High*, in the table, to avoid misleading claims.

Computation only considers cryptography and routing, not normal computation needed

to merely exchange messages. The worst performers are those using constructs from pub-
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lic key cryptography, as the computational load is higher than schemes using symmetric
cryptographic approaches.

Resource-drain attacks are very important; these consider the impact of an attacker in-
jecting false key management messages. Those that use only negotiation messages and
involve little or no cryptography perform well. Clearly the schemes that are either offline or
use side channels are very good. Those that are very poor use public key cryptography in
response to key management messages, in particular the Diffie-Hellman protocol.

Interactive Guy Fawkes and common accelerometer offer the best overall performance,
but both require physical intervention to work. They are therefore not an option. Since no
other protocol meets all of the requirements, a trade-off will be required. If re-keyability and
exclusivity are considered essential, then only Diffie-Hellman and RF characteristic extrac-
tion are left.

Improving the efficiency of Diffie-Hellman based schemes was thus the first contribution
of this thesis and is covered in Chapter 5.

However, the main weakness remaining is authentication. Diffie-Hellman has high com-
putational overhead and is thus vulnerable to resource-drain attack. One way to avoid these
problems is to implement authentication at the Physical Layer, providing low-level authenti-

cation based on means other than solely cryptography.

4.4 Physical Layer Security

In the previous sections, a real threat of resource-drain attack in cryptographic protocols was
identified that can have implications on the survival and usability of a WSN. The concept of
physical layer security can help to protect these vulnerable higher-layer mechanisms by
eliminating a large percentage of, or even all, malicious messages at the lowest layer in the
network stack.
This section reviews currently proposed and implemented physical layer security schemes.

It then focuses more specifically on secure radio frequency ranging protocols as a basis for
the work of this thesis. The section finishes by motivating the potential for the use of securely

measured distance as a parameter in message authentication.
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4.4.1 Physical Layer Protection

The physical layer can be used for steganography, where messages are hidden such that
unauthorised parties cannot even detect the message let alone access its contents. Some
physical layer modulation standards, such as ultra-wide band (UWB) and chaotic spread
spectrum [99] potentially offer this property. The radio frequency (RF) energy degrades
in such a way that the signal disappears as noise beyond a specific range. Whilst this is
obviously useful to support privacy, it offers very little in an authentication scheme; that is
unless it can assure that messages from unauthorised parties will similarly degrade and be
undeliverable. Such a property is highly unrealistic if the sender has greater control over the
channel than the receiver.

Side channels, as observed in the previous sections, can offer location-limitation. The
property is useful for confidentiality, but can also be applied for authentication since the
restriction is symmetric. The most obvious method would be to use a cable connection,
which if made tamper resistant would offer the required security but would be highly counter-
productive in a wireless sensor network.

The main objective of side channels in this sense, whether they are based on light, sound
or electricity, is to make the channel inaccessible to an attacker. Achieving this on a radio
channel is therefore not trivial. Simply blocking all RF communication, for example with a
Wi-Fi jammer [78], is not an option as it prevents friendly communication. However, the
concept of jamming only malicious transmissions has been achieved. Jamming for Good
[75] allows genuine nodes to disrupt the delivery of malicious messages by interfering with
the Start Frame Delimiters (SFDs).

Another option is to use an evidential communication channel to alert users if messages
are being exchanged. Researchers working on the security of implantable cardiac defibril-
lators used pork meat to prove that audio communication is possible through tissue, whilst
being audible from the outside; this allows the user to be aware of communication that may
be unauthorised [44]. Obviously this is unlikely to be applicable in a WSN as it may be
unattended.

It is also possible to implement cryptography in the physical layer. Cryptographic er-

ror coding combines error coding with cryptographic functions. Messages can be rejected
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as part of the error detection phase [100]. Thus if a message is not authentic, it can be
dropped before any other layer is provided with the message. For encryption purposes, this
has even greater benefit; attackers without the key cannot even read the headers, making

cryptanalysis a lot harder.

4.4.2 Secure Ranging and Localisation

Physical layer security is closely connected to the security areas of secure ranging and
secure localisation. Their objectives are to securely localise a node in either relative or
absolute domains. The securely acquired localisation data can be subsequently used for
security purposes.

Localisation in WSNs is motivated by the low-cost design of the nodes and the typical
lack of global positioning system (GPS) hardware. Localisation is an important mechanism
in some protocols that require geographical knowledge for features such as routing. Local-
isation is thus a large research area in WSNs; it is, however, inappropriate to conduct an
in-depth analysis of the different protocols.

The main observation that can be made is that all the localisation protocols tend to take
the same approach, noted by Srinivasan and Wu [101] as well as Langendoen and Reijers
[102]; first measurements are taken between nodes to obtain distances, then messages are
exchanged to build a network model and finally the process is repeated to improve accuracy.

The need for security in localisation is pretty obvious. If an attacker can modify the
geographic model, then it is probable that he can influence node relationships and routing
mechanisms.

There are generally two research areas that investigate security protection. One area
aims to secure the measurement process itself, with an emphasis on physical boundaries.
The other area seeks to secure the negotiation phase, so that the attacker cannot modify
the exchanged values used in building the model; this area is generally based on message

authentication. This work focuses on the first area.
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4.4.3 Distance Bounding Protocols

The problem with measuring distance between two nodes is that an attacker might be one of
those nodes and does not need to comply with the rules that would be followed by a genuine
node.

Received signal strength indication (RSSI) can be used to determine distance by using a
function that converts the RSSI into a distance measurement. Most research has found that
RSSI is generally an inaccurate means for such ranging [103, 104]. More importantly, it is
immediately possible to eliminate RSSI as a secure ranging method since an attacker can
manipulate output power; this would cause incorrect range measurement on the genuine
node.

Smart card security provides the basis for one method of secure range measurement.
Some smart card systems need to prove that the card is near the card reader. This is
motivated by attacks described by Drimer and Murdoch [82] that show the triviality of carrying
out range extension attacks on schemes like the UK ‘Chip and Pin’ system so that a card
can be used for a remote transaction. Similarly, Fajardo and Dominguez [105] show that
wireless smart cards can be bridged so that a genuine remote card can be linked over a
long distance to a local reader in a form of virtual pick pocketing. One popular proposal
made to address this problem was to use distance bounding.

Distance bounding is based on round-trip-time (RTT) measurement between two parties.
In RTT methods, a probe is sent from one node to another, and then immediately returned.
The time taken for the probe to be returned is a function of the response time and radio
propagation delay. Thus if the response time can be determined, the remaining time can
be used to calculate distance. This process has been implemented in hardware with an
efficiency profile suitable for WSN usage; one such example is the Nanotron NA5TR1 [106].

RTT is usually applied for non-security purposes, such as locating firemen using an ad-
hoc network in a burning building [107]. Modern implementations tend to use either ultra-
wide band or chirp spread spectrum [108].

RTT measurement is not secure since an attacker can disobey the rules and reply before
receiving the probe. Protocols, one of the first being by Brands and Chaum [109], attempt

to resolve this by enforcing a lower bound. The general approach of such protocols involves
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including an unpredictable value called a nonce in the probe, so that the attacker does
not have sufficient data to reply early. With the emergence of low-power software defined
radio, such as SODA [110], it is now possible to implement hardware designs based on
software instructions. The engineering challenge for an attacker is therefore easing. Over
time, the protocols have been strengthened with mechanisms such as rapid bit exchanges
and different modulation to make it very hard for an attacker to breach the security.

This bounded RTT method has been widely used, or extended, in many research papers.
Many of these papers analyse the physical security of the scheme as applied using a variety
of technologies. Examples include work by Flury et al. [111], which identifies attacks against
the IR-UWB method, and work by Rasmussen and Capkun [112], which raises privacy con-
cerns since an eavesdropper may be able to identify the layout of the network by listening to
the ranging messages.

Whilst there are specific modulation and hardware design concerns that these papers
address, there is an important difference between smart card and WSN communication.
Smart cards communicate at a range of centimetres from the reader. By contrast WSN
devices communicate at a range of several, perhaps dozens of, metres with the potential
for obstructions and reflected signals. Existing research is not concerned about multipath
effects and the implications on ranging accuracy; this is despite clear evidence, such as by
Miluzzo et al. [113] and Obayashi and Zander [114], that just the presence of human beings
can radically alter signal propagation. Whilst multipath errors will not cause range reduction
effects, they can cause range-extension effects. These effects can cause implementation
challenges. Since these issues are more important in WSNs, there is a need for further
evaluation.

In Chapter 6 secure RTT is integrated into the physical layer to enable distance to be
measured during message exchange. Messages are then rejected if they are sent from
outside of an acceptable range. This enables deployments in secured building scenarios to
benefit from physical boundaries such as security fencing. Ranging accuracy is specifically

addressed.
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4.4.4 Findings

Upper layer protocols, particularly those based on public key cryptography, are vulnerable
to various attacks. Preventative measures are not fully effective and can themselves be
attacked. Thus protection at the physical layer is worthwhile.

There are a number of protocols that provide physical security by limiting access to the
communications channel, but they require infeasible hardware such as cabling or soundproof
rooms.

One way to achieve the security desired is to limit radio channel access. Intelligent
jamming is one option. Another is to use distance bounding, in conjunction with message
exchange, to provide a protected radio space. This process requires further evaluation as the
ranges involved in WSN communication can involve reflections and thus measured distance

enlargement issues.

4.5 Conclusion

This chapter identifies that many areas of WSN security are well developed, for example
the industrial-strength block ciphers have been implemented and can be used to provide
cryptographic authentication. However, two areas were identified that are less ideal. Firstly,
cryptographic authentication is rarely implemented on an end-to-end basis in WSNs; many
of the available key management schemes are not designed to distribute keys in this pattern.
Second, once the management is in place, some schemes are vulnerable to resource-drain
and key theft; additional protection is thus desirable. These findings resulted in the contribu-
tions of this thesis.

Chapter 5 proposes a key management protocol that uses the Diffie-Hellman key agree-
ment protocol in a specific way. Individual node keys, used for transport layer security be-
tween each node and the sink, are replaced by sending a single broadcast from the sink.
By using Diffie-Hellman, all nodes can arrive at a different shared secret without being able
to obtain those of other nodes. In addition, the keys offer forward and backward security.
The main benefit of this approach is the reduced communication overhead. The chapter

evaluates these issues, finds efficiency benefits but identifies problems if the broadcast is
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forged by an attacker.

Chapter 6 approaches the problem of resource-drain attacks against authentication pro-
tocols, particularly in strengthening broadcast authentication. DBMA uses the RF distance
bounding principle to provide low-level Distance-Based Message Authentication. Attackers
are prevented from injecting messages in scenarios where they cannot physically access the
deployment environment. The chapter deals with the different propagation issues involved
in long range WSN links when compared with the small ranges encountered in the original

smart card scenarios.



Chapter 5

Broadcast Key Establishment

In high security applications, such as the physical intrusion detection system de-
scribed in Chapters 1 and 2, authentication must be carried out on an end-to-end
basis. Chapter 4 found that strong symmetric authentication is feasible in WSNs,
but requires secure key management to ensure symmetrical keys are shared between
each sensor node and the sink. Keys should be refreshed during network operation,
but the cost of doing so should be evaluated. In particular, the energy, computa-
tional and communication overheads are key areas of concern as they affect node
lifetime, responsiveness and link availability. Existing schemes do not provide suf-
ficient performance. This chapter introduces the concept of Broadcast Key Estab-
lishment (BKE) that uses a single sink-initiated broadcast message to set different
keys on all sensor nodes. BKE preserves scarce resources such as bandwidth and
energy, simplifies routing requirements and better fits available network facilities and
protocols. Although different cryptographic mechanisms can be used as part of BKE,
this chapter focuses on one in particular: BKE/D that uses the Diffie-Hellman proto-
col. Others are also introduced and tested using the popular TinyOS platform. The

performance of BKE is evaluated in depth.

5.1 Motivations

The physical intrusion detection system, described in Chapter 2, requires that the sink can

authenticate that sensor reports are generated by a specific, trusted, node and not modified

68
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within transit. The existing approach in WSNs is to use link-layer security, which for reasons
already discussed in Section 2.3 and Section 4.2.3 needs to be replaced with end-to-end
security. End-to-end security requires that cryptographic keys are negotiated between each
node and the sink, which is a different pattern than seen in most existing WSN key distribu-
tion schemes.

Symmetric cryptography has to be used since public key cryptographic algorithms, like
RSA, are too computationally expensive for continual use. Where public key cryptography
supports open distribution of public keys, symmetric cryptography requires that the same key
is present as both ends and therefore requires confidential negotiation. These keys have to
be replaced regularly to avoid compromise through cryptanalysis and to allow use of finite
primitives like counters to prevent replay attacks.

Key distribution has to take WSN requirements into account. A primary concern is en-
ergy efficiency as nodes have a relatively limited energy supply compared to conventional
computing equipment. Communication is an obvious target for saving energy, so as few
messages as possible should be required for key distribution. However, energy consump-
tion is not the sole reason for reducing message numbers. Available network capacity should
be available to transport time critical sensor data and not be (temporarily) consumed by key
distribution messages.

The network structure also needs to be taken into account. Most sensor networks are
optimised for upstream data transport from sensor nodes to the sink. Consequently most
network resources are allocated for this traffic direction to guarantee that messages from
a sensor can travel quickly to the sink. Generating a large number of downstream mes-
sages flowing away from the sink therefore causes problems; for example, less space may
be reserved in caches for downward flow, resulting in potential loss and delay. Thus, it is
often impractical to construct a key distribution protocol that requires bi-directional traffic flow
between the sink and all sensor nodes.

Finally, packet losses occur in wireless networks. Therefore, any key distribution mecha-
nism must be able to efficiently deal with losses and it must be possible to integrate recovery
mechanisms that are not too resource hungry.

Section 4.3 identified that existing key management mechanisms proposed for wireless
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sensor networks do not match the outlined requirements. However, a noteworthy method to
establish keys on each node is to do so before deployment [70]. This key pre-distribution
uses offline side channels and cannot be intercepted or tampered with by an adversary;
unfortunately, it cannot be directly used to refresh keys since the out-of-band channel is lost
after deployment.

In this chapter, the concepts of key pre-distribution and broadcast communication are
combined to create the principle Broadcast Key Establishment (BKE). Public key cryptog-
raphy is used with BKE to implement BKE/D. End-to-end keys can thus be refreshed with
heightened security, feasible computation effort and efficient communication overhead. The
key distribution is simple to execute and fits the communication patterns observed in sensor

networks.

5.2 Principle of Broadcast Key Establishment

To overcome the outlined limitations, this thesis proposes Broadcast Key Establishment
(BKE) as a general principle for use in networks where the security keys on individual nodes
need to be individual, but shared with a common end point (usually the sink). All of the keys
in the network are replaced confidentially when the sink broadcasts a single value. Each
node generates a new key and no other node, except the sink, should be able to obtain it'®.

Several variants of BKE will be discussed in this chapter; they all share the same two
phase principle as shown in Figure 5.1. In the first phase, offline key material pre-distribution
ensures that cryptographic key material is shared individually between each node and the
sink. In the second phase, the sink generates key material and broadcasts it in a single
message. This triggers a function executed by each node to generate a new shared secret.
A similar function is executed by the sink to generate the same shared secrets associated
with each node. The shared secrets are then used to generate key material for the end-to-

end authentication mechanisms, or any other relevant purpose depending on the scenario.

Phase 1 A unique node key k, is generated and stored on each node. A related key j, is

generated and stored on the sink. This occurs before deployment on a secure side

8There is obviously a very small chance that multiple nodes generate the same key, but this is not predictable
by an attacker.
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Figure 5.1: The phases of Broadcast Key Establishment.
channel.

Phase 2a The sink initiates a new round by generating a new secret key b and a related key

a. a is broadcast to all nodes.

Phase 2b Each node executes function f(k,,a) to obtain shared secret s,,. The sink exe-

cutes function e(j,,, b) to obtain an identical shared secret s,,.

Depending on the implementation, some variables may be identical. Keys k,, and j,, may
be identical. Sink keys b and a« may be identical. Finally, the function f could be identical to
function e.

Implementations thus differ depending on the functions and variables chosen. Perfor-
mance depends on the security properties of the protocol, delay of the functions and the
length of the messages used to disseminate a. However, there are some common char-
acteristics; for example, the broadcast method is identical in all cases. These issues are

handled later in the evaluation.

5.2.1 General Benefits

BKE is simpler and requires less network features compared to alternative key distribution
schemes that require unicast communication from the sink to each node. The network need

only provide the capability to distribute a broadcast message from the sink to all sensor
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nodes. It is not necessary to maintain efficient unicast routes from the sink to each node at
the time of key distribution; this allows for a reduction in routing data on each node, eases
management overhead and helps to reduce packet header sizes.

Many sensor networks experience strong fluctuation in link quality, which can present
difficulties in the maintenance of valid optimal routes to all nodes [115]. Since the BKE key
update messages can be distributed by broadcast they can be distributed in a network that
has no fixed routing structure. For example, the BKE key update information can be piggy
backed on a broadcast message used to setup a network structure for the following data
transport from nodes to the sink. Thus nodes have keys ready for immediate use when the
topology has been established.

Some sensor networks are optimised for asymmetric data flow, as most data flows to-
wards the sink. In such networks it is common for very few resources to be provided to sup-
port downstream data flow. Available network capacity is generally defined by the medium
access control (MAC) protocol. For example, DMAC [116] and GinMAC [117] arrange the
network such that messages are transported quickly towards the sink. For messages trav-
elling in the opposite direction a small bandwidth is allocated and these messages incur a
high latency. Difficulties also emerge in areas such as store-and-forward caching. BKE is

better aligned with this asymmetric property of wireless sensor networks.

5.3 Diffie-Hellman Broadcast Key Establishment

This section describes the principle variant of BKE called Diffie-Hellman Broadcast Key Es-
tablishment (BKE/D)'’. First, the well-known Diffie-Hellman (DH) method based on ellip-
tic curve cryptography is briefly summarised to define the syntax of DH parameters in the
context of this chapter. Second, the BKE/D mechanism as a modification of the standard
Diffie-Hellman key establishment is outlined. Finally, the security of the BKE/D mechanism

is discussed.
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Figure 5.2: Elliptic Curve Diffie-Hellman.
5.3.1 Elliptic Curve Diffie-Hellman

Diffie-Hellman (DH) [97] is a public key cryptography construct that establishes a secret &
between parties A and B in secrecy over an open channel. This secret £ may then be
converted into cryptographic keying material for use with symmetric ciphers.

Figure 5.2 shows a variation of Diffie-Hellman based on elliptic curve cryptography [54,
55]. This is known as ECDH and provides similar security to normal Diffie-Hellman with
significantly shorter keys. ECDH is important in WSNs as its computational overhead is less
than that of conventional DH.

This version is discussed since the variables and operations are slightly different. ECDH

operates as follows.

—

. A and B agree ECDH parameters with curve base G.
2. A generates private number a and public point P = Ga.
3. B generates private number b and public point Q = Gb.
4. P and @ are exchanged over an insecure channel.

5. A generates a secret k, = Qa.

6. B generates a secret k;, = Pb.

7. The shared secretis: k = k, = k;, = aQQ = bP = aGb.

7BKE/D was formerly referred to as DHB-KEY in previous publications and was renamed to provide greater
emphasis to its BKE foundation and the proposal of alternative variants.
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Figure 5.3: BKE/D phase 1.

A possible attacker only has access to P and Q (and possibly &), which is insufficient to
feasibly calculate k. However, the key establishment is vulnerable to man-in-middle attacks

as P and @ are exchanged without authentication.

5.3.2 BKE/D Establishment Mechanism

BKE/D is a modification of the basic ECDH key establishment mechanism using a static
private number on one side and a shared ephemeral private number on the other side. The
first half (phase 1) of the ECDH key establishment is undertaken before deployment and
establishes static key-pairs for all sensor nodes. The second half (phase 2) of the ECDH key
establishment is executed periodically using an ephemeral key-pair generated on the sink;
the public key from the sink is broadcast to all nodes and then used to compute new secrets

that are shared only by each individual node and the sink.

Phase 1

The sensor network consists of N sensor nodes and a sink. N private numbers a,, (V0 <
n < N) are generated using a pseudo-random number generator and corresponding public
points P, are calculated. Each sensor node s, is configured with its a,, and a table on the
sink is populated containing all P, (see Figure 5.3). Phase 1 is carried out once only in a

secure environment before network deployment:

1. ECDH parameters with curve base G are selected and shared.
2. All a,, and P, = Ga,, are calculated by the sink. Each a,, must be unique.

3. Each a, is stored on the corresponding node s,,.
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Figure 5.4: BKE/D phase 2.

4. All P, are tabled on the sink.

Because this is conducted before deployment, it is resistant to man-in-middle attacks. An
attacker cannot obtain or modify any P, and so will find it infeasible to imitate either party
later on.

Phase 2

The sink generates a new ephemeral private number b and corresponding public point Q. b
must not have been used previously'®. The public point Q is distributed in the network using
a single broadcast message (see Figure 5.4). All nodes s,, use this value () to calculate a
new individual shared secret £, using their locally stored a,,. This process can be repeated

periodically to set keys on all nodes.

1. The sink creates b and Q = Gb. b must not have been used previously.
2. The public point @) is broadcast to all nodes.
3. Each node s, recalculates the secret k,, = a,,Q.

4. The sink recalculates all secrets k,, = bP,.

8Given that b will be over a hundred bits in length, the range of available values is unlikely to be exhausted
in most networks.
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5. The secrets are shared as k,, = a,,QQ = bP, = a,,Gb.

Variables k,, j,, b and a in BKE map to «a,, P,, b and @ in BKE/D respectively. Functions
f() and ¢() in BKE map to the calculations a,,@Q and bP, respectively. BKE/D thus fits the
BKE concept.

5.3.3 BKE/D Security Analysis

BKE/D is different to basic ECDH in two important aspects: (1) the sink’s public point @,
derived from its ephemeral private number b, is common to all nodes in their production
of shared secrets k, and (2) the nodes private numbers a,, are not replaced in each key
negotiation round. Even assuming that ECDH and DH are safe, it has to be analysed if

these differences represent a security risk.

One-to-Many Relationship Diffie-Hellman is used in other protocols in a one-to-many com-
munication relationship. For example, the Transport Layer Security (TLS) [96] proto-
col commonly used to secure the communication between web servers and Internet
browsers can use DH key establishment. A web server can include a DH public key
(Q) in a static certificate; all clients connecting to this server use this public key and
their private key to create the shared secret &, = a,Q. As TLS is widely used and
considered to be safe, it is assumed that this aspect of BKE/D does not represent a

security risk.

Static Mode The usage of static private numbers a,, on the nodes is similar to the ephemeral-
static mode described in RFC2631 [118]. This RFC defines the usage of DH in Inter-
net protocols and explicitly specifies a mode of operation in which one DH side uses a
static private key and the other side uses a fresh private key for each negotiation. TLS
also specifies this mode of operation for key negotiation. It is therefore assumed that

this aspect of BKE/D also does not represent a security risk either.

Compromised Private Keys An attacker might be able to compromise a node and obtain
the stored private number a,,. From that point on the attacker is able to impersonate
the compromised node and retrieve previously used keys. The problem of compro-

mised nodes is not specific to BKE/D. Communication channels cannot be protected if
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endpoints are already compromised. Importantly, the use of end-to-end security and
separate keys means that the compromise of a,, does not damage the trust of the
whole network; that node is unable to modify messages it forwards and cannot imitate

others.

Compromised Shared Secrets Depending on the protocol, an attacker might be able to
obtain k,. It is assumed that a,, cannot be recovered from k,,. ECDH does not reveal
the private numbers a,, or b of either side even if the shared secret £, is discovered.
For example in TLS the client cannot obtain the server’s private key despite having
calculated a shared session key. If it could, the security of TLS would be broken as
soon as a client connected and the server would need to replace its private key on
each connection. This is not the case since the private key is a signed element of its

certificate.’®

Broadcast Authentication BKE/D does not authenticate the broadcasted public point @ in
phase 2. Whilst an attacker cannot exploit this to authenticate with the sink, this can be
exploited for denial-of-service attacks, some of which fall into the category of resource-
drain attack. In particular, an attacker can maliciously inject false public points @’ that
force nodes to calculate invalid keys. The sink drops subsequent messages as the
wrong keys are used, resources in the network are blocked and energy is wasted.
This may not be problem in some scenarios as an alarm can be generated indicating
an electronic attack. For other scenarios an authenticated broadcast message might
be necessary. It is observed that existing broadcast authentication methods, such as
pTESLA and public key digital signatures, are also subject to denial-of-service attacks

[74]. This issue is discussed in Section 5.8.

5.4 Protocol Implementation and Practicalities

Broadcast Key Establishment can be used to support end-to-end authentication mecha-

nisms that use symmetric cryptography; the physical intrusion detection application, in Chap-

®Knowledge of k,, may not lead directly to a,,, but it may still assist an attacker in searching for a,,. Imple-
mentations should therefore still balance the security needs of the system.
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ter 2, has this requirement. This section discusses a protocol that provides this authentica-
tion mechanism and conducts key management transparently to the application.

Although this protocol is used for evaluation purposes, it is also suitable for use in static
networks. Obviously the protocol can be replaced and BKE used either alone or in a different
protocol variant. This section first introduces the protocol and then an implementation for
the TinyOS sensor node operating system. A discussion of implementation issues then

completes the section.

5.4.1 Secure Two-Direction Routing

Secure Two-Direction Routing (or ‘SecureTDRoute’) uses the BKE/D mechanism and is
tailored to the application scenario described in Section 5.1. SecureTDRoute provides mini-
malist routing functionality that allows unicast communication only in the upstream direction,
from any node to the sink, and broadcasts downstream from the sink to all nodes. This
avoids the need for complex routing algorithms, helps to reduce header length and is suffi-
cient for the application scenario.

It was decided to couple routing functionality and the BKE/D distribution mechanism as
this allows implementation of a very efficient recovery strategy for lost key broadcasts. The
functionality in terms of routing, key management (based on BKE/D), authentication and
reliable broadcast are discussed in the following sub-sections.

A slight derivative of SecureTDRoute called Secure Binary Tree Routing (SecureBTRoute)
was used solely for fair comparison since SecureTDRoute does not support downstream
unicast communication. SecureBTRoute adds binary tree routing to support this type of

communication. For reasons of flow, this is defined in Appendix A.

Routing

Sensor nodes in the network are organised in a tree structure, rooted at the sink. This struc-
ture is ideal in a fixed network and avoids evaluation problems when dealing with dynamic
routing protocols. Sensor nodes are statically deployed and each node is aware of its par-
ent (upstream) node in the tree structure and its child (downstream) nodes, as shown in

Figure 5.5.
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Routing Data
Address: 75

Parent: 50
Left Child: 63
Right Child: 87

v

87

Figure 5.5: SecureTDRoute routing data.

Two types of messages can be routed: (1) downstream broadcasts from the sink and (2)
upstream unicast messages to the sink. There are two types of broadcast, BCKEY for key
establishment and BCMSG for application messages. There is one type of unicast mes-
sage, UCMSG. The packet structures for BCMSG and UCMSG are shown in Figure 5.6.
The BCKEY format is the same as BCMSG. The packet formats are intended to be car-
ried within a link-layer packet, such as TinyOS’s ActiveMessage packets. The fields are

explained in Table 5.1.

[Field  Bits Purpose |

length 8 Length of data field in bytes

type 2 Data type in package (BCKEY, BCMSG or UCMSG)
2
1

frag Reserved for fragmentation

R Broadcast recovery flag (explained later)

appmux 3 Application multiplex

sender 16 Link-layer sender (hop sender)

creator 16 Network-layer sender (UCMSG only)

key ID 16 ID of key (BCKEY) or ID of key used to for MAC (UCMSG)
seq 16 Sequence number (UCMSG only)

MAC 32 Message authentication code (UCMSG only)

Table 5.1: SecureTDRoute packet header fields.

Upon receiving a packet SecureTDRoute examines the sender field. If the packet is not
from a parent or child node, then it is discarded. This means that SecureTDRoute actually
implements a multicast strategy, rather than broadcast, since downstream messages are
selectively accepted or rejected based on network topology constraints. Thereafter the type
field is examined. BCKEY and BCMSG messages are sent downstream and UCMSG

messages are forwarded upstream to the parent node. BCKEY data is used internally by
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BCMSG
0,1,2,3,4,5,6,7/0,1,2,3,4,5,6,7/0,1,2,3,4,5,6,7]0,1,2,3,4,5,6,7
TY | FR APP
LENGTH pE | AG R MUX SENDER
KEY ID
DATA*

UCMSG
0,1,2,3,4,5,6,7/0,1,2,3,4,5,6,7/0,1,2,3,4,5,6,7]0,1,2,3,4,5,6,7
TY FR APP
LENGTH PE AG R MUX SENDER
KEY ID SEQUENCE NUMBER
CREATOR
DATA*
MAC. ..
. .MAC

Figure 5.6: SecureTDRoute packet format.

80
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SecureTDRoute to update key material. BCMSG data is passed to the application layer.

Key Management

Before deployment, the sink calculates the a,, and P, for each node. The private number
a, is stored on each node and the public point P, is tabulated on the sink. This constitutes
phase 1. Periodically, the sink generates a new private number b and broadcasts the public
point @), with a unique key ID i as a BCKEY message. The sink calculates and stores the
new shared secrets k, and corresponding keys K,,. As each node receives the public point
@), the shared secret k,, is calculated at each node and the symmetric key K, is derived

(phase 2). Each node also stores the current key ID i received in the BCKEY message.

Authentication

Data sent by a node in a UCMSG message is secured by a 4-byte message authentication
code (MAC). The MAC is computed over all the fields, except the MAC field itself, the sender
and the R bit. The sequence number field is used to prevent replay attacks. The sink, on
receipt of the message, inspects the key ID and creator fields (see Table 5.1) to select K,
and calculates the MAC. The received MAC and generated MAC are then compared and the
message is dropped if they do not match. The sink may allow the usage of an old key, for
a short period, as some nodes might not have received the latest BCKEY message for key
updates.

The implementation uses a symmetric block cipher, with cipher block chaining CBC-MAC,
to generate message authentication codes (MACs); these are subsequently truncated to 32
bits, in order to reduce the necessary header size. The security properties are discussed
later.

SecureTDRoute does not require link-layer security as all authentication is handled by
the sink. This is deliberate to allow alarms to be generated when under attack. For the same
reason, SecureTDRoute does not implement broadcast authentication.

Primitive resource protection is implemented to avoid denial-of-service attacks at the
link-layer. This enforces a limited forwarding rate of messages. Link-layer security can

obviously be used additionally if required, but this will require another key management
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scheme. These security issues are discussed later in Section 5.8.

Reliable Broadcasting

Packet losses are common in wireless sensor networks. For UCMSG messages an ac-
knowledgement on the link layer can be used to detect a lost transmission and to initiate
a re-transmission. For BCMSG messages this is not an efficient option since acknowl-
edgements increase communication overhead undesirably (see Section 5.6). A recovery
mechanism is thus necessary to deal with lost broadcasts to ensure delivery of important
key material.

SecureTDRoute applies a loss recovery mechanism based on packet inspection. Each
node inspects the key ID field when forwarding a unicast message upstream. If the key ID
is lower than the locally stored key ID, it can be concluded that some node downstream has
not received the latest key update. The node then creates a BCKEY message using locally
stored public point ) and sends this message downstream. The recovery flag in the unicast
message is set before the node forwards this message upstream to prevent nodes closer to
the sink from initiating a repair broadcast as well. The sink might still decide to accept the
unicast message with an old key if it is not deemed to be too old.

This approach exploits the single broadcast aspect of BKE. In a unicast scheme a differ-
ent key update message has to be sent to each node. In BKE a single message is broadcast
to the whole network. Message caching quickly becomes infeasible in the unicast case as
the necessary cache size is impractical in most WSN platforms. For example, if a node is on
the pathway to 100 nodes, it would need a 5-kilobyte cache if 50-byte messages were used.
Nodes, such as the Tmote Sky, ship with 10 kilobytes of RAM; much of this is used by the
application itself. In BKE the caching is feasible, because only a single message need be

cached. Thus in-network caching allows in-network recovery.

5.4.2 TinyOS Implementation

SecureTDRoute was implemented on the MotelV Tmote Sky node using TinyOS 2.0. TinyOS
is a popular choice amongst WSN researchers and developers; it is an event-driven oper-

ating system for wireless sensor nodes, providing the necessary features to allow wireless
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communication whilst maintaining a low-power profile.

SecureTDRoute was implemented as a set of TinyOS 2 modules, providing the standard
TinyOS communication interfaces AMSend, Packet and Receive; this allowed the reuse of
existing applications, which can be reconfigured to use SecureTDRoute instead of the default
TinyOS modules. The applications do not need to be aware of the underlying routing and
security features. The BKE key management is handled transparent to the application.

To implement ECDH on nodes, an existing implementation called EccM [59] was used.
EccM uses the sect163k1 curve parameters [119], resulting in a 21-byte key size and a 42-
byte public point Q). As a result, the default TinyOS packet capacity (28 bytes) had to be
increased to avoid using two messages to broadcast the public point .20

The critical bottleneck in ECDH is the time taken to perform scalar point multiplication
(SPM). Longer calculation time consumes more energy and affects system responsiveness.
An EccM key calculation time of 60 seconds was measured on the Telos revision B (Tmote
Sky) nodes operating at 4 MHz. Recent work [37] claims that this calculation time can be
reduced to several seconds; however, this optimisation was not implemented in the prototype
system. It is possible to roughly halve the calculation time by increasing the clock speed to
8 MHz, but this increases overall energy consumption and so it was avoided.

The calculation delay causes nodes to continue using old keys for a short period while
the calculation completes. The sink therefore has to tolerate use of old keys for a period
after a refresh.

During key calculation, no other task can be carried out in the default TinyOS distribution;
this is because TinyOS does not implement process scheduling, and each task must com-
plete entirely before the next queued task can be executed. The internal design of TinyOS
makes extensive use of task queuing, including when forwarding messages; this disables
a node’s ability to report events and participate in the network when calculating keys. The
implementation therefore used PLScheduler [34], a TinyOS 2.x extension that adds task pre-
emption to counter this problem. The elliptic curve calculation is performed in a ‘low’ task,
which is automatically pre-empted by other tasks. Thus key calculation can be performed as
a low priority background process. The alternative would be to use a process scheduler, but

this has performance caveats [34] in areas such as energy and memory overhead.

20The implementation in initial publications used two messages.



CHAPTER 5. BROADCAST KEY ESTABLISHMENT 85

For the generation of message authentication codes (MACs), the MIRACL library imple-

mentation of AES-256 was used to implement CBC-MAC.

5.4.3 Security Review

The principle cryptographic components of SecureTDRoute are ECDH for BKE/D and AES
for end-to-end authentication of sensor reports. ECDH uses sect163k1 parameters over a
binary field of 163 bits. AES is used with a 256-bit key in the CBC-MAC mode, with the result
truncated to 32 bits.

A cryptographic algorithm is considered ‘broken’ if it can be compromised faster than
an infeasible brute force attack. There are no reports that currently consider ECDH to be
‘broken’ provided it is used properly; for example, with a parameter set that avoids weak
curves. Recent research using biclique cryptanalysis [120] reports that the security of AES
has been reduced slightly, by about 2 key bits; but, provided it is implemented properly, it still
has considerable strength. CBC-MAC is known to be insecure if the initialisation vector (1V)
or message-length are permitted to change [121]. Therefore, fixed-length messages, with
a static 1V, are used. C-MAC is a suitable alternative where variable length messages are
required.

Obviously the security also depends on the protocol itself, as well as the foundation laid
by the cryptographic algorithms. The truncation of the CBC-MAC output is beneficial for a
number of reasons. Firstly it reduces the message overheads and secondly it increases
the complexity of cryptanalysis as more inputs map to a single output. The second benefit
makes it harder for an attacker to verify keys during an attack. Although a shorter MAC
increases the probability of a successful guess by an attacker, it still remains difficult with
232 combinations. Since there is no means for an attacker to test each candidate offline, an
online test is eventually required for each candidate. This will alert the sink and raise alarms
if the guess is incorrect. Thus, it is theoretically possible to have even shorter MACs if the
probability of guessing is acceptable.

SecureTDRoute does not require link-layer security since all authentication is handled by
the sink. SecureTDRoute does not implement broadcast authentication either. BKE/D does

avoid man-in-middle attack by conducting half of the ECDH process offline. SecureTDRoute
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still authenticates reports at the sink, so attackers cannot abuse this to send false sensor
reports. However, attackers can still maliciously abuse the protocol to drain resources or
deny service by injecting false messages, which cause computational overhead and incor-
rect keying. Link-layer security and a limited forwarding rate are some countermeasures
possible. The broadcast authentication issue is discussed in more detail in Section 5.8 as it
applies to all protocols using BKE in its default form.

Notice that SecureTDRoute does not authenticate the key ID transmitted in sensor re-
ports to the sink. This is not possible without an additional key distribution model in place
to support this. This would add considerable complexity, more overhead and quite likely be
self-defeating. An attacker can thus trigger broadcasts of cached key material by abusing
the loss recovery mechanism. Such attacks are very limited in scope. First, the message
flags will be modified to avoid nodes closer to the sink from repeating the broadcast. Sec-
ond, the broadcast will be rejected by receivers already possessing the material, self-limiting
the propagation to 1 hop. If nodes do not possess the material, the effect will be to trigger

the recovery mechanism earlier than intended, which is actually beneficial.

5.5 Theoretical Energy Evaluation

BKE was intended to provide two core energy-related benefits, which are: (1) Lower com-
munication overhead and (2) Better energy balance to help extend network lifetime. This
section performs a theoretical energy evaluation to demonstrate why these properties are
achievable.

BKE has to be compared with the closest equivalent in terms of security that does not
exploit broadcasting. In the simplest such case, herein referred to as Unicast Key Establish-
ment (UKE), individual unicast messages deliver key material from the sink to each node?'.
Such a system can avoid special expensive cryptographic functions since it is not necessary
for nodes to share common (broadcast) key material. This avoids computational overhead
if the special function has high processing delay (such as SPM found in BKE/D). The actual
implementation is unimportant; however, the critical difference is the increase in messages

required.

21Unicast could also deliver keys from nodes to the sink.
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The energy cost of key establishment is made up of two parts; communication cost is
the energy cost of exchanging messages in the network and computation cost is the cost of
executing cryptographic functions. Communication cost is closely tied to the communication
protocols and transceiver hardware. Computational cost is closely tied to the microcontroller
architecture and cryptographic algorithm implementation. The communication and compu-
tational costs are therefore calculated separately.

The energy cost of a scheme can be expressed in two primary ways; the cost to an
individual node and the cost to the entire network. The cost to the entire network is obvi-
ously of some interest, but more critically the energy balance has to be measured to see
if some nodes expend significantly more resources than others. This section is therefore
organised as follows: Section 5.5.1 will present the component parts of an energy calcula-
tion, Section 5.5.2 will present the means to calculate the overall energy cost in a network,
Section 5.5.3 will present the means to calculate the critical energy balance in the network

and Section 5.5.4 will discuss the comparative results between BKE and UKE.

5.5.1 Energy Evaluation Components

The basis of an energy calculation relies on three fundamental components: the cost to
send a message, the cost to run the cryptographic function and the number of nodes in the

network. These are shown in Table 5.2.

| Variable Value Used Purpose Units |
¢t 1.74 Energy cost of sending one message mAs
cy 114 Energy cost of cryptographic function f mAs
N - Number of nodes in the network qty. (exc. sink)

Table 5.2: Key distribution energy evaluation components.

In Chapter 3, the cryptographic and communication performance of a typical WSN node
was characterised and measured. The equations and variables were defined for the CC2420
transceiver and the MSP430 microcontroller.

For the energy cost of sending a message, assuming use of an extended transmission
MAC protocol with an average epoch length of d, = 0.1 seconds, is ¢; = e = 1.74 mAs.

Refer to Section 3.3 for a detailed description.
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The energy cost of the cryptographic function, for BKE/D, based on the performance of
a scalar point multiplication (SPM) in the EccM library, is ¢; = ey = 114 mAs. For UKE,
cryptographic computational cost is not considered as existing cryptographic safeguards
can be reused for this purpose.

The computational cost in routing key distribution messages is not considered; it is ex-
pected to be far less than c;, as routing decisions are based on simple rule-sets rather
than complex cryptographic functions. It would favour BKE anyway due to the simpler rules
involved in broadcasting. The processing cost in route establishment and management pro-

tocols are similarly not considered.

5.5.2 Calculation of Overall Energy Cost

The overall energy cost C' is based on the number of transmissions plus the number of

cryptographic function executions required. See Table 5.3.

| Value Purpose Units |
Q Minimum key-related transmissions gty. (exc. sink)
N Number of nodes qty. (exc. sink)
Cy Total energy cost of message transmission mAs
Cy Total energy cost of computation mAs
C =Cy+ C; Total energy cost mAs

Table 5.3: Key distribution overall energy evaluation components.

The overall number of transmissions () has to be carefully considered for several reasons:

Network Structure Since WSNs are multi-hop in nature, messages have to be transmitted
several times to reach their target. Costs are obviously higher where more hops are

needed. Loss therefore also carries high penalties. See Section 5.6 for more details.

Actual Overhead The costs only include additional messages for key distribution and as-
sociated acknowledgements. Messages that already exist in the network are not
counted. This allows for various optimisations, such as the loss-recovery approach

used in Section 5.4.1.

Sink Exclusion The sink is considered to be external to the network and its transmissions
are not counted. This is a fair approach since the sink is usually a far more capable

host with a considerable energy supply.
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Topology Awareness Leaf nodes do not broadcast and it is assumed that each node will

be aware if it is a leaf node or not. This avoids transmission wastage.

The (theoretical) minimum number of transmissions ) can be determined analytically
since reliability and the need for retransmission can be ignored.

Three network structures will be assumed in these calculations. The best case applies
when all nodes are within a single hop of the sink, which is achievable in some scenarios.
The worst case applies when the network topology is a chain. Realistically a network formed
of a tree is more likely; in particular a binary tree case is considered where each node has a
maximum of 2 children.

In BKE, @ is based on the number of non-leaf nodes, excluding the sink. In UKE, @ is
the sum of transmissions needed to reach individual nodes. Recall that sink transmissions
are not counted.

Table 5.4 shows the formulae to calculate the number of transmissions in each topol-

ogy for a given network size N. The methodology behind these formulae is explained in

Appendix B.
Topology UKE BKE
Q Q
One-hop 0 0
Chain SN -1 N-—1
Binary Tree N [logy(i +1)] —1 2Les=(+D] _ 9

Table 5.4: Calculation of overall key distribution transmissions required.

Once () has been calculated, it is multiplied by ¢, to obtain the total transmission cost C;.
The total computational cost C'; is obtained by multiplying c; by N. The total overall cost is
then the sum of C; and C:

C=C+Cfy=Qc + Ncy (5.1)

The comparison using these methods can be found in Section 5.5.4.
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5.5.3 Calculation of Critical Energy Balance

A major benefit of BKE is the improved energy balance within the network. Better balancing
the energy consumption can improve the survivability of the entire network. The survivability
is not only dependant on the overall energy usage in the network, but also the energy usage
on nodes that are critical to maintaining communication links to the sink.

In a multi-hop network, nodes are reliant on the help of other nodes to forward messages
across the network. In a WSN, with a single sink, the network is particularly reliant on those
nodes directly adjacent to the sink. In the worst-case situation, there may be a single node
that solely provides connectivity between the sink and the rest of the network. Failure of this
node results in the disconnection of the entire network. The term critical node is used to
refer to that node.

The critical node provides a good evaluation point; it has the greatest communication
burden because it is involved in all communication with the sink. Even if there are multiple
nodes close to the sink, such nodes will still have higher communication burden compared
to other nodes deeper in the network.

Two aspects are important. The first is obvious: how much energy must the critical node
expend to re-key the network? The second is less obvious: if function f is expensive, is it
actually cheaper to use UKE instead? Both of these aspects are independent of the network
topology, assuming the link-layer cost to transmit a message is uniform.

To answer these questions with formulae, the components from Table 5.2 are reused.
Instead of computing the overall energy overhead, the energy overhead solely on the crit-
ical node C, is computed. This overhead from BKE can be used as an energy budget to
determine how many messages the critical node could send using UKE without executing

function f. These evaluation components are shown in Table 5.5 and explained below.

| Value Purpose Units |
N Number of nodes gty. (exc. sink)
Cy Total energy cost on critical node mAs
x Number of critical nodes qty.
m Number of messages possible with C; qty.

Table 5.5: Critical node energy evaluation components.

In BKE, the critical node is required to forward a minimum of one broadcast message,
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costing ¢, and must compute its new key using function f, which costs c;. The topology of

the network is irrelevant in this scenario. Thus, for BKE:

Ca=ci+cy (5.2)

In UKE, the critical node is required to forward a minimum of N — 1 messages, but does

not have to execute f. Thus, for UKE:

Cy=ci- (N —1) (5.3)

Depending on the energy values c; and c;, and the number of nodes N, either BKE or
UKE will result in lesser energy cost to the critical node. A crossover point m exists and if
m < N then BKE outperforms UKE. The crossover point can be obtained directly, adding 1
as the critical node can receive a message for ‘free’:

¢+ cy

m=|

1
Ct J+

If the number of critical nodes = is increased, the crossover point m remains static since
the size of the network is irrelevant in the calculation of m. This means that if the network
is divided equally between the critical nodes, the divided size & must be considered in the
comparison with m. Networks that were large enough to satisfy the critical node benefit with

one critical node may thus be too small to satisfy the benefit with two or more critical nodes.

5.5.4 Results and Discussion

Using the figures and methods from previous sections, it is possible to compute the overall
energy cost C' of BKE and UKE in networks of increasing size N. BKE/D will be used as the
representative example for BKE.

The results are compared for the chain case in Figure 5.8 and the binary tree case in
Figure 5.9. There is very little point comparing the single-hop case as no nodes need to
transmit; BKE will therefore lose by default because computation will normally cost more

than no transmission.
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These results show two immediately obvious aspects. First, BKE/D is significantly more
expensive than UKE. Second, the overhead from communication in the UKE case shows
an exponential growth pattern. This growth pattern results in BKE becoming more efficient
than UKE once the chain network exceeds N = 135; this is despite the relatively undesirable
computational efficiency of the SPM implemented by EccM within BKE/D.

The tested implementation of BKE/D is not ideally efficient. Work already exists that
improves the performance of the SPM, such as in NanoEEC, based on MIRACL [37], which
is about 10 times faster. This is shown as BKE/D (2) in the graphs. Clearly the impact of
such more efficient functions is significant.

Attention must now turn to the critical balance issue. Figure 5.10 shows the result when
BKE/D is compared with UKE. The expected performance from NanoECC is shown again
as BKE/D (2).

It is very clear that the cost of both BKE variants is fixed. UKE grows linearly since the
critical node has to forward a minimum of one extra message for each extra node in the
network.

Whilst BKE/D has a high cost, it outperforms UKE once the network increases beyond
m = 67 nodes; this is well within a reasonably sized WSN in the near future. The topology is
not relevant as the load on the critical node, in terms of forwarded key distribution messages,
will not change with different topologies. Notably, the optimised BKE/D outperforms UKE

from m = 8 meaning that the crossover point can be lowered even further if f in BKE can be
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optimised.

Alternative mechanisms can also replace BKE/D in some circumstances. This is dis-
cussed in more detail in Section 5.7.1. Modification of the MAC protocol, the MAC protocol
configuration or use of a different transceiver will change the performance of BKE; however,
this has not been evaluated in these results.

BKE therefore significantly improves the balance of overhead relating to key establish-

ment.22

5.5.5 Findings

BKE presents a linear increase in overall overhead and better energy balance. This property
is a result of the broadcast mechanism and use of the fixed cryptographic function f. This
contrasts significantly with the overhead growth patterns observed with UKE.

The benefit of using BKE only occurs once the network size scales beyond a specific
crossover point. Improvements in the efficiency of the function f are expected to deliver
significant benefit to the overall computational cost. Despite the high cost of the BKE/D
scalar point multiplication, the tested BKE/D already outperforms UKE in chain networks of
over 135 nodes. Crucially, although BKE/D adds a significant cost to the overall network,
it also provides significant balancing properties that help to preserve the resources on the
critical node; this property makes BKE beneficial in smaller network sizes than would have
been estimated based on overall energy cost.

This theoretical evaluation has considered the case of one critical node. The addition of
more critical nodes will not change the energy cost to each critical node in BKE, however in
UKE the load will be balanced between the nodes due to need to forward less messages.
Since the load on each critical node will fall in the UKE case, the total network size at
which BKE becomes beneficial will accordingly increase. Again, performance gains from

the optimisation of function f will improve matters considerably.

22The cost is not totally balanced because leaf nodes do not need to broadcast and thus have a slightly lower
overhead.
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5.6 Practical Evaluation

The theoretical energy evaluation used minimum communication in its calculations. In real-
istic environments, the minimum effort is unlikely to be achievable due to a complex array
of issues that are hard to analyse theoretically. These include propagation, interference,
hardware design, software operation, packet loss, network congestion, retransmissions and
implementation specifics such as caching. This section considers those impacts by run-
ning experiments to obtain performance measurements in a real WSN implementation. Of
interest are networks using contention-based MAC protocols, as collisions both have an
impact on, and are affected by, key exchange. Two issues are addressed. Firstly, is the
communication performance of BKE still superior to UKE under lossy conditions? Second,
SecureTDRoute, specified in Section 5.4, tackles loss-recovery by performing packet in-
spection within the network and then retransmitting cached material when loss is detected;
is such an approach effective?

Two evaluation metrics are used in this evaluation:

Key Transfer Overhead The actual communication overhead is the number of key-related®?
messages that must be sent, including those that are retransmissions. This gives an

insight into the actual overhead incurred, rather than the theoretical minimum.

Key Transfer Delay The re-keying delay is a measure of the time delay for nodes to re-
ceive their key material from the start of the re-keying-round. Minimal re-keying delay

ensures that new keys can be used as quickly as possible.

Good performance is indicated by low communication overhead and low re-keying delay.
Lower communication overhead is good for energy preservation, as fewer transmissions
are needed, and avoids contributing to network congestion, as there are less messages
being exchanged. Faster re-keying delay means that new keys can be used as quickly as
possible. Bad performance is marked by higher communication overhead and high re-keying
delay. This results in greater resource consumption and longer delays before new keys can

be used, which is detrimental to security. For example, if keys have to be replaced during a

23This includes all messages that would not normally be found in the network. Some of the distribution
schemes use existing messages for acknowledgement purposes and these are not counted.
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physical event (such as a burglary), the sink needs to be sure that the security mechanisms
are supported by fresh keys. If re-keying causes the introduction of delay, an attacker may
be able to exploit this to carry out an attack and escape before being detected.

These properties are examined in the same types of network discussed in the previous
chapter: chain, tree and one-hop topologies. In each network, the reliability of message
exchange is artificially reduced in the different experiments to evaluate degradation. Good
performance during increased message loss will be marked by smaller increases in commu-

nication overhead.

5.6.1 Evaluation Principle

| Aspect Metric Purpose Unit |
Actual Overhead m,, Transmissions (by node n) Qty.
M Transmissions (sum over whole network) Qty.
Delay d, Dissemination delay (node n) ms
D Dissemination delay (max. over whole network) ms
Parental Effort Sn Min. transmissions required to reach node n Qty.

Table 5.6: Key distribution communication performance metrics.

Table 5.6 shows the evaluation metrics that these experiments collect. In each round,
three sets of data are recorded on the nodes: First, the actual overhead m,, is the num-
ber of key-related transmissions, made by node n, including dedicated acknowledgements,
derived from a transmission counter. Second, the delay d, is the time difference between
the starting time at the sink and the local time on node n when the first key message is
received in that round. The clocks must be synchronised, which is discussed later. Third,
the parental effort s,, is derived from the downstream retry counters on nodes (including the
sink) between the sink and each node individually; this gives an indication of the required
number of transmissions, excluding acknowledgements.

Periodically, nodes transfer those values to the sink using unicast. The sink then records
and aggregates them to form the total transmissions M and the maximum dissemination

delay D for that round.
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| Strategy Mode  Retry Method |

U-ACK Periodic, stopped via link-layer acknowledgement.

U-SPI  Triggered, via packet inspection of reports at sink.

M-ACK Periodic, stopped via link-layer acknowledgement.

Multicast M-LPI  Triggered, via packet inspection of reports at each
hop.

M-SPI  Triggered, via packet inspection of reports at sink.

B-LPl  Triggered, via packet inspection of reports at each
hop.

B-SPI  Triggered, via packet inspection of reports at sink.

Unicast

Broadcast

Table 5.7: Key distribution dissemination modes.
5.6.2 Protocol Variants

Seven protocol variants were tested, as shown in Table 5.7. These were formed from combi-
nations of three modes and three types of reliable-control. The types of dissemination tested
were unicast (U), multicast (M) and broadcast (B). The types of reliability control tested in-
volved either dedicated acknowledgements (ACK), link-layer packet inspection (LPI) or sink
packet inspection (SPI).

The unicast variants (U-ACK and U-SPI) involved the sink sending a different message
to each node; these correspond with the unicast key exchange (UKE) example used in the
theoretical evaluation. The multicast and broadcast variants involved the sink sending a
single message to the whole network. In the broadcast protocols, dissemination messages
were accepted by any node that heard them; in multicast protocols, only messages sent
from a parent were accepted. This allows the broadcast protocols to opportunistically re-
ceive broadcasts, rather than strictly observing the network topology; where networks are
deployed with nodes in overlapping RF space, this may help to improve the speed of dis-
semination.

The ACK variants acknowledged, at the link-layer, any dissemination messages received.
Nodes continued to periodically re-transmit messages until they were received by the rele-
vant immediate children.

The LPI variants performed packet inspection on forwarded sensor report messages. A
field in the sensor report messages indicated the latest dissemination ID received by the
source of the sensor report. If the node was out of date, the broadcast or multicast was

repeated using locally cached material. The sensor report was flagged to prevent nodes
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further up the tree from repeating the recovery. This approach is identical to that used in
SecureTDRoute, see Section 5.4. The SPI variant is identical, although applied only at the
sink and additionally supported unicast.

Two of the nine combinations were not tested. This thesis argues that it is infeasible to
locally cache unicast packets in a large network, so the U-LPI method was not tested; see
Section 5.4.1 for the argument. The B-ACK variant was also not tested as it is difficult to

know which nodes should acknowledge messages at the link-layer during a broadcast.

5.6.3 Implementation Specifics

The experiments were run in an office environment and then in an RF-screened room. 14
nodes, plus the sink, were deployed in the topologies shown in Figure 5.11. In the office en-
vironment, nodes were places on door frames and positioned such that they were all within
one-hop of the sink. This configuration allowed a comparison of the different methods with-
out needing to use different deployments, which may have resulted in an unfair comparison.
Despite this, the area of the deployment was not artificially reduced since non-line-of-sight
communication ranges of about 20 metres were achievable. A map of this deployment is
shown in Figure 5.12. This deployment arrangement was chosen as it reflected a physical
intrusion detection system deployment. All experiments were repeated in an RF-screened
chamber to provide clean channel conditions 4.

A network of Telos revision B nodes was utilised, running a TinyOS application. Each
node used an external, plastic-coated, vertically polarised, half-wavelength, dipole antenna.
Each node was configured with a pre-computed address and routing data for each of the
topologies. The default TinyOS MAC was utilised; this uses clear channel assessment (CCA)
to avoid collisions and has no low-power extensions. All received packets were processed
in software, no hardware address recognition was used and acknowledgements were gen-
erated in software; this eliminated potentially unfair comparisons since some modes require
software processing whilst others do not. The nodes did not accept messages until any
previous message had been processed or forwarded.

The control of experiment parameters, such as the mode and topology of the network,

24and eliminate curious humans...
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were controlled using broadcasts sent from the sink. Broadcasts were also used to synchro-
nise the network time; the sink broadcasted its time value at the start of each experiment
repeatedly until all nodes reported successful receipt. These broadcasts were sent directly
from the sink to every node, without using the multi-hop network structure. This provided a
32-bit global clock with about 10 milliseconds of accuracy.

The transmission interval on the nodes, for sending reports and controlling retry mecha-
nisms, was set to 250 milliseconds with a positive random jitter of up to 50 milliseconds. The
jitter was necessary to avoid high-loss associated with closely synchronised nodes perform-
ing CCA simultaneously.

Each experiment comprised of 105 tests, formed of 5 tests for each combination of 7
protocol variants and 3 topologies. The sink initiated each test — equivalent to a re-keying
round — and also reset the nodes, controlled node configuration and conducted time syn-
chronisation. Each test was considered complete when each node had received at least
one downstream (re-keying) message intended for that node and the performance data had
been successfully recorded at the sink. The data was then processed using software for
statistical analysis, with some stages automated due to the volume of data involved.

Each experiment was run using a reliability function that filtered messages with a spe-
cific probability, based on a pseudo-random number generator, in the receive function on
each node. The experiment was first run at 100% delivery reliability, followed by further ex-
periments at 5% decrements. It was found that the chain topology became infeasible once
reliability dropped below 95%, so lower reliability levels were only run for the one-hop and

tree topologies.

5.6.4 Key Transmission Overhead

The key-related transmission overhead is important as it demonstrates the actual number
of transmissions rather than the theoretical minimum. The one-hop and chain topologies
are first investigated as these give a view of the best and worst cases. The tree topology is
then considered in more detail as it more closely resembles realistic networks. The chain
topology cannot be discounted as unlikely as it might find uses in the future for the monitoring

of structures with considerable linearity; examples include pipelines, national borders and
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railways.

One-Hop Topology
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Figure 5.13: Average transmissions m,, on each node (one-hop topology, reliability filter at
100%).

Figure 5.13 shows the average message overhead (number of key-related transmissions)
m,, for each mode on each node in the one-hop topology at 100% reliability.

The one-hop scenario might be expected to deliver excellent performance as all of the
nodes can be reached with a minimum of one transmission from the sink and do not need to
make further downstream transmissions. However, the need to take dedicated acknowledge-
ment (ACK) messages into account within some variants means that overhead is incurred,
even when no loss is encountered. The SPI and LPI methods all result in no overhead as
these do not involve dedicated ACK messages; the existing report messages are used to
indicate success or failure.

Notice that the U-ACK method outperformed the M-ACK method. It might be expected
that the number of ACK messages would be identical in both cases, but this is not the case.
In the UKE method, downstream messages are sent consecutively to individual nodes from
the sink. As each node receives its UKE message, it can send an ACK in normal channel
contention conditions. In the multicast case, all nodes receive the shared downstream mes-
sage simultaneously and then proceed to send ACK messages simultaneously. This causes
ACK collision, resulting in loss of the acknowledgements. The sink continues to resend the
multicast until it sees at least one ACK message from each node. Since all of the nodes re-
send the ACK messages again on receipt of the multicast message — they have no indication

which ACKs were lost — the problem repeats until the round successfully completes.
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Figure 5.14 confirms this finding by showing the minimum number of actually required
attempts needed for each node to receive the downstream message from the sink. This
is the derived from the first attempt number seen by that node. In the case of the M-ACK
method, only one downstream message was lost during the 5 experiments for this topology.
This is reflected by s,, = 1.2, indicating 6 transmissions in 5 experiments. Therefore the high

overhead stems principally from the ACK mechanism.
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Figure 5.15: Comparison of the summed average transmissions (1) ordered by mode (one-
hop topology).

Figure 5.15 shows the total message overhead M for the different modes and reliability
levels. Figure 5.16 shows the same data as a line graph ordered by reliability. Only M-
ACK and U-ACK show any overhead in this topology; the other modes do not involve any
additional, dedicated, transmissions by leaf nodes, even when loss occurs.

Notice that the M-ACK method is relatively unpredictable compared to the U-ACK method,
which maintains a near constant overhead. The drop in overhead with reduced reliability is

likely to be influenced by the ACK collision problem. If dissemination messages are lost, the
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generation of ACK messages is reduced and less ACK collisions occur. This makes it hard

to generalise the performance of M-ACK in lossy conditions.
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Figure 5.17: Comparison of the summed average transmissions (M) ordered by reliability
(screened, one-hop topology).

Figure 5.17 shows the results when the same experiment was conducted in a screened
chamber and able to run to 40% reliability. Again, only M-ACK and U-ACK show any over-
head in this topology. In this case it is clearer that the performance of U-ACK does begin to
noticeably degrade once the reliability falls below 70%. However, the performance of M-ACK
remains unpredictable despite a noticeable trend increase.

ACK based approaches are clearly inappropriate in a one-hop network as they incur
high overhead even when no loss occurs. This problem is worsened by the larger number
of children and would need further work to address; for example, a modified protocol design

could reduce ACK collision by staggering ACK transmissions.
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The chain topology represents the worst-case network topology. This should produce the

worst-case communication performance due to the high number of hops in overlapping RF

space, increasing channel contention and collision-related loss.

Figure 5.18 shows the average message overhead for each node and mode in the chain

topology. Figure 5.19 shows the fotal message overhead for each reliability. Near-identical

findings were encountered in the screened chamber experiment, with a slight increase in
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message overhead for the UKE methods likely caused by the close proximity of the nodes.

The UKE methods are clearly the worst performers, with U-SPI requiring a thousand mes-
sages to the 14 nodes, in the experiment. This increases by 340% when reliability is dropped
to 95%. U-ACK, by contrast, increased by 43%. At lower reliability levels, the experiment ran
for an unacceptably long period such that it became infeasible to show results in the chain
topology below that level. It is no surprise that this was the result; one node required no loss
over 14 hops, which is highly improbable in these conditions and especially when there is
an additional - probability of loss on each hop. The need to send acknowledgements over
multiple hops is clearly ineffective and also contributes to the channel contention issue.

It is clear that the broadcast based approaches both perform the best in this topology, as
shown in Figure 5.19. This is mainly because the broadcast approach is not forced to use
the topology in the downstream direction and performance gains result from the overlapping
communication range of each node.

Of the multicast approaches, M-SPI performs about twice as bad compared to M-ACK.
This is caused by the retry mechanism; M-ACK only requires one hop to send an ACK whilst
SPI requires several. M-LPI performs better, and similarly to B-LPI, as it is not penalised by
ACK messages in general.

Unsurprisingly, there is a clear relationship between the distance to the sink and number
of transmissions. In the case of U-ACK, unicast performance is approximately a hundred
times worse than the methods based on broadcast. Nodes closer to the sink have a signif-
icantly higher overhead as is observed on nodes 43, 37, 25 and 31, which are respectively
first, second, third and fourth in the chain.

Node 43 also demonstrates the critical node concern (see Section 5.5.3); it has to send
320 messages, which is far higher than the handful of messages sent near the end of the
chain. Although this experiment did not use an extended-preamble MAC protocol, 320 mes-
sages would cost 556mAs in the scenario described in Section 5.5. This is equivalent to over
4 executions of the elliptic curve scalar point multiplication. Clearly, even with the computa-
tional overhead of the SPM, the avoidance of unicast for downstream communication would
be beneficial to that node.

Unicast is simply not feasible in such a network, even with just 14 nodes. The envisaged
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maximum feasible network size for UKE in a chain is therefore far lower than the 135-node
limit predicted in Section 5.5.4. This difference exists because the theoretical evaluation did
not consider loss. In a real-world application, loss will occur both as a result of normal chan-
nel conditions and because of the channel contention caused by overlapping RF ranges, for
example. It is therefore unsurprising that the actual limit is lower. The benefit of in-network
recovery is therefore of considerable benefit as the chance of uninterrupted communication
across many hops is low. Sink-based recovery mechanisms, particularly in UKE mecha-
nisms, are clearly undesirable in this topology and motivate the use of BKE with in-network

recovery mechanisms.

Tree Topology

w
o

N
v
N

u M-LPI

N
o

u M-ACK
m U-ACK

=
w

mU-SPI

=
o
_J

m B-SPI

Communication Overhead m,

w
-
_—

= M-SPI

B-LPI

o

69 7 37 43 13 75 19 87 81 25 93 57 63 31
Node n
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The tree scenario allows a view of a more realistic network organisation and resembles
the SecureTDRoute scenario. Figure 5.20 shows the average message overhead in the en-
visaged binary tree scenario for each node and mode. Figure 5.21 shows the total message
overhead for each mode by reliability.

The performance ranking between the modes is generally identical throughout the levels
of reliability, except for U-ACK and U-SPI, which swap places several times. The same
ranking can be observed in Figure 5.22. Therefore the ranking is first discussed, then the
impact of reliability is discussed second.

It is immediately clear that the two UKE methods are the worst performers. When inves-
tigated on a per-node basis in Figure 5.20, the performance is noticeably worse on nodes
closer to the sink (such as 75 and 25) and the difference between U-ACK and U-SPI also
widens. This is unsurprising given that any loss must be handled at the sink in U-SPI, incur-
ring additional overhead close to the sink when messages fail to reach distant nodes. Notice
that the highest overheads are found on nodes 25 and 75 that are immediately adjacent to
the sink. Again, this highlights the effort imbalance with unicast approaches.

M-ACK involves at least a small overhead on all of the nodes due to the need to send
an ACK even when loss has not occurred. Where no loss occurs, the M-ACK can perform
slightly worse than U-ACK. This is noticeable on nodes 7, 19 and 31 in Figure 5.20. Again,
this can be expected due to the ACK collision problem identified earlier.

Of the packet inspection modes, all perform with zero overhead on leaf nodes. On other

nodes, the overhead is generally lower than the ACK based approaches primarily due to the
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lack of ACK messages. There are some similarities in performance between the different
variants of the SPI and LPI modes. Note that the LPI methods always outperform, or roughly
equal, the corresponding SPI method for that mode. This is to be expected in SPI modes;
only the sink can retransmit and this results in multiple transmissions for some destinations.
However, this is not very clear since the average number of hops is still quite small.

Also noticeable is that the broadcast methods outperform all others. This is because they
utilise proper broadcast for the downstream direction and only use the topology-constrained
pathways for upstream communication. Thus nodes can receive downstream messages
faster, from more communication partners and produce less congestion.

The ranks of U-ACK and U-SPI swap when network reliability drops to 95%. This can be
observed in both the office and screened experiments. The introduction of loss negates the
benefit of U-SPI since loss requires retransmission from the sink, which introduces higher
penalties compared to the link-layer approach U-ACK. All approaches generally degrade in
performance below 90% reliability, although the rate of increase in communication overhead
is noticeably higher in the unicast cases.

Therefore, it can immediately be observed that unicast methods are outperformed by
multicast and broadcast methods at all reliability levels, and, that unicast methods have

worse degradation in lossy environments.

Key Transmission Overhead Findings

From these experiments, several points have been identified.

ACK Collision The need to send an ACK on receipt of a multicast message results in net-
work congestion and loss due to simultaneous channel access. As a result, unicast
works better than multicast when an ACK-based approach is employed. This issue
could be addressed by using jitter in the ACK mechanism, but this could affect com-

munication performance in other ways.

Packet Inspection Reduces Communication Overhead In packet-inspection based pro-
tocols there is no need to send an ACK when a message is successfully received.

This prevents additional network congestion and allows some leaf nodes to incur no



CHAPTER 5. BROADCAST KEY ESTABLISHMENT 109

overhead at all. Where recovery is needed, packet inspection is most effective at the

link-layer.

Unicast Performance Degradation In a one-hop network, the unicast protocols can per-
form with zero overhead. However, this quickly degrades to an infeasible level as the
number of nodes and hops increases. By contrast, multicast and broadcast protocols

can perform with virtually no increase in local load.

Broadcast Performance Gain Broadcasting protocols benefit from topology ‘ignorance’ in
the downstream direction allowing a single message to reach more nodes and reduce
the need for increased transmissions. This is beneficial in environments where the

communication radius of nodes overlaps nodes that are several hops away.

It is therefore clear that broadcast and multicast approaches offer the best solution in this

scenario; particularly when coupled with link-layer packet-inspection recovery.

5.6.5 Key Transfer Delay

The time taken to update the entire network with new keys is relevant because it represents
the time (a) where there is disruption within the network due to re-keying and (b) where the
sink has to tolerate the use of old keys. The analysis provides a brief insight into the delays

that can be incurred.
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The time delays in the one-hop topology are shown in Figure 5.23. The unicast schemes
perform the worst in the one-hop topology, in contrast to their performance in terms of com-
munication overhead. This is because the sink has to schedule the consecutive transmission
of individual messages to each node as messages cannot be sent simultaneously. Notice
how d,, is markedly different for each node, indicating its position in the queue to receive a
message.

U-ACK incurs the highest delay, with U-SPI working much better. The reason for this lies
in the protocol design. The sink must wait for an ACK from each node before proceeding
to send a message to the next node, U-SPI does not have this limitation as the sink can re-
spond to report messages instead of waiting for acknowledgements. The sink can therefore
proceed faster through the schedule. Even if the ordering of the retry mechanism was mod-
ified, such that it conducted retries after one attempt had been made for every destination,
loss on any node would still extend the time in a similar fashion as the retry would then not
be possible until after the end of the first cycle.

All the broadcast methods, and the multicast methods using packet-inspection, perform
the fastest. The multicast M-ACK approach is affected by the ACK collision problem, incur-
ring a performance penalty as a result of blocked resources both on nodes and in the radio
spectrum.

The unicast time delay scales according to the number of nodes; this is a performance
limit caused by the need for the sink to send the messages consecutively. This performance
limit does not apply to broadcast and multicast mechanisms as they are not restricted by this

scheduling problem.

Tree Topology

Figure 5.24 shows the delays in the tree topology. Again, a similar effect caused by the
unicast transmission scheduling can be observed since U-ACK performs the worst. As ex-
pected, U-SPI performs better because the sink does not have to wait for ACKs during the
schedule.

The broadcast methods still perform the fastest, with the multicast M-LPI close in per-

formance. The broadcast methods again benefit from their inherent design that is not con-
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strained by the network topology in the downstream-communication. M-SP| performs worse

on some nodes due to the sink-based recovery issue.
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Figure 5.25 shows the delays in the worst-case chain topology. The unicast schemes
are still the worst performers, but the relationship between U-SPI and U-ACK has changed.
This is again is due to the sink-based recovery mechanism, which leads to longer delays
in lossy environments. B-SPI benefits from fewer hops in the downstream direction and
therefore is generally unaffected by the topology. Notice how the dissemination time can

now be measured in minutes for U-SPI.

Key Transfer Delay Findings

Thus the following points can be observed:
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Unicast Transmission Scheduling Because it is not possible to transmit a single mes-
sage to all nodes, the sink has to transmit each message consecutively. This creates an

unavoidable delay that increases with network size.

Acknowledgement Overhead ACK messages result in time delays and complexity since

nodes have to be able to handle these messages, thus blocking resources.

Sink-Based Retry Incurs Delays Sending retries from the sink incurs a high delay penalty
when the network has many hops. Local recovery mechanisms within the network operate

far more efficiently.

Broadcast Efficiency Broadcasting will always reach nodes the fastest since it can bypass

topology constraints both normally and during failure scenarios.

5.7 Efficiency Improvements

5.7.1 Alternative Cryptographic Mechanisms

BKE/D is a specific type of Broadcast Key Establishment, but other cryptographic approaches
are possible with differing security properties. This section explores two alternative ap-
proaches that use cheaper cryptographic functions, but still result in confidential BKE.

Both schemes share the pre-distribution and broadcast elements of BKE as well as the
goal of obtaining an identical shared secret s,, at both ends; they differ only in function f(),
function ¢() and the type of keys used for k,, and j,,. The first scheme uses a symmetrical
block cipher. The second uses a hash function.

This section first introduces each scheme with the security differences and performance
expectations. The computational cost ¢; of function f(), whether SHA-256 or AES-256, is
then derived from the experiments in Section 3.2. In the case of the scalar point multiplication

in BKE/D, the figure is taken directly as c; = 114mAs.
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Broadcast-Symmetric-Encryption Key Establishment

Broadcast-Symmetric-Encryption Key Establishment (BKE/E) uses a symmetric cipher to
encrypt a sink nonce with a node key. BKE/E avoids the expense of Diffie-Hellman by using
symmetric ciphers.

In the first phase, each node is assigned a unique node key that is shared by the sink and
transferred offline. In the second periodic phase, the sink generates a nonce and broadcasts
it to the network. The nonce is encrypted using the node key at each node and the output
used to replace the shared secrets. The nonce is an unpredictable value and, in this case,
is never re-used during the lifetime of a deployment. The bit-length of the nonce means that
the range of possible values is considerably larger than that needed for the lifetime of the

deployment.

Phase 1 N sink keys ¢,(V0 < e < N) are generated. Each sensor node n is configured
with its e,, and a table on the sink is populated containing all ¢,,. Phase 1 is carried out once

only, offline:

1. All e, are calculated by the sink.
2. Each e, is stored on the corresponding node n.

3. All ¢,, are tabled on the sink.

Because this is conducted offline, it provides confidentiality. An attacker cannot obtain or

modify any e,, and so will find it infeasible to imitate either party later on.

Phase 2 The sink generates a nonce x. z is distributed in the network using a single
broadcast message. All nodes and the sink encrypt x using the specific node key e,. This

process can be repeated periodically to set keys on all nodes.

1. The sink creates nonce x. x must not have been previously used. = is broadcast.
2. Each node recalculates the secret k, = {z},) -

3. The sink recalculates all secrets k,, = {z}(,)-
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Security In phase 2 of BKE/E, nodes encrypt a broadcast nonce using a node key dis-
tributed offline in phase 1. Provided a secure symmetric cipher is used, an attacker should
not be able to calculate the ciphertext (shared key) of a given nonce x during the lifetime of
that nonce. If the shared key is recovered, which is unlikely, he should then not be able to
derive the node key used to generate it.

Nonces avoid codebook attacks. As nonces are unpredictable and unique, it is not possi-
ble for an attacker to build codebooks from observable traffic. Although the range of possible
nonces will reduce over time, their unpredictable nature prevents an attacker from choosing
to perform concentrated cryptanalysis for a specific nonce and then waiting to see the nonce
re-appear. Also, at a protocol level, this design prevents replay attacks if the shared key is
used for authentication purposes.

The purpose of a cipher is also to protect the confidentiality of the key, even if both
plaintext and ciphertext are known. Thus, the scheme provides a similar one-way security
property as Diffie-Hellman; an attacker still needs to carry out brute force attack to find the
correct key.

The output from the encryption could be hashed to avoid these attacks, but a strong
symmetric cipher should be able to resist brute force attacks.

It could be argued that this scheme provides little security benefit because the strength
of the end-to-end cipher used with the shared secret might be identical to that used for key
calculation. However, the exposure of the keys used for key calculation is lower since the

key calculation occurs less frequently than end-to-end operations.

Performance AES has a block size of 128 bits, thus function f() involves two block encryp-
tions using AES-256 to encrypt the nonce and produce material for a 256-bit key. Whilst it is
common to link these encryptions using a block mode, passing data from block to block to
avoid cryptanalysis, this is omitted for the purpose of performance evaluation as little more
than XOR operations take place.

A block encryption using MIRACLs implementation of AES-256 was found to cost e, =
0.0020976mAs in Section 3.2. Thus ¢; = 0.0041952mAs. This is significantly less than ¢, for
SPM (¢; = 114mAs) and is also less than the cost of sending a single message using LPL

with 100ms epochs (¢; = 1.74mAs, see Section 3.3).
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It is therefore not hard to imagine that BKE/E is much more feasible in energy terms.

Broadcast-Concatenated-Hash Key Establishment

Broadcast-Concatenation-Hash Key Establishment (BKE/H) uses a hash function to hash a
concatenation of a sink nonce and node key to produce shared secrets.

Similar to BKE/E, in the first phase each node is assigned a unique node key is shared
by the sink and transferred offline. In the second periodic phase, the sink generates a fresh
nonce and broadcasts it to the network. The nonce and node keys are used to replace the

shared secrets, but a hash function is used rather than using a symmetric cipher.

Phase 1 Phase 1 is identical to phase 1 in BKE/E.

Phase 2 The sink generates a nonce x. z is distributed in the network using a single
broadcast message. All nodes and the sink concatenate x with the specific node key e¢,, and
then apply a one-way hash function. This process can be repeated periodically to set keys

on all nodes.
1. The sink creates nonce z. x must not have been used before. z is then broadcast.
2. Each node recalculates the secret k,, = h(z | e,).

3. The sink recalculates all secrets k,, = h(z | e,,).

Security BKE/H concatenates the sink nonce x and node key e,,, before applying a hash
function to generate the shared key k,. The security of the function needs to protect two
keys: the shared secret k,, and the node key e,.

Since k, is a known output of the hash function, the attacker can search for e, in the
event that k,, is compromised. The design of BKE/H means that an attacker also knows part
of the input, the sink nonce z. This is tolerable only if the security of the hash function does
not degrade ungracefully when part of the input is known.

The security therefore relies strongly on the one-way nature of the hash function. Cryp-
tographic hash functions are intended to make it very difficult to map outputs back to inputs

in a short time. Unfortunately, some hash functions are considered ‘weak’ in that they can
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be broken much faster than using brute force. BKE/E, for example with AES, and BKE/D,
when used properly, do not currently have such a serious concern. This, combined with the

issue of a partially known input, adds additional complexity to the choice of hash function.

Performance The MIRACL implementation of SHA-256 does not have a minimum size for
the input, but it does have an overhead delay once every 512 bytes. Thus function f involves
an initialisation cost e,, followed by a per-byte cost e. to encrypt the 32-byte nonce (see

Section 3.2). Thus:

cr=e5+ (32 e.) =0.019323 + (32 - 0.0000608) = 0.0212686

BKE/H is thus nearly five times more expensive than the 0.004256mAs required by BKE/E.
Importantly, it is still cheaper than 1.74mAs required to send a message and obviously
cheaper than the 114mAs needed for a scalar point multiplication. BKE/H is thus feasible

in energy terms.

Security Differences

In BKE/D, the Phase 1 offline key material exchange comprises of the node’s public key. For
an attacker to perform a man-in-middle attack on Diffie-Hellman he must be able to view the
existing public key and transmit his own to the sink. This allows him to later intercept the
sink’s public key and send his own to the node. Only if all of these are carried out can an
attacker perform the attack. Since the first phase is offline, this attack is not possible.

In BKE/E and BKE/H, it is symmetrical node key material that is exchanged offline. As
both of these schemes use a common symmetric operation, the attacker can perform a man-
in-middle attack. The attacker could view the node key, to perform both sniffing and injection,
or provide a false node key, to perform injection only. Whilst these attacks seem easier, the
attacker still has to compromise the side channel. Thus to compromise these keys, it is still
necessary to physically compromise the node or conduct cryptanalysis.

If the session cipher is compromised, a concern is on maintaining the security of the node
private keys. In BKE/D, the attacker is left with the shared secret, which is useless to him as

Diffie-Hellman is designed to protect the private key. In BKE/E and BKE/H, the attacker is left
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with the ciphertext output of the cipher or hash function, respectively, in addition to the sink
nonce. This may be a security risk with functions that are vulnerable to known ciphertext or
known plaintext attack.

In some deployments it may be desirable to replace the private keys on the nodes. This
may be to avoid cryptanalysis generally, or for more specific reasons. For example, if a
node’s private key is compromised then the security of all shared secrets computed using
that key are compromised as well. Where the shared secrets are used for authentication, this
is not such an issue as those keys expire. However, it is obviously of greater concern if the
shared secrets were used for encryption; any messages encrypted using those keys would
no longer be confidential. It may therefore be a requirement to limit this risk by replacing the
node private keys.

The use of public key cryptography in BKE/D allows new private keys to be generated on
nodes and the corresponding public keys to be exchanged over the network without privacy;
it is a natural result of using Diffie-Hellman. It is sufficient security to use key material that is
derived from an existing shared secret for authentication of the transmission of the public key
to the sink; the shared secret will expire and the attacker will not be able to inject false public
keys later. By contrast, if the symmetric secret node keys in BKE/E and BKE/H need to be
replaced, it becomes necessary to provide confidentiality when those keys are transferred
to the sink. Use of the existing node keys would leave the system to vulnerable to forward
security issues, since the compromise problem outlined earlier would also compromise the
new keys. Thus, BKE/D is stronger in this respect.

Hash functions do not have the same level of security as ciphers. Ciphers have one input
for each output to permit decryption. Hash functions output a digest shorter than the input
and thus produce collisions. Output values can be generated by multiple input values. This
property can actually be a strength, if a strong hash function can be found. An attacker
can obviously launch a brute force attack, storing inputs that generate an identical shared
secret. But, then the attacker will have to repeat the attack with new data in order to reduce
the size of the stored inputs. This requires at least as much processing compared to an
attack against a cipher with only one result at the end. Note that these attacks require that

the attacker first breaks each shared secret in order to obtain data for the cryptanalysis. This
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is a challenge in itself.

5.7.2 Reduced Lifetime Ciphers

The relative efficiency of BKE and the short lifetime of the counter field may make some
options that are normally considered inappropriate more appropriate.

Broadcast Key Establishment can make it feasible to replace the keys more regularly
than may have been previously possible using unicast methods. This allows the use of
weaker end-to-end ciphers in some circumstances because the shared secrets (and thus
keys) are replaced more rapidly. It may also allow weaker key establishment ciphers to be
used, provided that the node static keys are not compromised. These two issues are now
discussed.

Shorter shared secret lifetime is possible if the shared secret need only remain secure
for a short duration. They become useless to an attacker after a period as short as several
hours if the keys are used solely for authentication purposes. There is little benefit in pro-
viding thousands of years of security, when a security level of several days would be more
appropriate and cheaper. Obviously the requirements are different for encryption.

A good cryptographic cipher is resistant to all attack except for a brute force attack. A
brute force attack involves testing every key. To illustrate the practicality of such an attack,
consideration can be given to the time required to simply generate all the key combinations,
without including the computation needed to test each combination.

Assuming a single machine can generate combinations at 1GHz (h = 1000000000), with
s = 31536000 seconds in a typical year, then the number of years y required to generate all

combinations of a b-bit key is:

2b

Y

A brute force attack thus takes about 3 x 10 years against a 256-bit key, about 10*? years
against a 128-bit key and about 584 years against a 64-bit key. By using parallel computing,
such an attack can complete faster; for example, if an attacker had access to a network of a
hundred thousand machines, then the time taken could be reduced by a hundred thousand.

Whilst the 64-bit key would be broken in a few days, the 128-bit key would still have 107 years
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of security.

The Universe is believed to be about 14 billion (1.4 x 10'°) years old [122], which is
shorter than the time required for both 256-bit and 128-bit keys, even with parallel computing.
It could therefore be argued that a 256-bit key is currently excessive, given that there are no
reports of unmodified 128-bit AES being broken faster than a brute force attack. Although
an increase in the number of parallel processors is possible by designing custom hardware,
the sheer scale required makes such an attack infeasible for the average attacker. There
are developments in fields such as quantum computing that may significantly reduce the
duration of such an attack, but these have yet to be realised.

Attackers are therefore forced to consider side channel attacks to obtain information
about the operation of the device or its key generation. Due to the use of offline key ex-
change and independent power sources on the sensor nodes, some security against this is
achieved.

The shared secret need only remain secure until the next round of BKE is initiated by
the sink. a few days of worst-case security may be acceptable under those circumstances.
Weaker ciphers such as DES, which allows a 56-bit key, might therefore still be considered
depending on the abilities of the attacker. Granjal et. al. have shown [35] that the use of
3DES can result in lower energy consumption when compared to AES. Another study [123]
evaluated algorithms such as Skipjack, XTEA and Twofish.

It is also possible to choose a weaker ECDH variant, but this may necessitate key-pair re-
placement. This is feasible in security terms since once the key-pair has been replaced, the
nature of ECDH means that there is forward security provided that the underlying authentica-
tion mechanism is secure at the time of re-keying. Obviously there is a higher communication
overhead involved as the new key material has to be sent to the sink.

Observe that the use of one-way hash functions can protect the node secret used to gen-
erate end-to-end keys if there is a concern about the node secret confidentiality. Although
the cipher used to generate keys and the one-way hash function need to be very secure,
these need only be used once per key update and can thus be more expensive than that

used for more regular operations.
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5.8 Denial-of-service and Resource-draining Attacks

By introducing arbitrary values during the key broadcast phase, an attacker can cause gen-
uine nodes to recalculate their shared secrets. This does not allow the attacker to inject data
at the sink, but it does cause three problems.

Firstly, the nodes replace real keys with false keys preventing authenticated commu-
nication (denial-of-service). Second, the nodes expend valuable resources in calculating
the new shared secrets (resource-draining). Third, nodes disseminate the false broadcast
throughout the network, causing the problem to spread.

There exist several methods for protecting BKE from denial-of-service by adding authen-
tication to the broadcast. Unfortunately, each of these methods is also vulnerable to attack.
These attacks stem from the limited resources provided to WSN nodes, so acceptable ap-
proaches for other types of network do not apply.

In physical intrusion detection systems it is useful to be aware of electronic attacks.
Alarms can be generated or security personnel can be sent to the site of attack. Thus, there
might be little motivation to incorporate broadcast authentication. Other systems, however,
may benefit from such protection or additional forensic information might be useful.

The first option is public key cryptography. If the sink signs the broadcast with a private
key, nodes within the network can authenticate that signature by using the corresponding
public key. This method avoids the establishment of false keys, but it still leaves the nodes
vulnerable to resource-draining attacks (via the signature verification function) as well as at
least doubling the cost of Phase 2.

Another option is to use a time-delayed broadcast authentication protocol such as 4 TESLA
[70]. The basic principle of 4 TESLA is that data is broadcast, cached by all nodes, and then
authenticated using a key broadcast at the end of an epoch. The main issue with 4 TESLA
is the cache®. It is impossible to determine if a message is genuine until the end of the
epoch, so there is potential for an adversary to flood the cache preventing the delivery of
genuine broadcasts. An adversary can thus prevent key establishment from taking place by
preventing message authentication.

A derivative of 4, TESLA is possible by directly broadcasting keys from the uTESLA key

25Time synchronisation is also required, which may in itself be a weakness.
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chain; these could then be used with the alternative symmetric BKE methods described in
Section 5.7.1. Since the keys are used directly, there is no broadcast payload to protect and
nodes would be able to immediately use the new key without depending upon a cache. This
approach would allow for broadcast authentication, provided that the full key chain could be
computed by the sink in advance. Any attacker would need to lack the computational power
to break the hash function at high speed. The design of public key cryptography means
that it is not feasible to generate a usable public key without first knowing the corresponding
private key; a key chain approach would therefore not be feasible for use with BKE/D. For
example, when the sink generates the key chain by hashing one public key into another, the
sink would not be feasibly able to compute the corresponding private key. The approach
may, however, be viable for use with BKE/E or BKE/H.

Finally, symmetric encryption could be used to deliver the broadcast, but it would require
the sharing of symmetric keys between multiple nodes in advance. This would be self-
defeating as it would lead back to the very key distribution approach that this work aims to
avoid.

The next chapter investigates the use of physical communication properties to exclude
attackers based on location and this is one approach to obtaining link-layer authentication
without using keys. Although the proposed method is a unicast mechanism, the increased
overhead of using unicast instead of broadcast on each hop may be an acceptable overhead
as it scales gracefully. For example, rather than sending a single broadcast, each node might
need to send a unicast message to each immediate child. This is still an improvement over

the sink needing to send a unicast message to each and every descendant.

5.9 Summary of Findings

Key distribution in a high security scenario has to support end-to-end authentication. Sym-
metric ciphers need to be used for efficiency reasons. Therefore, a key management proto-
col supporting confidentiality must be provided.

Such protocols must be able to handle the limitations of the WSN platform by limiting

energy use, reducing communication, avoiding excessive computational and handling mes-
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sage loss gracefully. Of the existing schemes available in WSNs, none efficiently provide for
these requirements.

Many WSNs comprise of a sink and a large number of nodes. All of the end-to-end
communication is between nodes and the sink. The use of a single broadcast message to
set individual keys, shared with the sink, is an attractive means to reduce communication
overhead. This in turn can assist with the other problems. For example, the use of a single
broadcast allows for efficient in-network caching of key material, which is beneficial when
compared with the loss-recovery burden required by unicast methods.

The use of Diffie-Hellman to provide the underlying key establishment allows the exploita-
tion of its natural confidentiality mechanism. The elliptic curve variant allows for shorter keys
and reduced computational time; these reductions benefit a WSN by reducing communica-
tion and computational overhead and are possible without sacrificing security strength.

BKE/D avoids the man-in-middle vulnerability in Diffie-Hellman by conducting half of the
exchange offline. The use of shared sink key material and individual key material on the
node is similar to some modes found in the commonly deployed TLS protocol. This provides
some security assurances.

The communication requirements of BKE mean that a less complex routing protocol can
be implemented that need only support two types of message: sink-initiated broadcast and
sink-bound unicast. The necessary routing data on each node can be reduced as there is
no need for node-to-node unicast.

The most expensive operation in elliptic curve cryptography algorithms is the scalar point
multiplication. This causes difficulty in task-based operating systems as resources are tem-
porarily blocked for many seconds. The use of task pre-emption is a useful mechanism to
handle this problem.

Comparison with the traditional unicast approach depends on the cost of the crypto-
graphic key establishment function and the cost of message transmission. Initially, BKE is
more expensive than the unicast cases, but grows linearly. In the unicast protocols, the
growth pattern depends on the network topology, so there is a benefit crossover point that
differs depending on the topology and cost. The scalar point multiplication in BKE, although

slow in the evaluated case, delivered better overall energy cost performance in chain topolo-
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gies of over 135 nodes compared to UKE.

Of concern is the energy cost on a critical node. Such a node is adjacent to the sink and
provides the sole route to the entire network. In this case, BKE has a static minimum energy
cost while the unicast case has a linear increase. Therefore, there is also a crossover point
in this case where BKE becomes beneficial. The cost of the cryptographic function defines
this point. In the case of BKE/D, as implemented, this crossover occurs at 67 nodes. If the
cryptographic function is sufficiently optimal, BKE/D becomes effective in smaller networks.

A real experiment was needed to obtain realistic communication performance data. Per-
formance in terms of transmissions, delay and loss depends on many factors. These include
the protocols, implementation, system limitations, radio interference and physical interfer-
ence by people. These experiments found the broadcast methods to significantly outper-
form unicast schemes in normal and lossy environments. Unicast schemes, in particular,
cannot benefit from simultaneous dissemination®®. The delay in keying the whole network is
therefore fundamentally related to the transmission schedule.

An effective method to provide reliable broadcast is to inspect report messages to check
to see if the broadcast was fully propagated. Any loss can be handled by retransmitting
the broadcast from any node, which is feasible as all nodes share the same broadcast. In
the practical evaluation, this method was found to outperform methods based on dedicated
acknowledgement messages in most environments.

Because BKE involves the pre-establishment of secrets, there is no need to necessarily
use Diffie-Hellman. DH was intended for use with nodes that have no such opportunity.
Therefore alternative key establishment functions can be used that are based on symmetric
functions. These provide significant performance gains but have different security properties.

Various optimisations are possible. BKE provides the opportunity to re-key the network
at more regular intervals. This allows the use of cheaper ciphers for end-to-end security
when they are used for authentication rather than encryption. The risk of faster compromise
of the shared secret is acceptable due to the regular re-keying and limited useful life of the
keys.

Finally, BKE does not have a built-in authentication mechanism. This is not necessary for

its core functionality as the node keys remain confidential and an attacker cannot establish

260bviously in scenarios where the keys need to be replaced on subsets of nodes, this is not such an issue.
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a shared secret with the sink for impersonation purposes. However, an attacker can exploit
this to waste resources and disrupt communication. Adding authentication to a broadcast
protocol in a resource-constrained environment is often self-defeating. This motivated the
remainder of this thesis to investigate physical-layer security in order to better protect from

such attack.

5.10 Conclusion

This chapter identified that there is a strong motivation for an efficient key establishment
mechanism in high security WSNs. The concept of Broadcast Key Establishment (BKE)
was introduced that uses a single broadcast message to set individual keys. This reduces
communication requirements, allows more resources to be used by the application, better
aligns with WSN communication patterns and balances energy consumption relating to key
management.

The Diffie-Hellman-Broadcast Key Establishment (BKE/D) was introduced as a specific
implementation of the BKE principle. The public key cryptography elements of BKE/D were
found to provide the necessary security strength and are feasible on the constrained comput-
ing platform. A theoretical evaluation firstly found that BKE/D provided benefits to network
lifetime due to the reduced communication overhead and better balances resources in the
network. A practical evaluation supported those findings. Potential alternatives to the Diffie-
Hellman variant and issues relating to resource-drain attacks were discussed.

The chapter has found that the concept of BKE is effective, secure and feasible in real
WSN deployments. However, the shortcomings of cryptographic protection were also iden-

tified, motivating the following work on physical layer security.



Chapter 6

Distance-Based Message Authentication

Cryptographic authentication is problematic in WSNs: it is susceptible to key com-
promise, requires key management and can be a target for denial-of-service and
resource-drain attacks. Providing additional authentication at the physical layer can
help to protect against these issues. A nhew generation of WSN communication transceivers
are now available that support time-of-flight distance measurement. This chapter in-
vestigates the exploitation of this feature for authentication purposes. By insepara-
bly integrating distance measurement with message transmission in certain environ-
ments, it is possible to authenticate messages based on distance rather than relying
on keyed authentication. Physical access control can be utilised to enforce a secure
zone where attackers are excluded. The electronic protocol then rejects messages
sent from outside that zone. This introduces a significant hardware-level challenge
for an attacker as they need to defeat the distance measurement. Since messages
are rejected early, before any cryptographic algorithm is executed, exposure to cryp-

tographic attack is significantly reduced.

6.1 Motivations

Distance-Based Message Authentication (DBMA) has several motivations relating to the
work described in former chapters. These centre on areas such as key compromise resis-
tance, authentication cost under normal and attack circumstances, key management over-

head, resource depletion attack and the use of existing physical limitations — like barriers

125
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and rules such as the speed of light — to strengthen defence.

The existing security schemes available for WSNs were reviewed in Chapter 4; most are
based on cryptography and provide good protection only if the keys remain secure. Once
a secret key has been compromised, it can be used to inject messages into the network.
Network security thus degrades when keys are obtained by an attacker. This problem is
particularly damaging if the keys are used at the link-layer; an attacker can potentially inject
messages using a compromised key, those messages are then provided with replacement
message authentication codes by peers and forwarded through the network. This was dis-
cussed in detail in Section 4.2.3. It is therefore desirable to either avoid keys completely or
to provide additional protection. Such an approach also goes a long way to offering credi-
ble protection against cryptanalysis, which is an infeasible threat rather than an impossible
threat. For example, cryptanalysis is possible if sufficient computational power and optimi-
sation is available. By contrast, Distance-Based Message Authentication is based on the
measurement of distance that, depending on the implementation, may be impossible to de-
feat with current technology.

Physical intrusion systems are also predominantly protected using cryptography, as Chap-
ter 2 shows. In the best case, sensors sign report messages using a secure key. Although
considerable effort is possible to implement tamper resistance and secure cryptographic
methods, this protection is meaningless should keys be compromised.

The difficulty in implementing cryptographic algorithms within constrained systems is a
known issue, see Chapter 4 for examples. Existing work aims to improve efficiency of cryp-
tography by employing dedicated hardware or optimised algorithms [22, 62, 124, 37]. This
makes cryptographic approaches feasible but the situation is still less than ideal; especially
when resources are so limited that they can be a target for attack.

The management of keys in a sensor network is also not straightforward since it requires
the secure generation and distribution of keys for all nodes. This can consume scarce band-
width and energy resources, as investigated in Chapter 5. Avoiding this overhead and the
associated security risks is beneficial.

Finally, denial-of-service attacks against security protocols are a worthwhile attack vector

in WSNs due to the minimalist nature of the nodes. An attacker can carry out small-effort
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Figure 6.1: DBMA secure zone.

attacks that are insignificant in conventional networks, but cause significant problems for
WSNs. One example is the attack against resources used to carry out message authenti-
cation; by injecting unauthorised messages, the attacker can force the use of cryptographic
algorithms before messages can be discarded. An additional layer of security is thus desir-

able.

6.2 Principle of Distance-Based Message Authentication

DBMA exploits the new generation of communication transceivers that support distance
measurement. In networks, where a secure zone can be enforced to prevent entry by an
attacker or his devices, the distance between nodes is a useful authentication parameter. It
is most useful if it can be measured during, and inseparably from, message transmission.
This concept is called Distance-Based Message Authentication (DBMA).

Consider a network with two nodes, A and B, that have the Euclidean distance of 5m. A
secure zone could be constructed, with a guarded barrier?”, using the union of two circles
with radius 5m drawn around A and B, as shown in Figure 6.1. Using DBMA, nodes A and
B can reject communication from further away than 5m by using a set threshold. Thus an
external attacker is unable to inject messages and this protects against attack.

DBMA is obviously only useful in scenarios where potential attackers can be excluded

2’There are issues concerning accuracy which must be considered when placing the barrier, this is discussed
in Section 6.9



CHAPTER 6. DISTANCE-BASED MESSAGE AUTHENTICATION 128

Acceptable
Distance

Physical Boundary

Figure 6.2: DBMA secure network.

from the WSN deployment area. This is certainly not possible in all WSN deployments;
however, deployments do exist where physical access is restricted and monitored. Examples
include some physical intrusion detection system scenarios (see Chapter 2), but can also
include military and industrial deployments. Figure 6.2 shows how a physical boundary could
be erected around a deployment.

In these scenarios DBMA prevents injection of messages from attackers located outside
of the WSN deployment area either as an additional layer of defence to increase protection
levels or as a complete replacement for cryptographic authentication mechanisms. DBMA
does not require costly ongoing key management and this chapter shows that it can reduce

the cost of rejecting unauthorised messages.

6.3 Research Problems

Any implementation of DBMA will need to satisfy the following properties. Several of these

properties relate directly to security, whilst others are related to accuracy and integration.
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Lower Bound An attacker should not be able to reduce the distance measurement, as this

would make the concept of a boundary meaningless.

Forced Participation The attacker must be forced to participate in distance measurement
and not be able to fool the receiver into conducting distance measurement with a dif-

ferent, genuine, node.

Inseparable Integration The exchange of a message must be integrated such that it is not
possible for an attacker to send a message without also participating in the distance

measurement process.

Sufficient Accuracy A sufficient resolution is needed to ensure that the system can posi-
tively identify whether a node is inside or outside the secure area. The accuracy also
has an impact on the necessary secure zone area requirement, as discussed in later

sections.

Feasible Area Requirement The secure zone area requirement should be as minimal as

possible since maintaining larger plots of land is expensive.

Feasible Energy Overhead The energy cost of the scheme should be comparable to tradi-

tional cryptographic authentication and out-perform its energy cost when under attack.

MAC Protocol Integration DBMA makes extensive use of the lowest layers, it should be

easy to integrate it with the MAC and PHY layers.

These problems are handled in the coming sections. Section 6.5 addresses the prob-
lems of inseparable integration and secure distance measurement by proposing the Round-
Trip-Time Message Authentication Protocol (RTTMAP). The analysis of the feasibility of the
energy overheads, security and MAC integration is the role of Section 6.6. The accuracy
of the system and the impact on the safe area requirements is the topic of Section 6.9 that

uses an implementation to obtain accuracy data and considers optimisation methods.



CHAPTER 6. DISTANCE-BASED MESSAGE AUTHENTICATION 130

6.4 Secure Ranging

Cryptography is not the only approach to message authentication possible in a WSN. Phys-
ical layer security has been shown to provide enhanced security. One example [100] inte-
grates keys with error correction codes. Others can be found in Section 4.4. By applying
security at this layer, it is harder for an attacker to successfully deliver messages to genuine
nodes. It is thus much harder to attack cryptography applied at the higher layers.

Secure ranging is an established WSN research area for positioning applications [101]
and smart-card proximity verification (see Chapter 4). It has not been previously used for
the purpose of message authentication in WSNs.

In order to be considered for use in DBMA, a secure ranging technique needs to satisfy
two criteria. Firstly, it must not be possible for an attacker to participate in a measurement
and reduce the distance measurement below that in reality. Second, the technique must be
applicable without involving third parties and negotiation; this would be self-defeating since
additional communication would be required and this too would need to be secured.

Whilst it is possible to use ultrasound [125] for secure ranging, obtaining range measure-
ments using the radio transceiver eliminates the requirement for additional security hardware
and allows transmissions to be coupled with ranging. There are several methods that can

be used to measure distance using radio frequency (RF) methods.

RSSI Received signal strength indication (RSSI) is generally indicative of distance and is
widely supported. However, RSSI is widely regarded as unreliable [104], and in the
context of DBMA, it is unsuitable. An attacker can increase transmission power at
will. Therefore, an attacker is able to artificially decrease distance measurements and
appear to be located in the secure area. Countermeasures exist if clusters can be
used [126], but this is not feasible in the context DBMA since it would require multiple

parties and negotiation.

NFER Near-field electromagnetic ranging (NFER) exploits the gradual phase convergence
of the electric and magnetic waves within half a wavelength from the transmitter. This
can be measured [127] and used to determine range. It also has the interesting prop-

erty that both fields become phase matched once the signal has propagated more
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than half a wavelength from the transmitter. Thus there is no repetition that might be
exploitable by an attacker; for example, he cannot appear to be within half a wave-
length if he is not physically located within that region. Unfortunately, for the same
reason, NFER is only usable if nodes can be positioned within half a wavelength of
each other. The common frequency for WSN devices is 2.4GHz, which has a wave-
length of only 12.5cm. It is not feasible to place devices this close. A frequency in the
HF band is therefore necessary, such as 7.5MHz with a wavelength of 40m. NFER has
the advantages in that it can be directly measured by the receiver and is sent from a
single source. To be usable in a security setting, it has to be proven that an attacker
cannot modify the phase relationship at the transmitter and that the attacker cannot re-
move the non-repetition property. NFER also has more specific antenna and receiver
requirements, such as separate phase measurement of the two fields; these functions

are yet to be provided in WSN class hardware.

Timing-based Timing-based schemes fall into three areas, all based on the near-constant
propagation delay of a radio signal. Although radio signals can be delayed, they cannot
currently be accelerated beyond the speed of light limitation. This gives the approach

useful security properties. There are three general approaches:

ToF Time-of-Flight (or “ToF’), measures the propagation delay between message trans-
mission and message reception to obtain the range. ToF requires that the clocks
of both nodes are synchronised, which is difficult to achieve securely and with suf-
ficient accuracy. ToF also requires that the sender include a time-stamp in each

message, therefore requiring trust. Manipulation is therefore possible.

TDoA Time-Difference-of-Arrival (or “TDoA’) involves the transmission of pulses from
multiple synchronised transmitters. The receiver can measure the difference be-
tween the arrival of each pulse and use multi-lateration to determine position.
TDoA has been employed in the Loran-C marine navigation system [128] since
World War Il. Loran-C measures the phase difference between these pulses to
obtain a position. Sallai et al. [129] have implemented this in a WSN. TDoA
does avoid the need for the time synchronisation between the sender and re-

ceiver; however, the pulses need to be sent from multiple transmitters or anten-
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nae. Given that using multiple nodes to send a message is self-defeating — secure
link-layer negotiation would be needed — and that having multiple antennae suf-
ficiently spaced is impractical, TDoA cannot be considered. TDoA can also be
implemented in reverse, where a single transmission is measured by multiple par-
ties; unfortunately, this is still self-defeating due to the need for multiple receivers.
It might be acceptable in scenarios where single-hop communication and multiple

receivers are possible.

RTT Round-Trip-Time (or ‘RTT’) is similar to ToF. In RTT a PROBE message is sent to
the other node and returned as a RESPONSE message. A timer is started when the
PROBE is transmitted and then stopped when the RESPONSE has been received.
The delay is taken directly from the timer, thus RTT does not require time-stamps
or clock synchronisation. RTT is thus harder to manipulate and can therefore be

considered since it only involves the communicating parties.

RTT exploits the interesting property that RF communication operates using a fixed prop-
agation speed, the speed of light; this cannot be accelerated by an adversary due to the laws
of physics. Although this property prevents acceleration, it is still necessary to ensure that
a malicious responder cannot respond early. Such a response would reduce the distance
measurement. Part of this problem can be eliminated by including a nonce (unpredictable
value) in the PROBE message that must also be included in the RESPONSE. This princi-
ple, known as secure round-trip-time, has been applied for other purposes [130], but not for
message authentication in WSNs. The other part of the problem lies in the transceiver and
low-level implementation. These are implementation issues and do not have an impact on
the general idea, but they must be addressed in production environments.

Older WSN standards using conventional modulation techniques such as phase-shift-
keying (PSK) or frequency-shift-keying (FSK) did not perform well in RF ranging as they
struggle to identify pulse edges in reflective environments, which is a key requirement when
measuring time delay. The newer |[EEE 802.15.4a standard, for use in wireless sensor net-
works, includes a number of new modulation amendments. These include ultra-wide band
(UWB), chaotic spread spectrum and chirp spread spectrum (CSS). These technologies of-

fer a number of benefits that improve radio ranging. CSS is particularly interesting because it
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Figure 6.3: RTTMAP message exchange.

still operates in the ISM 2.4 GHz band, unlike the other schemes that use much more spec-
trum and thus require different antennae and significantly different hardware. New low-power

transceivers have recently emerged [131] that support CSS and built in RTT ranging.

6.5 Round-Trip-Time Message Authentication Protocol

To satisfy the need for link-layer distance-based message authentication, the existing se-
cure RTT measurement technique must be inseparably integrated with link-layer message
exchange. An attacker must not be able to send a message without also participating
in the secure RTT measurement. The Round-Trip-Time Message Authentication Protocol
(RTTMAP) is believed to be the first protocol that satisfies this requirement.

RTT is self-defeating if it is measured at the sender, since the measurement data would
need to be sent to the receiver and separately authenticated, thus the RTT principle can
only be measured at the receiver side. Some form of trigger is therefore needed to inform
the receiver of the intention to exchange a message.?® RTTMAP implements the required
facilities.

The transmission of the payload must be linked to the ranging process securely and
without using keys. RTTMAP utilises a hash function as the link. The hash is computed over
the payload, sent as part of the trigger and then verified by the receiver when the payload

becomes available. Since the payload is sent as part of the ranging process, this procedure

28Care is needed when reading this section as both the sender and receiver perform both sending and
receiving.
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ensures that the ranging cannot be detached from message transmission.

During network planning, each node is configured with a distance threshold value r that
is determined by the deployer. r is set such that all neighbours with which the node shall
communicate are closer than r. Nodes that are excluded from communication are assumed
to be always further away than r. r has to include any measurement error, as discussed in
Section 6.9.

A sender first transmits an INIT message (the trigger) to the receiver, signalling a pend-
ing data transmission. The receiver responds with a PROBE message that, upon reception,
triggers immediate transmission of the DELIVERY message by the sender. Thus, the receiver
is able to compute distance from a round-trip-time measurement using the PROBE and DE-
LIVERY messages.

The sender maintains a counter, which is used to generate counter values for use in mes-
sages to prevent replay attack. The counter is not critical to meeting the security objectives
discussed in the next section, but it does help to prevent attackers from building a dictionary
of known messages and commitments.

RTTMAP requires the following three phases for each message exchange (see Fig-

ure 6.3).

1. The sender adds a fresh counter value i to message M. A commitment is computed,
over the whole message (including i), using the hash function: ¢, = h(M). ¢y, is sent

to the receiver.

2. The receiver caches c;; and creates a fresh nonce n. n is sent to the sender as timer

t is started.

3. The sender returns M|n to the receiver. The receiver takes a timer reading ¢ to cal-
culate distance ’. The receiver recovers M from the response. M is accepted only if

r’ <=r,iis fresh, and ¢y, = h(M).

The hash commitment ¢, prevents an attacker from hijacking the exchange, the nonce n
prevents an early response during ranging, and finally, the timer value ¢ allows for distance

measurement. The security reasoning behind this approach follows in the next section.
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6.5.1 Security Objectives of RTTMAP

The use of secure RTT prevents an attacker from pretending to be within the acceptable
radius r during the ranging process. However, it is necessary to securely link this to all
control messages to avoid problems such as the hijack of ongoing message exchanges or

denial-of-service. The security design of RTTMAP aims to avoid the following problems:

(1) Cache Reset Attack An attacker injecting malicious INIT messages in response to gen-

uine INIT messages hoping to prevent authentication by resetting the cached c,.

(2) Timer Reset Attack An attacker repeating the INIT message, hoping to reset the timer,

achieving a lower distance measurement and successful authentication.

(3) Opportunistic Hijack Attack An attacker opportunistically sending DELIVERY messages,
after overhearing an INIT message, in the hope of injecting a false message without

properly participating.
(4) Resource-drain Attack An attacker participating solely to waste resources.

Problems 1 and 2 are avoided since nodes do not accept messages unless they are in
the state where they are expected to arrive. Thus, the cached c¢,, and timer ¢ cannot be
changed until a DELIVERY message has been received or a timeout has occurred. Problem
2 is additionally avoided since the changing nonce prevents an attacker from recording valid
responses and replaying them.

Problem 3 is avoided since RTTMAP sends a one-way hash c¢,,, rather than the actual
message M in the first phase. An attacker is thus forced to participate in all earlier stages of
the protocol. A DELIVERY message cannot be sent without first computing a hash collision
within a few milliseconds and is thus infeasible. Problem 3 is mainly prevented by the secure
ranging process, but this countermeasure prevents problems if an attacker is able to inject
data whilst another node is transmitting.

Problem 4 is avoided gracefully (see Section 6.7), the authentication steps in phase 3 are
deliberately designed to leave the invocation of the hash function until after an acceptable
distance measurement is taken. Later in the chapter it is found that this results in lower

attack costs.
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There is one problem that RTTMAP does not solve and which requires management.
RTTMAP is not resistant to a relay attack. In a relay attack, an attacker will plant a device
within the network and then use it to relay messages from outside. The objective of this
attack is to bypass the distance measurement. This attack can be prevented by checking for
such devices, which is a viable option in some deployments where strict security is already

in place. In other scenarios, the use of end-to-end authentication can mitigate this risk.

6.5.2 Security Concerns of RTTMAP

RTTMAP relies on a secure ranging mechanism. Such implementations need to tackle the

following possible attacks:

(A) Modulation Overwrite Attack If an attacker injects data at the modulation level to over-
write the h and M in a genuine exchange, he can bypass the security mechanism by
hijacking an existing exchange. The requirements for this attack are harsh. An attacker
needs to detect the start of a transmission, then be able to overwrite bytes and gener-
ate a valid checksum with only a few microseconds notice. The issue could be avoided
using XOR functions to combine the payload and nonce, thus overlaying the fields and

preventing over-writing attacks.

(B) Fast Response Attack If an attacker reduces the turnaround time in his hardware, then
the timing measurement at the Receiver is lowered without breaking the speed of light

constraint. An attacker need only reduce the turnaround by a few nanoseconds.

(C) Modulation Trickery Attack If an attacker can fool the demodulation systems at the Re-
ceiver, a late response can be delivered without detection. An attacker would need to
specially design a transceiver system to deliver the several nanosecond benefit neces-
sary to throw off a measurement by several metres. This attack is interesting because
any such compromise can potentially be adopted by friendly parties, although at high

cost. Like issue A, the use of XOR combination can help to prevent this problem.
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| Purpose Name Units |
RTTMAP INIT frame length l; bytes
RTTMAP PROBE frame length L bytes
RTTMAP DELIVERY frame length (min) [, bytes
RTTMAP DELIVERY frame length (max) [z bytes

Table 6.1: RTTMAP frame lengths.

6.6 MAC Protocol Feasibility

This section performs an initial feasibility analysis focusing on the MAC layer. This informa-
tion is essential because the remaining sections of this chapter rely on this to make further
evaluation. Three areas are investigated. First, the integration challenges are identified
where RTTMAP is applied at the MAC layer. Second, the delay incurred when passing a
message using RTTMAP is calculated. Finally, the maximum theoretical channel throughput

possible, when RTTMAP is utilised, is determined.

6.6.1 Frame Format Assumptions

The analysis that follows is sensitive to the length of each frame. Therefore, it is necessary
to define this length. The precise frame format is obviously an implementation issue, but
RTTMAP has minimum requirements. RTTMAP has three frame structures, one for each
phase of the protocol, and the minimum envisaged are shown in Figure 6.4.

All structures include 2-byte source and destination addresses with a 1-byte type field
used to differentiate the frames.

INIT messages require one extra field; the commit field (4 bytes) that contains the trun-
cated output ¢y, of hash function h(). The total length /; thus is 9 bytes. PROBE messages
require one extra field, the 4-byte nonce field. The total length [, is thus 9 bytes. DELIVERY
messages require three extra fields. The nonce field is 4 bytes long, containing the nonce
delivered by a PROBE. The 2-byte CRC field contains a checksum. There is no length field as
the PHY layer has a length field. The payload is a maximum of 244 bytes, because the PHY
length field only supports an overall length of up to 255 bytes. The total length is therefore

between [, = 11 and I, = 255 bytes.
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0,1,2,3,4,5,6,7]/0,1,2,3,4,5,6,7

INIT

0,1,2,3,4,5,6,7/0,1,2,3,4,5,6,7

SOURCE

DESTINATION

TYPE

COMMIT. ..

.. .COMMIT

0,1,2,3,4,5,6,7/0,1,2,3,4,5,6,7

PROBE

0,1,2,3,4,56,7|/0,1,2,3,4,5/,6,7

SOURCE

DESTINATION

TYPE

NONCE. ..

.. .NONCE

DELIVERY
0,1,2,3,4/5,6,7/0,1,2,3,4,5/6,7/0,1,2,3,4,5/6,7|0,1,2,3,4,5/,6,7
SOURCE DESTINATION
TYPE NONCE. ..
.. .NONCE
DATA®
CRC

Figure 6.4: RTTMAP frame structures.
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6.6.2 MAC Protocol Integration

RTTMAP involves close interaction between lower layers in the network stack, alongside
existing functionality such as framing and addressing, to enable ranging to be carried out.
RTTMAP also requires three frame transmissions to exchange a message, one of which
must be sent in real-time. Since the primary function of a MAC protocol is to control access
to the shared communication medium, it must be evaluated if, and how, RTTMAP affects, or
is affected by, this functionality.

RTTMAP can be integrated with a scheduled protocol easily since the scheduling per-
mits channel exclusivity and avoids the need for clear channel assessment®®. The fact that
RTTMAP uses three frames per message makes no difference in this respect, but the slot
length must be sufficiently long for all three frames to be exchanged.

Where contention is necessary, a contention-based protocol will be needed. Such pro-
tocols that avoid collision by using clear channel assessment (CCA) present a challenge:
CCA cannot be carried out immediately before transmitting a DELIVERY frame. The CCA
would delay the frame and break the secure timing mechanism. CCA can, therefore, only
be carried out before transmission of INIT and PROBE frames and the CCA period has to be
extended to provide coverage of all the frames in an exchange.

This extension of the CCA period works because there is a guarantee that a successful
message exchange involves transmissions by both the sender and receiver. This guarantee
is similar to that within the RTS/CTS concept, described in Appendix C. RTS/CTS — normally
used to avoid the hidden terminal problem — also avoids the need for CCA before the final
frame is transmitted; this is because any nodes overhearing the RTS or CTS frames will
back off. Thus, RTTMAP exploits this benefit offered by a RTS/CTS MAC protocol, provided

the CCA period is sufficiently long to encompass the message exchange.

6.6.3 Theoretical Channel Occupation and Throughput

RTTMAP involves greater use of the channel. The achievable throughput depends on the
contention handling protocol, but channel occupation first needs to be found. This is needed

to determine the slot length in contention-free protocols or the maximum throughput in other

29 Assuming, of course, there is no significant interference.
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protocols.

The channel occupation time must encompass the modulation and propagation of the
three transmissions.

The maximum frame sizes (in bytes) for the INIT, PROBE and DELIVERY messages are
li =9,1, =9and ly = 255 bytes respectively. (See Table 6.1.) The resulting modulation
durations are 120us, 120us and 2088us based on a modulation duration d, = 8us per byte
and d, = 48us of preamble overhead®®. The maximum total delay purely in modulation is
thus 2328us, of which 240us (just over 10%) might be considered overhead.

Assuming a maximum range of r, = 300 metres, it is necessary to add approximately 3us
for radio propagation time (as there are 3 exchanges). Thus the shortest occupation time,
and thus shortest epoch duration, is 2331us. This figure does not include turnaround delays
or computation. The estimated epoch duration, based on these figures is taken as 2.5ms,
which is used for subsequent calculations.

Under maximum load, with perfect synchronisation, the maximum channel throughput
would be approximately 400 exchanges per second. If nodes need to transmit once per sec-
ond, this performance would seem adequate on the basis that having 400 nodes in overlap-
ping space has barely been realised yet. WirelessHART, for example, provides 100 timeslots
per second [45]. Obviously these values depend on how any necessary computation is han-
dled (i.e. concurrently or consecutively). Additionally, the variables and transmission power

can be manipulated to alter this performance.

6.6.4 Summary of Findings

The issue of MAC protocol selection is intricately tied to the contention-handling model im-
plemented by the MAC protocol. RTTMAP has minimal impact on channel reliability when
a scheduled MAC protocol is implemented; this is because of exclusive access to the chan-
nel during scheduled access. Performance in a contention-based environment is less ideal
because of the difficulty in implementing clear-channel assessment in low-power protocols.
Thus RTTMAP is likely to benefit from a scheduled MAC protocol, even though the overhead

will be greater in terms of time synchronisation and channel occupation.

30Assumes a 6-byte PHY overhead, as discussed in Section 3.3
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| Name Purpose Units |
F, Energy cost of sending a full message mAs
F, Energy cost of receiving a full message mAs
H, Energy cost of a receiving a malicious message mAs
h Energy cost of hashing one frame mAs
e Energy cost of cryptographically authenticating one frame mAs
t Energy cost of transmitting one frame mAs
r Energy cost of receiving one frame mAs

Table 6.2: RTTMAP energy analysis components.

The NA5TR1 transceiver, with the minimum headers needed for RTTMAP to operate,
is able to carry out the message transfer in less than 2.5ms. This allows for a maximum
theoretical throughput of approximately 400 messages per second. The actual increase in

channel occupation can be as little as roughly 10%.

6.7 Energy Analysis

Resource-drain attacks aim to deplete node resources, primarily in terms of energy. Before
considering RTTMAP as a countermeasure against denial-of-service attack, some initial
feasibility questions must be answered about the energy performance of the protocol, both
when used by friendly parties and when it is attacked itself. This has to be compared with the
conventional approach of using cryptographic message authentication. This section aims to
answer the question: is the protocol feasible to begin with, and how does it compare to the
conventional (cryptographic) approach when under attack? First, the component parts of

each energy evaluation are defined, then the methods and results are discussed.

6.7.1 Performance Components

To carry out the energy cost analysis, the analysis values shown in Table 6.2 have to be
computed using variables that correspond to the hardware and implementation characteris-
tics. The energy cost of sending, or receiving, a full message comprises of all the actions
required; this includes the transceiver cost for the necessary frames and the cryptographic
cost. h, e, t and r are used as components within the full costs.

As these values have to be computed on frames, the minimum frame lengths are needed;
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INIT or PROBE DELIVERY min DELIVERY max Full Slot EP
li=1,=9bytes [; = 1lbytes lg = 25bbytes  2.5ms 100ms avg.
- hqg = 0.0199918 hgy = 0.034827
- eq = 0.0020976 ey = 0.0335616
t; =1, =0.0036  t; = 0.00408 ty = 0.06264 ts =0.070 t,=3
r; = rp = 0.00408 7y =0.004624  ry = 0.070992 1, =0.085 1, =34

S &+ 0

Table 6.3: RTTMAP and conventional theoretical energy cost components for
NA5TR1/MSP430. All figures in mAs.

these were specified in Section 6.6.1. The other dependency relates to the hardware, the
NA5TR1 from Nanotron (see Section 6.8) is combined with the MSP430 microcontroller,
resulting in an architecture similar to the Tmote Sky [132] sensor node for comparison pur-
poses.

Table 6.3 shows the performance expected for each operation. The method for obtaining
each of these figures was explained in Section 3.2. The following factors have been consid-
ered. For encryption, AES-256 is a 16 byte block cipher, thus the payload length must be
rounded up to the next multiple of 16; therefore [; = 16 and [, = 256 in the calculation of e.
For the raw transmit or receive cost of INIT, PROBE and DELIVERY frames, the size used is
increased by 6 bytes for PHY overhead in the NA5TR1 transceiver. The cost for a full slot
and the average low-power MAC protocol extended preamble (EP) is also included as this
is required below.

The normal and attack costs, for RTTMAP and the conventional cryptographic approach,
are comprised of different combinations of the values presented. Each is now handled sep-

arately.

6.7.2 Normal Transmission Performance

To transmit a message using RTTMAP, the sender has to execute the hash function once
and then participate in the three-way handshake to exchange the message. The sender
needs to keep the transceiver active until the DELIVERY frame is sent as it needs to be ready
to respond to the PROBE frame; the duration is therefore taken as the estimated minimum
channel occupation of 2.5ms computed in the previous section. In the minimum case, a
full-length payload is not transmitted and therefore the full slot is not used; hence, the trans-

mission time for the payload (ry — ;) is subtracted. Since the transceiver needs to both send
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Protocol Payload LP Preamble Ei Fy
mAs mAs

RTTMAP Minimum No hg+rs— (rg —1q) 0.0386238
RTTMAP Minimum  Yes hg+t,+1rs— (ra —rq) 3.0386238
RTTMAP Maximum No ha + 7, 0.119827
RTTMAP Maximum Yes hay +tg + 1 3.119827
Conventional Minimum No eq+tg 0.0061776
Conventional Minimum Yes eq+ty 3.0020976
Conventional Maximum No eq + ta 0.0962016
Conventional Maximum Yes eq + ts 3.0335616

Table 6.4: RTTMAP and conventional theoretical energy cost calculation for transmission
(mAs).

and receive during this time, r, is used instead of ¢, for simplicity and as it is more expensive.
Where an extended-transmission power-saving MAC protocol is in use, the average epoch
duration (100ms) has to be added (this concept is discussed in Section 3.3).

In the conventional approach, the sender has to apply a cryptographic authentication
function and then need only transmit the DELIVERY frame. The delivery frame can be embed-
ded in the LP preamble if used, otherwise a raw transmission can be used. The necessary
authentication data takes the place of the nonce in the DELIVERY message.

The transmission costs can be computed as shown in Table 6.4. The actual costs based
on the reference platform are shown. It is not difficult to see that RTTMAP is more expensive

than the conventional approach in all cases, this issue is discussed below.

6.7.3 Normal Receive Performance

To receive a message in RTTMAP, the receiver will activate the transceiver and leave it active
until the end of the DELIVERY frame is received; this is necessary due to the ranging process.
Again, as with transmission, the receiver will need to both transmit and receive during this
time; the receive cost r, is used instead of the transmit cost ¢, for simplicity. The receiver will
then execute some basic logical operations, using the timer for example, and then execute
the hash function. If a power-saving MAC protocol is in use, the average epoch duration can
only be omitted if there is a mechanism to recover, and signal delivery, of the INIT message
early. This assumption is made below.

To receive a message in the conventional case, the receiver will need to activate the
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transceiver to receive the message and then run the cryptographic hash function. Where
a power-saving MAC protocol is in use, the average epoch duration is omitted since the

protocols usually allow the receiver to recover the frame before the end of the epoch.

Protocol Payload LP Preamble Er Er

mAs mAs
RTTMAP Minimum  N/A hg+rs— (rg —rq) 0.0386238
RTTMAP Maximum N/A ha + 74 0.119827
Conventional Minimum  N/A eq+Taq 0.0067216
Conventional Maximum N/A eq +ra 0.1045536

Table 6.5: RTTMAP and conventional theoretical energy cost calculation for normal recep-
tion.

RTTMAP (min. payload) b

RTTMAP (max. payload)

Protocol

® Communication
Conventional (min. payload)

0 0.02 0.04 0.06 0.08 0.1 0.12 0.14
Energy Cost F, mAs

m Computation

Figure 6.5: RTTMAP and conventional theoretical energy cost comparison for normal recep-
tion.

The reception costs can be computed as shown in Table 6.5. Again, RTTMAP is more
expensive than the conventional case. For an empty payload, RTTMAP is about 6 times
more expensive; for a full payload, RTTMAP is about 15% more expensive. The reason
for this performance difference can be visualised in Figure 6.5. RTTMAP requires greater
channel occupation in order to transmit the INIT and PROBE frames; thus, for a given payload
length, RTTMAP can never be cheaper in terms of communication than the conventional
case.

This performance means that RTTMAP is always more expensive than the conventional
case, in these protocol conditions, under friendly circumstances; the performance under
attack is different and is considered in the next section. It is important to realise that one of
the motivations of RTTMAP was to protect expensive functions higher in the network stack.

For example, if an elliptic curve scalar point multiplication is invoked by an attacker then it
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might cost 114 mAs; this energy drain would be hundreds of times more than the maximum
RTTMAP cost, see Section 3.2. Investing additional energy in regular communication may

be worthwhile if it protects from such greater energy drain.

6.7.4 Energy Performance under Attack

When under attack, the actions of the receiver will differ depending on the type of attack
employed and the protocol in use. RTTMAP can be attacked in the following principle ways,

which demonstrate further penetration into the mechanism exposed at the receiver:

Attack 1 The attacker will inject arbitrary INIT messages and respond to the resulting PROBE
messages in order to use the correct nonce. Obviously, the timing mechanism will
expire and the message will be dropped. The hash function is not executed and the

receiver can return to a sleep state early.

Attack 2 The attacker injects arbitrary INIT and PROBE messages in quick succession to
try to beat the timing mechanism. The attack stops at the nonce check (a simple
comparison) since the attacker cannot feasibly (232 combinations) obtain the nonce in

advance. The hash function is therefore not executed.

Attack 3 The attacker carefully injects a partial DELIVERY message during an existing ex-
change (hijack attack). The nonce in the genuine message is not altered. The receiver

will execute the hash function, which fails, but expends resources in doing so.

The hash function is only executed in attack 3. In that case, the cost will be equal to a
normal message exchange. The difficulty of carrying out this attack is expected to be very
difficult, and it relies on an existing exchange being underway; it is expected to be easier to
simply jam the channel. In all other cases, the hash function is not executed. In attack 1
the node can shut down the transceiver early, avoiding energy waste. The maximum cost is
therefore equal to a normal message exchange.

In the conventional case, the attacker is left with injecting arbitrary messages. The full
overhead is required since the message cannot be rejected until the cryptographic result
is known. This means that the energy consumption is formed of the full reception period,

followed by the hash function execution.
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The reception costs under attack can be computed as shown in Table 6.6. As with the

previous two sections, r is used instead of ¢, despite the transceiver using less energy whilst

transmitting.

Protocol Payload LP Preamble , H,

mAs mAs
RTTMAP Attack 1 Minimum  N/A Ty — T 0.014008
RTTMAP Attack 1 Maximum N/A Ts —Tq 0.014008
RTTMAP Attack 2 Minimum N/A rs — (rg — rq) 0.018632
RTTMAP Attack 2 Maximum N/A Ts 0.085
RTTMAP Attack 3 Minimum  N/A hg+7rs— (rg —rg) 0.0386238
RTTMAP Attack 3 Maximum N/A hg + 1 0.119827
Conventional Attack Minimum  N/A rq + €4 0.0067216
Conventional Attack Maximum N/A T + eq 0.1045536

Table 6.6: RTTMAP and conventional theoretical energy cost calculation for malicious re-

ception.

RTTMAP Attack 1 (min. payload)

RTTMAP Attack 1 (max. payload)

RTTMAP Attack 2 (min. payload)

RTTMAP Attack 2 (max. payload)
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RTTMAP Attack 3 (max. payload)

Conventional Attack (min. Payload)

Conventional Attack (max. Payload)
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Figure 6.6: RTTMAP and conventional theoretical energy cost comparison for malicious

reception.

The results show that the benefit depends on the type of attack launched, and the size

of the payload. This is shown graphically in Figure 6.6. With the smallest payload, an attack

on the conventional protocol causes less energy wastage than one against RTTMAP; at first

sight this seems to represent bad performance, but an attacker has the option of injecting

a full payload to extend transceiver reception and computation time. The conventional case
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then performs much worse in attack 1; RTTMAP is able to use under a fifth of the energy in
rejecting those attacks. This theoretically means that a node could preserve its resources
for five times longer if it uses RTTMAP when under such an attack.

In attack 2, RTTMAP avoids use of the hash function, and so is cheaper than the con-
ventional case that must run the cryptographic encryption function.

In attack 3, RTTMAP is still outperformed by the conventional case, although only by
about 10%. However, attack 3 requires a significant level of attack skill on a repeated basis
as it is only possible when the receiver is involved in an existing (genuine) exchange. It is
therefore not a vector that can be used for arbitrary injection, unlike the conventional case.

The performance of the hash function implementation could be improved to counter this
problem. Alternatively, a weaker hash function could be used since the hash need only
remain secure for a fraction of a second, at most. Considerable effort and luck is likely to be
required by the attacker to break even a weaker hash function, in the time available. Also,
the attacker will need to repeat the effort to repeat the attack.

By contrast, the encryption function cannot be replaced with a weaker cipher without
compromising security. Keyed protocols may reveal the key following a compromise and
thus become totally useless after just one successful attack. This is a strength of RTTMAP.
It is difficult to lower the strength of an encryption function, while in RTTMAP various optimi-

sations are possible.

6.7.5 Summary of Findings

The main feasibility issue with security protocols is the energy efficiency both when used
with friendly parties and when under attack. The energy efficiency can be derived from
the length of individual frames and the energy effort required to transfer them using the
transceiver. This feasibility analysis took such an approach by using known, and measured,
performance values from available WSN communication and processing hardware.

The energy overhead of RTTMAP compared to a cryptographic scheme depends on the
combined cost of communication and computation in each case. Although in this analysis
the RTTMAP scheme was more expensive, adjustments to the implementation could im-

prove this relationship. Critically, RTTMAP provides improved energy performance when
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attacked, under some circumstances, in comparison to the conventional cryptographic ap-
proach; in some cases RTTMAP can use under a fifth of the resources in rejecting messages
than the conventional cryptographic approach. In addition, attacks against RTTMAP are
less straightforward than arbitrary injection attacks against the conventional cryptographic
approach.

RTTMAP needs to keep the transceiver awake longer, but another difference in energy
overhead comes from the hash function. These concerns may be irrelevant due to the

physical security gain that can be made from the DBMA concept.

6.8 Implementation

To implement RTTMAP it must be possible to satisfy the security requirements outlined in
Section 6.5.1 as well as the tackling the security issues identified in Section 6.5.2. This
section discusses these implementation challenges in respect of the Nanotron NA5TR1 as
a first prototype, motivates the need for a modified RTTMAP-N protocol and details the
implementation used for feasibility analysis. The Nanotron DK development kit was chosen,
comprising of an Atmel ATmega128 microcontroller and the previously introduced Nanotron

NAS5TR1 transceiver [131].

6.8.1 Nanotron NA5TR1

The NAS5TRT1 is the first low-power transceiver that supports combined ranging and com-
munication. It is therefore a candidate for an initial implementation of RTTMAP for practical
evaluation purposes. Unlike earlier WSN transceiver designs, such as the CC2420, the
NASTR1 uses chirp spread spectrum (CSS) modulation. CSS is a spread spectrum tech-
nology that provides some of the benefits of ultra-wide band in the existing 2.4GHz ISM band.
It is therefore not ultra-wide band technology because the signal is spread over a relatively
narrow spectrum, rather than half a gigahertz or more. In particular the use of frequency
sweeping, rather than shift keying, allows CSS is perform better in Doppler environments
and it provides improved resistance to frequency fading.

The NAS5TR1 operates in the same power class as commonly used sensor node transceivers
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such as the Chipcon CC2420. The NA5TR1 has a maximum transmit power of 1mI¥/ and
timing provides ranging accuracy of £1m in ideal conditions. The NA5TR1 ships as a devel-
opment kit, the Nanotron DK, which was utilised for these experiments. Currently no WSN
operating system such as TinyOS supports the platform directly, so the provided C APl was
utilised.

The ranging provided by the NASTR1 can be operated in two modes. The default mode
actually involves two RTT measurements, initiated by both parties; these measurements are
then averaged, resulting in higher accuracy. An alternative fast ranging mode is supported
that involves a single RTT measurement and is better aligned with RTTMAP.

The Nanotron APl implements fast ranging using a three-message handshake. The initial
message begins the ranging process and receipt on the other node causes an immediate
response. A third message is then returned which includes data about the turnaround time
on that node. The receiver can then adjust the ranging measurement to obtain just the in-
flight delay. Obviously the RTTMAP protocol requires that the turnaround time be constant,
and minimal, and that all messages used for ranging contain a destination MAC address in
the headers. However, this platform is suitable for evaluation purposes.

One issue remains that has to be resolved to enable RTTMAP. The transmission of user
data within ranging transmissions is not possible with the NA5TR1. Therefore it is not pos-
sible to transmit a payload in the ranging response, nor is it possible to include a nonce in
the ranging messages. The RTTMAP-N protocol, described below, aims to resolve these

problems.

6.8.2 RTTMAP-N Implementation

To achieve RTTMAP equivalent functionality, RTTMAP-N modifies the MAC addresses dur-
ing the ranging process. Each node is still configured with a distance threshold value r, but

four phases for each message transmission are used (see Figure 6.7):

1. The sender adds a fresh counter value i to message M. The source address must also
be included in M to avoid collision of commitments (discussed below). A commitment
is computed using the hash function: c¢,; = h(M). ¢y, is sent to the receiver and the

MAC address of the sender is then set to a temporary address o' based on c¢,,.
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Figure 6.7: RTTMAP-N message exchange.

2. The receiver caches c,, and the original address a of the sender. The MAC address
of the receiver is randomised to i/ and a ranging request is sent to «’, generated from

¢, as the ranging timer is started.
3. The sender sends a ranging acknowledgement to o'.

4. Both nodes restore the original MAC addresses a and b. The sender then sends M to
the receiver. The receiver takes a timer reading ¢ to calculate distance . The receiver

recovers M from the packet. M is accepted only if )y = h(M), " <= r and i is fresh.

RTTMAP-N does not require a nonce, because the randomised MAC address of the
receiver is not known by the sender until the ranging request is received, thus providing the
same function. RTTMAP-N does not need to insert M into the ranging response because
both the delivery of M and the ranging acknowledgement are separately linked to the secure
ranging via the hash commitment (see below). The security requirements in Section 6.5 are
satisfied, although the importance of the counter i and hash function is greater since the
message is not sent with the ranging response and thus must be securely linked to the
ranging response.

The separation of the message and ranging response means that the ranging node
needs an assurance that the ranging is in relation to the delivered message. By changing
the MAC address of the sender based on the commitment, an attacker outside the network
cannot utilise genuine nodes as they will not change their MAC addresses accordingly. It is
assumed, as with RTTMAP, that the attacker has not compromised, or deployed, any nodes

within the secured area.
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There is a risk of address collision; if two nodes send a message with the same com-
mitment, in overlapping RF space, then the senders will both assume the same sender
address. The receiver, or receivers, will perform ranging with two nodes simultaneously due
to the ambiguity in addressing. To avoid this problem, the source address is included in the

message to cause the commitments to be address dependant.®'

6.9 Ranging Accuracy and Secure Zone Requirements

DBMA requires a security boundary that encompasses an area known as the secure zone.
Messages sent from outside of this zone are rejected and attackers are prevented from
entering it by physical security. The question is where this boundary in relation to the WSN
deployment has to be placed such that DBMA can be effective.

At first glance, it might be assumed that the fence is placed such that the distance from
each node to the fence is never closer than the distance of each node to its communication
peers in the WSN. Unfortunately, distance measurements contain errors. The measure-
ments may be larger (but never shorter®?!) than the Euclidean distance as signals may
follow non-line-of-sight paths.

The fence must therefore be placed using measured distances and not Euclidean dis-
tances, see Figure 6.8. Fitting the secure zone to the observed worst-case measurement
ensures that an attacker cannot pretend to be located in the secure zone, whilst maintain-
ing a high probability that genuine messages will be accepted. Unfortunately this requires
that the maximum measurement on each link is used as the authentication threshold, thus
enlarging the secure zone requirement when links have errors.

Recall the scenario from Section 6.2 where two nodes, A and B are located 5m apart.
Consider that the measured distance between A and B is actually between 5m and 6m.
In this case, A and B would reject genuine transmissions if the threshold was unchanged,
since the measurement error would cause them to appear to originate from outside the
secure zone. By constructing the secure area using 6m circles around A and B the problem

can be corrected, but a space overhead is introduced as shown in Figure 6.8. Note that it

31This finding and requirement is new, and therefore not in the original publication [8].
%2S0me negative error may be present, but it is bounded as discussed later.
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Insecure Zone

Ideal Secure Zone

Figure 6.8: DBMA secure zone taking measurement error into account.

is not acceptable to simply subtract expected errors from measurements as an attacker may
be able to produce error-free measurements.

A secure zone cannot be arbitrarily large in a practical WSN deployment; it may be
too expensive or just impossible to acquire land. It is therefore desirable to analyse the
required secure area size of a practical DBMA implementation and to investigate methods
to reduce the secure zone area. This section introduces two test deployment sites, analyses
experimental distance measurements and then proposes methods to reduce the secure

zone requirements.

6.9.1 Experimental Deployments

To evaluate DBMA performance, range measurements were collected from two test deploy-
ments (see Figure 6.9). Deployment A is in a modern office building comprising of earthed
metal floor and roof panels with glass office partitions containing metal blinds. Deployment B
is a small radio station of traditional breeze block construction with fewer earthed and metallic
surfaces. These two deployments were chosen due to the different construction techniques
and therefore differences in RF propagation patterns. The figures show node positions and
communication links available for topology construction.

To conduct measurements, Nanotron DK nodes were placed in the intended sensor node
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(o) Deployment B

Figure 6.9: Experimental DBMA deployments.

positions and 50 RTT measurements were carried out on each available link. These samples
give a picture of the distance measurement distribution on each link. RTT distance measure-
ment distribution is similar for both transmission directions on a link as an RTT measurement

requires transmission in both directions.

6.9.2 Distance Measurement Accuracy

Realistic distance measurements contain two types of errors:

Timing Errors Timing error is related to the design of hardware and issues such as clock
drift. This error can be negative or positive, but is bounded and only influenced by the
receiver of the message. An attacker is unable to increase this potential negative error.

In the case of the NA5TR1, this results in a distance error of up to £1m.

Propagation Errors Propagation error is related to the signal pathway and edge detection
delay in the transceiver. The error is always positive as the signal cannot travel faster
than the speed of light. However, the error can be regarded as being unbounded. In

these deployments, propagation errors of up to +10m are observed.
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Figure 6.11: Distribution of distance measurements in deployment B as a cumulative his-
togram.

Figure 6.10 shows the Euclidean distance and the average measured distance for each
link in deployment B. It is clear that there is no reliable correlation between the two values
meaning that defining the security boundary requires test data on a per-deployment basis.
This is certainly feasible, particularly given that some deployers [133] now carry out such
data gathering before deployment.

Figure 6.11 shows the ranging accuracy distribution for deployment B. This shows that
the distribution is contained within about 1.5m for each link, demonstrating that the ranging
variance is generally similar to the timing accuracy range. The notable exception to this is
link 14, which is distributed over a much wider area and is likely to be caused by several

strong RF pathways. In all cases, note that the inaccuracy is positive. The only negative
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inaccuracies are contained within less than 1m, as expected due to the timing errors dis-
cussed above. This is also noticeable in Figure 6.10 where the average for link 9 is actually
below the Euclidean distance. Link 6 similarly has a lower measurement bound, but not a

mean measurement, below the Euclidean distance.

6.9.3 Secure Area Requirements and Optimisation

An ideal secure zone would encompass an area formed of circles around each node. Each
has a radius representing the Euclidean distance to the furthest adjacent communication
partner for that node.

However, as identified, this needs to be expanded to take errors in account. The required
worst-case secure zone thus uses the maximum measurement rather than the Euclidean
distance.

Figures 6.12 and 6.13 show the ideal and worst-case requirement secure area in deploy-
ments A and B. For practical reasons the secure area has the form of a square and not an
arbitrary shaped form.

The worst-case secure area is more than double the ideal in both deployments. From a
practical perspective this results in high financial costs as a lot of land is needed to implement

the secure zone. |t is therefore desirable to reduce this overhead.

6.10 Secure Zone Optimisations

One method to reduce the secure area requirement is to exclude links that increase the
secure area requirement undesirably but are not needed to form a fully connected network.
This method of optimisation is referred to as link pruning. For example, in deployment B it
possible to exclude link 14 (see Figure 6.9), which has huge distance measurement errors
(see Figure 6.10). Nodes can forward messages along links 4 and 5, which have better
error values. This section proposes and evaluates such approaches in the deployments

introduced in the previous section.
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Figure 6.12: Ideal and worst-case required Area in deployment A. Black circles indicate ideal
thresholds. Blue circles indicate required maximum measured thresholds. Black bound-
ary indicates ideal secure area (937.93m?). Blue boundary indicates required secure area

(2598.66m2).
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Figure 6.13: Ideal and worst-case required area in deployment B. Black circles indicate ideal
thresholds. Blue circles indicate required maximum measured thresholds. Black bound-
ary indicates ideal secure area (339.34m?). Blue boundary indicates required secure area

(788m?).
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6.10.1 Optimal Link Pruning Solution

The most optimal solution to obtain a fully connected network, with the least area require-
ment, can obviously be found by testing every possible network topology. This is known as
a brute force search. Each topology has a unique combination of enabled and disabled links
and potentially different area requirements. Since every possible combination is tested, the
found solution cannot be improved upon, unless the nodes are moved or modified.

The method in Algorithm 1 performs such a search. The algorithm considers every com-
bination, initially rejecting those that are not fully connected. A topology is considered fully
connected if every node can send a message to the sink. The area requirement is then
computed using a rectangle boundary encompassing all radii that represent the maximum
measurements from each enabled link. No point outside the rectangle is within the maximum
measurement, in effect preventing an attacker from being close enough to inject messages.

The combination with the smallest area requirement is selected.

Algorithm 1 Optimal DBMA link pruning algorithm. Tests all combinations of enabled and
disabled links. The fully connected combination with the lowest area is selected.
LET b = infinity
LET s = NULL
FOR EACH combination c of enabled and disabled links
IF ¢ is not fully connected THEN ignore
LET a = the secure area required by c
IF a < b THEN
LET b a
LET s o
END IF
END FOR

In deployment A (office), the smallest area achievable is 972.03m?. In deployment B (radio
station), the smallest area achievable is 337.03m?2. Obviously this is based on a rectangle
area and further optimisation is possible by taking the union of the circular areas, but this is
avoided for simplicity.

This results are shown graphically in Figures 6.14 and 6.15. It is easy to see that the
disabled links, shown in light blue, would have had a significant impact if enabled.

The approach is highly inefficient as it does not scale well. Every possible combination of

enabled and disabled links has to be generated and tested for connectivity. Then the cost of
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Figure 6.14: Ideal and required area with optimal DBMA link pruning algorithm in deploy-
ment A. Circles indicate required maximum measured thresholds. Dark blue circles indicate
enabled thresholds and light blue circles indicate disabled thresholds. Black boundary in-
dicates ideal secure area (937.93m?). Dark blue boundary indicates required secure area

(972.03m2).
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Figure 6.15: Ideal and required Area with optimal DBMA link pruning algorithm in deploy-
ment B. Circles indicate required maximum measured thresholds. Dark blue circles indicate
enabled thresholds and light blue circles indicate disabled thresholds. Black boundary in-
dicates ideal secure area (339.34m?). Dark blue boundary indicates required secure area

(337.03m2).
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every successful candidate has to be generated. Adding an additional link thus requires that
all existing cases are tested twice, forming an exponential problem with complexity O(2").

This inefficiency might be acceptable in smaller networks, but it quickly becomes infeasi-
ble when scaled. For example, the program used completed the calculation for deployment
A (17 links) in 3 seconds. For deployment B (24 links) this increased to 6 minutes. In a
network with 64 links, 254 combinations have to be tested. Finding the solution is thus harder
than a brute force attack against a DES cryptographic key: it would take over 584 years just
to generate raw combinations at 1 Gigahertz. This scalability problem must be addressed to
allow feasible use with networks formed of hundreds of nodes.

Another issue with the optimal solution is that it must be run centrally with all the available
data. The data has to be transferred to a central location and then the selected topology data
transferred back to the nodes. Some optimisations might permit in-network deployment of

the algorithm.

6.10.2 Computationally Efficient Solution

In the cryptographic world, partial and previous results do not (normally) give any clue as
to what combination should be tried next. The algorithms are thus forced to fully try all
combinations, leading to the security level required. This limitation does not exist in the case
of this problem; the topology can be used as a search tree and previous data can be used
in the heuristics. This subsection details this approach.

A solution must satisfy two goals: (A) The final result must be fully connected, such
that all nodes are connected to the sink. (B) The final result should provide a secure zone
requirement of comparable fitness to the optimal solution. Note that this does not necessarily
mean that the absolute optimal solution is found.

This section discusses a search algorithm that searches for routes starting at the sink
(the root of the map). The algorithm works by expanding nodes, following the links from
that node, and recursively expanding the nodes (if required) on those links. By avoiding
unnecessary node expansion, a large number of searches can be avoided.

Each node stores two data items: (1) The currently cheapest path to the sink, repre-

sented by the first link in that path. This is initialised to null. (2) The cost of that path
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Algorithm 2 Flooding-based DBMA link pruning algorithm. Sets the best path from the sink
on all nodes. [ is the link being used. c is the cost of the pathway from the sink.
FUNCTION offerBestPath( 1, c )
IF this node’s existing c < c¢ THEN
RETURN
END IF

STORE 1 and c

FOR EACH link i from n
IF i is 1 THEN
SKIP

END IF

LET d = other node on i
COMPUTE new c

offerBestPath( i, ¢ )
END FOR
END FUNCTION

FUNCTION main()
offerBestPath( null, 0 ) at sink

FOR EACH node n

ENABLE node n’s chosen 1
END FOR
END FUNCTION

computed based on the cost of each of its links. This is initialised to infinity to ensure a valid
pathway will be set.

Every node is expanded at least once. Subsequent visits to that node are on an ‘offer’
basis and can be rejected. If accepted, the data items are updated and the node is expanded
by recursively attempting expansion of its connected neighbours. The order of expansion is
depth-first.

This translates nicely into a network protocol where an offer message can be sent over
a link and either processed recursively or rejected. Obviously other approaches are possi-
ble as well, but the purpose of this section is to demonstrate that an efficient approach is

possible, not in finding the most efficient approach absolutely.
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Fitness Functions

The fitness function is used to compute the cost of a pathway, with higher values represent-
ing better pathways. There are two broad approaches: (1) Those based on required area
and (2) those based on overhead contribution.

The area approach was used in the optimal, but infeasible, algorithm. Although it was
not the primary cause of the in-feasibility, the area of the network has to be computed every
time, which requires a large number of operations.

The overhead contribution approach is computationally simpler because it uses local

metrics that are pre-computed. These local metrics can include:

Physical Length This is the Euclidean distance between the nodes. Since there is no clear
correlation between the Euclidean and measured distance, it is unsurprising that the

results based purely on this metric are ineffective.

Maximum Measurement Once example measurements have been taken, the maximum
can be taken as the worst case. Unfortunately, no account is taken of actual cost.
Links with high error deep inside the network cannot be used even though they do not
incur high overhead. The ability to use these links can potentially widen the available

path options for better overall optimality.

Overhead Contribution Based on the known ideal secure area, this signifies the worst
boundary expansion needed if the link is enabled. The calculation is shown in Fig-
ure 6.16. Links with errors that do not require enlargement of the secure zone are
not penalised. This approach improves the number of links that can be considered,

particularly deeper in the network.

At first sight it may be tempting to suggest that choosing the cheapest option on each
hop results in the best result, but this is not true since the whole pathway needs to be taken
into account. Although results from this work were published [8] that suggest that using the
average on the pathway is effective, this actually obfuscates the impact of a given pathway.

The worst-case overhead contribution on the entire path must be used as the selection value.
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Figure 6.16: DBMA link overhead contribution. From each node on a link, and in each
direction, the distance to the boundary is subtracted from the maximum measured distance
(shown by the blue circles). The worst-case overlap is the maximum value found, with a
minimum value of zero.

6.10.3 Comparison of Methods
Each of the proposed methods was executed using the test data obtained from each de-

ployment. The comparison compares the performance of these executions based on the

following properties: (1) optimality, (2) computational complexity and (3) computation time.33

| Indicator Purpose Units |
r Area Requirement m?
i Additional area required (over ideal) %
b Additional area required (over optimal) %
m Moves required Moves
n Number of enabled links Links
t Processing time ms

Table 6.7: DBMA link pruning algorithm performance indicators.

. r 1 b m n t
Algorithm m? % % Moves Links ms
Ideal 937.93 - - - - -
Optimal 972.03 3.64 - 16777216 12 385533
Efficient (Phy)  2285.88 143.72 135.17 100 12 1
Efficient (Meas) 1052.49 12.21 8.28 103 12 1
Efficient (OHC) 972.03 3.64 0.00 124 12 2

Table 6.8: Comparison of DMBA link pruning algorithms in deployment A.

Tables 6.8 and 6.9 show the results for deployments A and B respectively. Table 6.7

lists the performance indicators used. The optimality of a result is expressed as the area

33Normally computational time is not considered separately, but the desire to implement these algorithms in
constrained hardware makes such a performance measure useful.
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. T ) b m n t
Algorithm m? % %  Moves Links ms
Ideal 339.34 - - - - -
Optimal 337.03 -0.68 - 131072 9 3199
Efficient (Phy) 766.43 125.86 127.41 84 9 6
Efficient (Meas) 337.03 -0.68 0.00 72 9 1
Efficient (OHC) 341.92 0.76 1.45 70 9 1

Table 6.9: Comparison of DMBA link pruning algorithms in deployment B.

requirement . ¢ and b indicate the percentage of additional area required (wastage) in
comparison with the ideal area and the optimal area respectively. m indicates the number of
moves needed by the algorithm, n the number of links left enabled at the end and ¢ the time
to complete the algorithm on the test machine.

Notice that it is possible to achieve a negative value in the case of : as an optimal solution
may not require use of the full ideal area. This occurs because not all the links are utilised.

Comparing the algorithms, in terms of additional overhead incurred, compared to the
ideal area and optimal requirement reveals a high level of optimality in the efficient algorithm.
This is shown in Figure 6.17 and Figure 6.18. In the case of deployment A, the overhead is
i = 3.64 % and in deployment B the overhead is i = 0.76 %.

The flood algorithm is obviously more computationally efficient than a brute force attack.
Whilst the execution times are listed, it is worth noting that the design of the Java runtime
engine uses various runtime optimisations that result in differing behaviour. For example,
the just-in-time compilation can result in subsequent executions of an algorithm completing
much more quickly than the first. However, the relative magnitude between the timings

remains consistent.

6.10.4 Network Protocol Feasibility

The flooding-based protocol could be implemented as an in-network protocol. Such a pro-
tocol would need to obtain distance measurements for each link. Assuming no topology has
already been identified, the protocol could work as follows, for each node expanded, starting

from the sink:

1. Identify Neighbours A broadcast is sent to notify available neighbours of an offer and

the path.
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Figure 6.17: Overhead i% incurred, for each algorithm, over the ideal area as a result of link
pruning in each deployment.
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Figure 6.18: Overhead 0% incurred, for each algorithm, over the optimal area as a result of
link pruning in each deployment.



CHAPTER 6. DISTANCE-BASED MESSAGE AUTHENTICATION 167

2. Measure Distances Each neighbour overhearing the broadcast initiates a number of se-

cure RTT measurements against the broadcaster if it is not already in the path.

3. Apply Fitness Function If the link offer and measurements are better than any pre-
existing selection, then that link is selected and stored with the relevant fithess value.

That node then initiates phase 1.

The most important aspect is that it is not necessary to send all the data to a central point
for processing: nodes can use purely local measurement data and the offer received in the
broadcast. However, there are some security concerns that are now outlined.

First, the attacker must be excluded from participation. There are two approaches. If
the ideal secure area has already been enforced, and if nodes know their location, then the
protocol can run and apply a threshold test to ignore offers from outside the secure area.
If the ideal area has not yet been selected, or nodes do not know their location, then it is
necessary for the deployer to set an arbitrary limit and clear the associated area.

By performing RTT from the receiver, rather than broadcaster, an attacker is prevented
from lying about his range due to the design of the secure RTT. This both prevents partici-

pation and any potential poisoning of the local routing data with false offers.

6.10.5 Alternative Strategies Discussion

Although this section has demonstrated that a heuristic can efficiently optimise the network,
there are a number of ways in which the strategy can be modified. These are briefly intro-

duced.

Redundancy These algorithms do not necessarily achieve an optimal level of link redun-
dancy. The focus has been on minimising network area requirements, so no effort is
made to enable redundant links. Nodes therefore cannot use links that did not need to
be disabled. This can affect network resiliency should some links die. This could be

added to either approach, or as a refinement step at the end.

Node Relocation It is obvious that the position of a node may have some impact on the

accuracy of ranging measurements. In many sensing scenarios, a sensor may not
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need to be in a precise location and some movement may be possible. The possibility

of multiple node positions could therefore be considered in modified algorithms.

Radio Design The design of the antenna, its orientation and the selected modulation mech-
anisms may also have some bearing on accuracy and could also be modified. Although
this might increase the cost of nodes, it may reduce the area requirement or improve

performance, thus becoming a worthwhile investment.

Union of Circles The current area requirement r is computed as a bounding rectangle,
rather than as a union of the necessary communication radii. The algorithm therefore
over-exaggerates the necessary requirement for each candidate. r could instead be
computed based on a union of circles, although this would be more computationally

expensive.

Overhead Contribution The overhead contribution is based on one dimension rather than
an area. The fitness function is therefore not accurate close to the corners of the ideal
area where two dimensions are relevant. Different results would be obtained if the
overhead could be based on the circular area, around each node, that extends outside

of the ideal area. Again, this approach is more computationally expensive.

Pre-existing Secure Zone |If an existing secure zone is available, this might be better taken
into account when determining the required area or the overhead. For example, some
more expensive candidates might be cheaper, or even free, if they are fully contained
within the existing secure zone. The results also show that an optimal r is not always

fully contained within the zone (see Figure 6.14) so a union value is needed.

Alternative Heuristics Obviously the algorithm can be modified in terms of the search or-
der and fitness functions. Indeed a slightly different fitness function was previously

proposed as part of this work [8].

6.11 Summary of Findings

Cryptographic protocols that rely on keys present several challenges. The keys can be

compromised either through theft or attack. In other cases, the protocols themselves can be
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a target of resource-drain attacks. An additional layer of security to protect these protocols
is therefore desirable.

Some secure deployments benefit from a secured zone that is free from attackers and
their devices. By carefully placing nodes, or adjusting the zone perimeter, it is possible for
node separation to always be less than their distance from the boundary. It is now feasible to
measure the (radio) distance between nodes directly with the radio transceiver. This allows
for integration of ranging with message exchange. This measured distance can be used
to check if a node is within the secure area. An additional authentication mechanism is
therefore available.

The underlying ranging mechanism must be secure, sufficiently accurate, inseparable
from message exchange, deliver a feasible energy overhead and provide for a sensible
secure zone area requirement. Many existing mechanisms for ranging do not support these
needs because they are either infeasible or subject to manipulation by an attacker.

The Round-Trip-Time (RTT) mechanism avoids many manipulation problems since it is
measured independently on one node and cannot be easily defeated without breaking the
speed of light. It can be secured by including unpredictable nonce values in the ranging
messages. RTT is therefore implementable within a message authentication protocol (such
as RTTMAP).

RTT must be measured by the receiver and involves the inclusion of a payload. It requires
three messages; the first message initiates the exchange, the second begins ranging and
the third completes ranging and includes the payload. The use of cryptographic (but key-
less) hash functions allows these three messages to be linked in such a way to prevent
manipulation by an attacker.

The need for three messages increases the energy cost of RTTMAP compared to con-
ventional schemes, although this communication-related energy cost is only a small in-
crease. The other difference relates to the cost of the hash function in RTTMAP. The costs
may be acceptable if protection is offered against the exposure of very expensive crypto-
graphic functions, for example in public key cryptography.

Importantly, the design of RTTMAP results in a lower cost to reject a message; in some

attacks, a malicious message can be rejected with less than a fifth of the energy resources
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compared to a conventional cryptographic attack. The hash function cannot be arbitrarily
attacked and often the transceiver can be powered down early. This results in a significant
performance gain whilst under attack in comparison to traditional cryptographic measures.

RTTMAP affects the MAC layer by affecting clear channel assessment in hidden termi-
nal scenarios. However, its design is similar to RTS/CTS mechanisms, allowing the clear
channel assessment to be avoided before sending ranging responses

Although RTT is now available in WSN class devices, the ranging mechanisms on avail-
able hardware do not support the inclusion of a nonce or the injection of a payload during
ranging. Some changes can be made to avoid hardware modification. It is possible to avoid
using a nonce by instead changing the MAC address of the node that performs the ranging.
Without knowledge of the MAC address, an attacker cannot transmit a response early. The
payload can be sent in a separate payload. However, the ranging node needs an assurance
that it is ranging in relation to that message. By changing the MAC address of the sender,
an attacker outside the network cannot utilise genuine nodes as they will not change their
MAC address accordingly.

The actual measurements carried out within RTT relate to the strongest RF pathway
between the nodes. This pathway may not be line-of-sight and therefore measurement in-
accuracies exist. Apart from some minor timing inaccuracy (+1m), these errors are always
positive and can reach about 10m. They can be tolerated, but require that the secure zone
is enlarged to prevent attackers using special apparatus to optimise their RF pathways.

Any increase in secure zone size can be highly impractical, so methods are needed to
reduce or eliminate any expansion. One such method is to exploit network redundancy and
switch off links that are not needed to form a fully connected network but which exhibit high
error. It is necessary to collect real measurements for this selection process as there is
little correlation between Euclidean distance and RF measured distance due to complex and
unpredictable environmental issues.

The most optimal method to select such links is to try every combination of enabled
and disabled links, calculating the required area for each fully connected network and then
choosing the solution with the lowest area. Unfortunately this approach is centralised, scales

exponentially with network size and quickly becomes infeasible. It is possible to implement
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an efficient algorithm since a fitness function can be applied during the search. This provides
for similar results with significantly lower computational requirements.

A core benefit of RTTMAP is the need for an attacker to obtain better hardware. The
main issue is the efficiency, and security, of the turnaround at the sender during ranging. The
attacker would need to respond faster or find a weakness in the communication protocols.
To exploit such improvements, hardware re-design would be necessary, which may be far
less practical than many cryptographic attacks. For example, many attacks against legacy
Wi-Fi networks are possible using freely available software; no special hardware is normally
needed. This hardware-level engineering challenge is also likely to lead to solutions for
friendly parties as well as attackers. For example, if a late commit attack is developed,
friendly parties could also commit late. Alternatively, if an attacker develops a device to
respond a few nanoseconds earlier, the same device could be used by a friendly party.
Therefore, there is likely to be a period where optimisations will be continually developed by
both parties. Older devices used by friendly parties will become less useful and outdated, but
the level of optimisation will eventually become harder and harder. Eventually optimisations
may only be able to reduce the response time by nanoseconds, meaning that an extended
boundary would solve the problem for friendly parties. At some point, these optimisations
will arrive at the problem of breaking the speed of light, a barrier that nobody has yet crossed

with communications technology.

6.12 Conclusion

This chapter has introduced the concept of Distance-Based Message Authentication to pro-
vide additional physical-layer protection for WSN protocols. An implementation using secure
RTT measurement has been proposed called Round-Trip-Time Message Authentication Pro-
tocol. RTTMAP is shown to provide physical security in some scenarios by restricting access
to nodes located within a defined security boundary. Although RTTMAP was found to cost
slightly more in accepting genuine messages, it was found to be more efficient in rejecting
malicious messages as it can terminate early.

An implementation of RTTMAP for sensor nodes equipped with the NanoLOC TRX
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NAS5TR1 transceiver was created and demonstrated that DBMA provides a practical addi-
tional layer of defence for WSN deployments. Using data from real deployments, the impact
of propagation error on secure area overhead was evaluated. Approaches to optimise this
overhead were proposed using link pruning techniques, achieving near 100% savings in two
test deployments.

Future work could consider optimised implementations of the raw RTTMAP protocol in

hardware.



Chapter 7

Conclusion

Wireless sensor networks were deliberately conceived to be architecturally limited in order
to benefit from lower costs and infrequent battery changes. This architecture has imposed a
number of limitations that have been the subject of academic and industrial efforts for many
years. The number of potential applications has steadily increased, leading to a number of
new security challenges as some are industrialised. In high security applications, the focus
has been on both defending against existing attacks and defending against new breeds that
are specific to WSNs, such as those that directly target limited node resources.

A particular focus in this thesis has been high security physical intrusion detection sys-
tems that utilise WSN technology. These systems have existed in cabled form for some
time, but the move to wireless systems has resulted in security problems, leading to poor
security grading, and issues with scalability and key management. Directly applying existing
WSN solutions to this problem would have resulted in continuing security limitations, fea-
sibility issues and efficiency concerns. A number of changes were necessary to achieve
high security authentication with low overheads; these included the use of end-to-end cryp-
tographic authentication, the implementation of energy-efficient key management and the
inclusion of additional defences at the physical layer. These changes better protect against
attacks that involve the modification of nodes and wireless attacks from outside a physically
secured zone. Importantly, they were found to have feasible overheads, particularly in terms
of energy consumption.

In order to properly evaluate both existing and contributed schemes, it was necessary

to obtain performance metrics from common WSN hardware. Common, industry-strength,
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cryptographic algorithms were tested on the popular MSP430 microcontroller to obtain pro-
cessing delays and energy costs. Message transmission using two WSN transceivers, the
CC2420 and the NA5TR1, was also evaluated to obtain energy costs for message exchange.
The methods for characterising these costs had to be carefully considered to deal with
energy-saving mechanisms employed in many modern MAC protocols.

Although existing cryptographic algorithms were available for WSNs, only the symmetric
algorithms were found to be computationally feasible for repeated use. The time taken for
a typical frame encryption is about 20ms on the popular MSP430 microcontroller, whilst an
elliptic curve operation can take up-to 60 seconds. Experiments with asymmetric algorithms
revealed not only issues with high computational load, but also with real-time implications
in the basic operating systems present on WSN nodes. The use of symmetric algorithms
required the confidential distribution of symmetric keys between end-points, which is not re-
quired when distributing public keys. Unfortunately, direct application of the existing WSN
key management protocols would have been inappropriate; many of these protocols were
intended for use with link-layer security and adapting them for end-to-end security would
have been either impossible or carried significant computational and communication over-
head. It is important to avoid such overheads both because of performance generally and
also so that keys can be replaced during an attack quickly and with minimal network disrup-
tion. Otherwise, an attacker may be able to exploit this to carry out an attack and escape
without being reliably detected.

Broadcast Key Exchange was proposed (see Chapter 5 and publications [3, 4, 5]), as a
principle to address this problem where the sink needs to establish a separate symmetric
key with each node in the network. Rather than sending a single message to each node in
a unicast approach, the principle involves a single broadcast.

Whilst this reduced the communication burden on nodes, implementations of BKE are
required to use algorithms to compute the keys. The Diffie-Hellman variant of BKE, for
example, includes an expensive cryptographic function. This level of computational over-
head is not necessarily present in conventional protocols. The need to run this algorithm
increases the energy consumption of nodes when keys are replaced, meaning that BKE has

a generally higher energy footprint than conventional approaches. One notable exception
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was chain networks of over 135 nodes, since the communication cost increases significantly
in the conventional unicast key distribution case. However, BKE was found to better balance
the combined computational and communication overhead in multi-hop networks; nodes that
are closer to the sink do not need to forward a large number of messages, meaning that their
energy load with BKE — even with the computational overhead — is considerably improved
and extends their lifetime. A theoretical evaluation found BKE/D to be beneficial, compared
to unicast rekeying, in multi-hop networks with over 67 nodes, regardless of topology, con-
nected through a single critical node. Improvements in cryptographic efficiency on the WSN
platform continue to appear, making BKE even more beneficial. Several alternative algo-
rithms for use with the BKE concept were also identified to avoid the need for public key
operations where this is useful; such as on new, or more constrained, platforms.

Real conditions were found to involve some level of transmission loss. Even in an
interference-free environment, loss can still be encountered due to implementation specifics.
This loss had to be handled to ensure that the broadcast reaches all nodes. Practical ex-
periments tested different approaches. The use of dedicated acknowledgment messages
was found to be wasteful and actually increased communication losses and overheads. In
one scenario, the acknowledgment messages collided frequently resulting in the need to
resend the message seven times when it reached most nodes on the first attempt. Manually
re-sending messages from the sink was found to carry high levels of penalty, especially in
unicast scenarios. The most efficient solution was to re-use sink-bound report messages as
acknowledgments and then to re-transmit cached broadcasts from within the network when
loss was detected. The loss recovery approach within SecureTDRoute was thus validated.
Communication performance of the conventional unicast approaches was also evaluated
to validate the communication benefits. The levels of loss seen, particularly in the chain
topology, made BKE beneficial in much smaller networks than anticipated. For example,
the critical node energy cost in the chain network, which had 14 nodes, was high enough to
permit four rounds of scalar point multiplication in some unicast cases; but, the network was
nowhere near the theoretical crossover point of 135 nodes, predicted earlier.

The expensive cryptographic algorithms found in Diffie-Hellman caused some concern

about the vulnerability of constrained systems against resource-drain attacks. On WSN plat-
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forms, an attacker need only inject messages to waste resources on the nodes; an additional
layer of protection before these algorithms are executed was thus investigated at the physical
layer.

In high security scenarios, the WSN is often installed in a secured environment where
attacker access can be prevented. By securely measuring the distance between nodes dur-
ing message transfer, an assurance could be made about the location of communication
partners; this concept (see Chapter 6 and publications [6, 7, 8]) was named Distance-Based
Message Authentication. DBMA allows messages to be rejected if they originate from out-
side a permitted radius, located wholly within the secured zone.

An implementation of the DBMA concept called the Round-Trip-Time Message Authenti-
cation Protocol (RTTMAP) was devised and implemented. RTTMAP incurs a slight increase
in channel occupation and requires more specific approaches to clear channel assessment
due to its real-time design. However, it provides the opportunity to reject messages based
on a secure distance measurement that cannot be reduced or hijacked by an attacker. Prac-
tical experiments with the Nanotron NA5TR1 investigated its energy overheads and ranging
accuracy.

The energy overhead of RTTMAP was found to be higher in comparison to the conven-
tional method of sending a single frame and executing a cryptographic function. However,
the design of RTTMAP allows for early termination of the process when it is attacked, result-
ing in better performance under attack — less than a fifth of the energy — than the conven-
tional method. The higher cost of RTTMAP in general use may be acceptable if it prevents
exposure of very expensive energy attacks, such as those targeting public key cryptogra-
phy. Improvements in transceiver and algorithm implementation are expected to improve
this performance significantly.

The ranging inaccuracy, experienced in the real world, results in the need for an enlarged
security zone in some deployments. Whilst the nodes can be moved around within the zone
to avoid this, another approach investigated involved disabling links that are not needed to
form a fully-connected network but which otherwise incur high area overheads. A method to
find the optimal solution was evaluated and found to scale badly. An efficient method was

therefore devised that is distributable in the network and significantly reduces computational
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overhead whilst finding a near-optimal solution. In the tested deployments, solutions with
less than 1.45% overhead could be found.

This thesis has contributed two major WSN security improvements. Firstly, the use of
end-to-end message authentication has been made more viable by the concept of Broad-
cast Key Distribution. The use of end-to-end message authentication no longer need ad-
versely affect communication performance during re-keying and the improved balance of
energy consumption increases the lifetime of important nodes. Second, the risk of attacks
against the restricted resources of sensor nodes has been mitigated in some environments
by providing protection at the physical layer. Attackers that are located outside of a secured
zone are unable to inject messages that are subsequently processed above the physical
layer, even if they have stolen or compromised keys in the network.

The use of WSN technology in physical intrusion detection systems is therefore con-
siderably more viable as the main shortcomings identified in existing systems have been
addressed. These systems can now operate with considerably stronger authentication

matched to the high security scenarios.

7.1  Future Work

Significant portions of the overhead incurred in both BKE and RTTMAP are from the com-
putational element. In BKE, this computational overhead has an effect on the total energy
consumption in the network during re-keying as well as the size of network where BKE
becomes beneficial. In RTTMAP, the computational overhead from the hash function in-
creases the energy cost in exchanging messages between friendly parties. Although these
overheads are acceptable, optimised implementations of the cryptographic protocols, either
in software or hardware, would increase the benefits of both BKE and RTTMAP. Some cryp-
tographic optimisation has been seen already, such as those mentioned in Section 4.2.1.
Alternatively, the evaluation of alternative cryptographic algorithms that offer acceptable se-
curity with lower overheads would be a useful contribution.

BKE works fairly when there is a need to re-key the entire network; the useful remaining

lifetime of the keys in the network is well balanced and the key management load is fairly
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distributed. Unfortunately, some WSN applications involve unbalanced key use. For exam-
ple, some applications might send sensor reports from some nodes more often than others.
Other applications might sporadically send larger messages over the WSN; for example, im-
ages from cameras. In these scenarios some (‘greedy’) nodes will require new keys before
others. If BKE is used in these scenarios, there may be resource wastage as many keys are
discarded prematurely. The high cost of re-keying may be a motivation to maintain the life
of keys for as long as possible. Methods that can efficiently and securely re-key a subset of
nodes, without incurring high overheads on other nodes, might therefore be useful.

RTTMAP relies on very secure ranging such that the attacker cannot respond to a PROBE
message significantly faster, or otherwise alter the behaviour of the ranging, such that the
distance measurement is shorter than reality. There is always the risk that an attacker might
develop new hardware do this. Whilst the implementation on the NA5TR1 was useful for per-
formance measurement, further work is required to evaluate what changes may be needed
(such as those referenced in Section 4.4) to avoid this risk. Even though this risk exists, it
is important to emphasise its difficulty; an attacker cannot simply carry out a cryptanalysis
attack, instead he will have to carry out complex work at a very low hardware level. This
in itself is a security benefit, and it is likely such work will be useful as a defence. In time
optimisations by both friendly and hostile parties will reach a limit that cannot be crossed:
potentially, the speed of light barrier.

RTTMAP also uses only distance as the authentication parameter. This is useful in many
scenarios, but means that the full distance radius has to be protected around a node. It
would be useful to have other physical properties available. Very recently, researchers have
attempted to use angle-of-arrival as an authentication method [134]. Combining these ap-
proaches would allow nodes to be sited closer to boundaries and for the above mentioned
issue with secure ranging to be mitigated.

Finally, the EN50131 standard imposes considerable requirements at Grade 4 and no
wireless system, at this time, is known to have achieved it. Many of the timing requirements
at Grade 4 are in the region of just 10 seconds, including the maximum channel unavailability
and the maximum time permitted to detect the delay of messages. Given the need to keep

communications energy overhead low in a WSN, and the exposed nature of the communi-
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cations medium, it will be interesting to see if Grade 4 will ever be met by a WSN or if Grade

4 will need to be re-defined.



Appendix A

Binary Tree Routing

SecureBTRoute is an extension of SecureTDRoute (see Section 5.4.1) that provides down-
stream routing of unicast messages in a static network topology. SecureBTRoute is useful
for the purposes of evaluation, but may be unsuitable in other scenarios.

SecureBTRoute uses the concept of binary tree address allocation to limit the necessary
routing information held on each node and avoids the need for, potentially unpredictable,
automated topology setup. The network topology must follow the binary tree rules; all chil-
dren to the left of a node must have lower addresses and all those to the right have higher

addresses. Routing decisions are simplified, as shown in Algorithm 3.

Algorithm 3 Binary tree routing algorithm.
Let d = msg final dest, s = msg last sender

Let n = local address, p = parent address
Let 1 = left child, L = lowest left address
Let r = right child, R = highest right address

If d == n then pass msg to higher layer and stop
Else if d < n and d >= L then let i =1

Else if d > n and d <= R then let i =1

Else 1 = p

If i == s then drop msg (to avoid cycles) and stop
Else Forward msg to i
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Appendix B

Communication Overhead in Key

Distribution

Topology UKE BKE
Q Q
One-hop 0 0
Chain SN i—1 N-—1
Binary Tree S~ [log,(i +1)] — 1 2les2(+1] _ 9

Table B.1: Calculation of overall key transmissions required.

The computation of the minimum number of transmissions ) required to disseminate
material to all nodes from the sink, excluding sink transmissions, is linked to the topology
and size N of the network. In all cases i is a unique node ID, numbered 1--- N with 1 being
adjacent to the sink and N the furthest.

The single-hop case is the most straightforward; no node, but the sink, needs to transmit,
thus @ = 0 in both UKE and BKE. In the chain case, it is easy to see that the number of
transmissions in BKE is equal to V — 1 since all nodes must broadcast, except for the sole
leaf node. In UKE, i is the depth of the node, so each node i requires i — 1 nodes to transmit
on its behalf (i.e. not itself or the sink at depth 0).

The binary tree case is much more complex. In the case of UKE, the calculation requires
knowledge of the number of hops needed to reach each node. This is obtained by computing
the binary logarithm on i + 1 (offsetting the address as the sink is not counted), flooring the
result (the number of hops) and then subtracting 1 (to eliminate the uncounted sink hop).

In the case of BKE, the number of hops in all depths previous has to be obtained. This
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value is obtained by first computing the maximum number of nodes in the current depth:
the binary logarithm of i + 1 (again, because the sink is not counted) is first computed, the
result is floored as before, and 1 is not subtracted (as the true depth is needed). 2 is then
risen to the power of the result. Finally, 2 is subtracted because the sink is not counted and
each layer of a binary tree always has one more node than the sum of all nodes in previous
layers. This formula is a simplification; some of the nodes in the previous layer may not need

to transmit if they are leaf nodes, but this is omitted for reasons of brevity.



Appendix C

MAC Protocol Design Issues

The performance of WSN communication protocols is tied not only to the transceiver, but
also to the MAC protocol. The MAC protocol is therefore an important consideration since
its behaviour alters attributes such as collision likelihood, the number of retries, back off
periods and delays caused by throughput available to nodes. This section discusses various
MAC protocol design issues to assist readers to understand the issues presented elsewhere

in the thesis. The section is best read in combination with Section 3.3.

C.1 Channel Contention

A medium access control (MAC) protocol primarily controls access to the medium. Un-
controlled access would otherwise allow the potential for transmission by multiple nodes
simultaneously and therefore data loss. This scenario is called collision and there are two

common methods to avoid it: contention-free and contention-based.

Contention-free Sometimes referred to simply as scheduled or time division multiple ac-
cess (TDMA), these protocols divide fixed time periods into slots, and allocate those
slots for the exclusive use of individual nodes. Theoretically in a perfect, interference-

free, environment this approach will provide 100% reliability and determinism.

Contention-based Contention-based protocols are needed if contention-free operation is
infeasible. Nodes can attempt to access the channel at any time; nodes either try to

either avoid collisions in the first place, or they detect collision and attempt to transmit
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again when they do occur. In both cases, nodes back off for a small, usually random,
period before trying again. Contention-based protocols are less deterministic than

scheduled protocols because of the uncertainty about back off delay.

Collision Avoidance By checking the channel before transmitting using clear channel
assessment (CCA), nodes can avoid transmitting when other nodes are using the
channel. This is only successful if both nodes are not perfectly synchronised,
as perfectly synchronised nodes will not detect the transmissions of each other
leading to collisions. CCA does not handle the hidden terminal problem as the

transmitter is not in the same RF space as the receiver; this is discussed below.

Collision Detection When a collision does occur then a new transmission can be at-
tempted. This is often implemented by using acknowledgements, where nodes re-
peat transmissions if no acknowledgement is received, or repeat requests where
a node that receives a damaged frame can request transmission. Alternatively,

nodes may be able to detect collision during transmission.

Some MAC protocols support beaconing, where instead of using time synchronisation,
nodes transmit according to a beacon signal. These beacons can be sent from either ded-
icated or negotiated nodes. Some protocols combine several of these approaches; for ex-
ample, IEEE 802.15.4 allows scheduling in some slots with contention in others. This allows
some nodes to benefit from guaranteed time slots whilst others that are less critical can

share a smaller time period with contention.

C.2 Hidden Terminals

The hidden terminal problem (see Figure C.1) is caused by the sender and receiver being
located in different RF areas. When the sender performs CCA and believes that the channel
is free, the channel may actually not be free at the receiver; any frames sent in this scenario
will collide. It may be acceptable to lose some frames in the network, particularly when
retransmission can be arranged, but other protocols aim to avoid this problem. The problem
is particularly problematic when long-duration transmissions are needed as the opportunity

for a collision increases with time.
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§2

Figure C.1: The hidden terminal problem. Node A transmits a frame believing that the
channel is free, but causes a collision at node B since it cannot overhear the frame being
sent from node C.

Figure C.2: RTS/CTS hidden terminal mitigation.
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It is insufficient to merely extend the CCA period to handle this problem as there will be
no indication from the receiver that any ongoing transmissions have begun. The RTS/CTS
(ready-to-send/clear-to-send) mechanism, found in IEEE 802.11, addresses this problem. In
RTS/CTS, a node that wishes to send data will first send a RTS frame to the receiver, which
then responds with a CTS frame (see Figure C.2). Any node that overhears either frame will
back off for a sufficient period to allow the exchange to occur uninterrupted.

The risk of collision remains during the RTS stage, but the RTS frame is smaller, thus
reducing the probability. As this risk of collision is still present, RTS/CTS is not effective for
short payloads since the chance of collision is similar. For example, IEEE 802.11 can be
configured to use RTS/CTS only for long payloads. Also, RTS/CTS can fail since communi-

cation distance is not equal to interference distance [135].

C.3 Energy Efficiency

Regardless of the efficiency of WSN transceiver hardware, it is desirable to put the hardware
into a sleep mode as much as possible to save energy; changes at the MAC layer are usually
needed to support this. Duty-cycling MAC protocols only wake up the transceiver for small
time intervals. To allow nodes to exchange messages, it is necessary for both sender and
receiver to be active at the same time. Duty-cycling is easy to implement in a TDMA scheme
since the clocks are synchronised and the receiver can wake up at the time when a frame
is likely to be received. In contention-based MAC protocols, no such certainty exists, and
special approaches are needed.

Duty-cycling has an impact on clear channel assessment. Since the radio is not con-
tinually listening, it may miss ongoing message exchanges. Channel assessment therefore
cannot be carried out opportunistically before a transmission is needed. The assessment
period must therefore be sufficiently long to tolerate unheard transmissions. This approach
avoids the need to synchronise clocks, but can reduce throughput due to the wait period.

Unfortunately, this requirement also means that RTS/CTS protocols are not immediately
effective in a duty-cycled radio network; nodes are not guaranteed to overhear the RTS

or CTS frames. Thus, where RTS/CTS is used, the CCA period has to be extended to
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ensure that an existing exchange can complete before a RTS frame is sent. This reduces

throughput.
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